TC" Management Software

Management Software

= Centralized Device Management

= Quick & Easy Mass Configuration

= Quick Troubleshooting

= Easy, User-Friendly Operation Interface

CTCUnion'sIndustrial Network Management System isa comprehensive management tool,including SmartView™ Element Management
System (EMS) and SmartConfig™. Whether it is for monitoring, configuration, maintenance, or troubleshooting, the management

software has a tool for every task.

SmartView" " EMS

(Element Management System)

= Main Functions (FCAPS):
-Fault Management
-Configuration Management
-Accounting Management
-Performance Management
-Security Management

Polled Network Elements

NORTH BOUND

SmartView

SNMP

EN50155 Switch

Core Switch E&hemet Managed IEC61850-3 Switch

SmartView™ Management Architecture

- Agents

The server handles connections with the network devices using
SNMP protocol and is responsible for communicating of requests
from management clients. SmartView™ Server collects information
data from specific SNMP agents, stores the information into a
persistent database and updates that information to the
management clients.

- Microsoft® SQL Server for Persistent Storage

SQL Server is the place where SmartView™ stores collected data,
such as alarms, traps and user actions, for long term retrieval.
SmartView™ requires Microsoft® SOL Server and is compatible
with SQL 2008 Server, SOL 2008 Express, SQL 2014 Server and SQL
2014 Express. (The EMS installer will install the free version
Microsoft® SOL 2008 Express or SOL 2014 Express under Windows
10 by default).
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= Remote access control for efficient configuration

= Traffic / Performance monitoring and management
= Alarm Trap and event log management

= Auto Discovery and Device Viewer G
= Allow up to 25 administrators to login
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Network Scheme Diagram

o = User-Friendly Operation Interface

= Robust Client / Server architecture

= Network Monitoring and Management
= Database for persistent event storage

= Security Access Management

- SmartView™ Server

The server handles connection with the network devices using SNMP
protocol, and is responsible for communication of requests from
management clients. SmartView™ Server collects the information data
from specific SNMP agents, stores the information into a persistent
database and updates that information to the management clients.

+ Workstation-Clients

Management clients are provided with the JAVA applet GUI to monitor
and control the agents at far end. They also receive the Alarm and
Traps from the corresponding SNMP Agents. Multiple workstations are
allowed, with a maximum of 25 concurrent logged in users.

Specifications & design are subject to change without prior notice. Please visit CTC Union website for more details.
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Features at a Glance

* Fault Management

Trap Collection

All traps will be stored in SOL database. When an SNMP agent experiences an abnormal condition it will send an SNMP trap
message to SmartView™ which then receives the message, and records it in the database. Depending on preset conditions,
SmartView™ may sound an audible alarm, send an email or SMS alert message or just simply flash the trap message on the
administrative console screen.

=
System Tool Help

Network | Alarm  Trap | Inventory

Search
Type: @ Current Time: Device: | Al ~ | Ack: Al S
 Historical To Message Clear
Trap List (Last 100)
No. Ack Time Device Address Hessage
O 5 5-803SM-04 4 rapOID-linkDown, ifindex:2. ifAdminStatus up, ifOperStatus:down. snmpTrapEnterprise- 00 |~
5- 3-8035M-04 4 rapOID-linkDown, ifindex2, i up, ifOperStatus-down, snmpT! ise- 0.0
0 5- 5-4025M-04 4 rapOID linkDown. ifindex 1. ifAdminStatus up, ifOperStatus-down, snmpTrapEnterprise 0.0
- 3-6035M-04 A rapQID:linkUp, ifind i up. ifOperStatus.up, snmpT! 0.0
0 5- 5-4025M-04 4 rapOID linkUp, ifind ifAdminStatus up, ifOperStatus up, snmpTrapEnterprise 0.0
- 3-6035M-04 A rapQID:linkDown, ifindex:2, if i up, ifOperStatus.down, snmpT! ise..0.0
O 5- 5-8035M-04 4 rapOID linkUp, ifindex 2, ifAdminStatus up. ifOpersStatus-up. snmpTrapEnterprise’ 0.0
8 - 3-6035M-04 A rapQID:linkDown, ifindex:1, if i up, ifOperStatus.down, snmpT! ise..0.0
9 0 - 3-8035M-04 4 rapOID’linkUp, ifindex"1, ifAdminStatus:up. ifOpersStatus:up. snmpTrapEnterprise’ 0.0
3- 3-8035M-04 4 rapOID:linkDown, ifindex.11, if up, ifO| Jown, snmpTr 0.0
0 5- 3-4025M-04 4 rapOID‘linkDown, findex 6, ifAdminStatus up, ifOperStatus-down, snmpTrapEnterprise” 0.0
- 3-6035M-04 A rapQID:linkUp, ifind . if up, ifO up. snmpT! ise..0.0
0 5- 3-4025M-04 4 rapOID’linkUp, ifindex'6, ifAdminStatus:up, ifOpersStatus:up, snmpTrapEnterprise’ 0.0 g
3- 3-8035M-04 4 rapOID:linkDown, ifindex.11, if up, ifO| Jown, snmpTr 0.0 m
0 5- 3-4025M-04 4 rapOID’linkDown, findex 6, ifAdminStatus up, ifOperStatus-down, snmpTrapEnterprise” 0.0
- 3-4028M-04 A rapQID:linkUp, ifind i up. ifOperStatus.up, snmpT! 0.0 :
0 - 3-8035M-04 4 rapOID-linkUp, ifindex-11, ifAdminStatus-up, fOperStatus:up, snmpTrapEnterprise:.0.0 aQ
= 5-4025M-04 4 rapOID:linkDown, ifindex:3, ifAdminStatus.up, ifOperStatus:down, snmpTrapEnterprise:.0.0 m
- 3-4025M-04 4 rapOID’linkUp, ifind ifAdminStatus up, ifOpersStatus up, snmpTrapEnterprise’ 0.0
3 5-4025M-04 4 rapOID:| . itAdminStatus.up, ifOperStatus.down, snmpTrapEnterpri .0 m
O - 3-8035M-04 A rapOl . IfAdminStatus up, ifOperstatus:down, snmpTrapEnterpri ]

22 = 3-8035M-04 4 rapOID:| iAdminStatus.up, ifOperSiatus:up, snmpTrapEnterprise:.0.0 5
- 5-4025M-04 2 TapOID-INKUp, Mndex-1, ifAdminStatus:up, ifOperstatus-up, sSnmpTrapEnterprise” 0.0 )
= 3-8035M-04 4 rapOID:linkDown, ifindex:2, ifAdminStatus:up, ifOperStatus:down, snmpTrapEnterprise:.0.0
= 5-4025M-04 K rapOID"InkDown, findex-1. AdMInStatus Up, IfOperStatus down. snmpTrapEnterprise’ 0 0 -
- 5-8035I-04 A rapQID:inkUp, ifindi ifAdMInStatus:up, fOperStatus:up, snmpTrapEnterprise:.0.0 e
- 3-8035M-04 A rapOID’linkUp, ifind ifAdminStatus up, ifOperStatus up, snmpTrapEnterprise’ 0.0

28 - 3-4025M-04 4 rapOID linkUp. ifind . ITAdminStatus_up. ifOperStatus up. snmpTrapEnterprise. 0.0 m
- 3-8035M-04 A rapOID’linkDown, findex2, ifAdminStatus up, ifOperStatus down, snmpTrapEnterprise” 0.0 °
- 3-8035M-04 4 rapol . ifAdminStatus up. ifOpersStatus down. snmpTrapEnterpri 0
- 5-6035M-04 2 rapOl  iTAdminStatus Up, fOperstatus-down, SnmpT rapEnterprise-0.0 =
- 3-8035M-04 4 rapOl AdminStatus up. ifOperStatus-up. snmpTrapEnterprise 0.0
- 5-8035M-04 K rapOl up, fOperStatus up, snmpT! 00 E

34 - 3-8035M-04 4 rapOID linkDown. ifindex 11, ifAdminStatus-up. ifOperStatus down. snmpTrapEnterprise: 0.0 m

2015- 5-4025M-04 114 rapOID inkDown, ifindex 6, i Up, ifOperStatus-down, snmpTe 0.0
50s = nzent ’ Tl i ndowAd 7 v 3
All Events: 54  Non-Acked Events: 54 & Export Clear Ack

Trap Messgages

Active Alarm

SmartView™ continuously polls all network devices under its management and will visually display all alarm conditions
found. Alarms will be categorized as Major, Minor or Warning, depending on severity. Although alarms may be
acknowledged, they remain actively displayed on the alarm page until there is no longer an alarm condition.

Lo x
System Tool Help

Network Alarm | Trap | Inventory!

Search
Type: Time: ...| Device: |All v Severity: All v
O Historical To ...| Location: |AllRacks ~ Al Slois v AllSites v Ack All v Clear
Alarm List
No. Ack Time Device Address Location Wessage Severity
] 2015-10-22 15:49:09 1GS-4025M-04 1 4 Device Fault On. Minor
-10-22 154 IGS-4028M-04 4 Device Fibers Link Down. \warnin
-10-22 1549 IGS-4028M-04 4 Device r2 Off. Minor
O 5-10-22 15:49°0 >-4025M-04 4 Device UTP2 Link Down \warnin
5-10-22 15491 5-4025M-04 4 Device UTP4 Link Down \Warnin
-10-22 15:49- 3-8035M-034 34 Device Fiber1 Link Down. \Warning
8 0 7-10-22 1549710 5-8035M-034 34 Device Fiber2 Link Down \warnin
9 3-10-22 15:49:10 -8035M-034 34 Device Fiber3 Link Down. \Warnin
7-10-22 1549710 3-803SM-034 34 Device UTP1 Link Down \Warnin
Ll 7-10-22 1549710 5-8035M-034 34 Device UTP2 Link Down \warnin
3-10-22 15:49:10 5-8033M-034 34 Device UTP3 Link Down. \Warnin
7-10-22 1549710 3-803SM-034 34 Device UTP4 Link Down \Warnin
Ll 7-10-22 1549710 5-8035M-034 34 Device UTP5 Link Down \warnin
3-10-22 15:49:10 3-803SM-034 .34 Device UTP6 Link Down. 'Warning
] 12015-10-22 15:4910 3-803SM-034 34 Device UTPS Link Down \Warnin
- 03SM-04 10.1.1.4 Device Fiber1 Link Down \Warning
O - 03SM-04 1.4 Device Fiber2 Link Down \Warnin
= )35M-04 14 Device Power2 Off. Minor
- 03SM-04 14 Device UTP3 Link Down \Warning
02 ] - 5-8035M-04 1.4 Device UTP4 Link Down \Warning
- -8038M-04 1.4 Device UTPS Link Down. \Warnin
- 3-803SM-04 14 Device UTP6 Link Down \Warning
0 5 5-8035M-04 1.4 Device UTP7 Link Down \Warning
i 3-8033M-04 1.4 Device P& Link Down. 'Warnin
- 1GS-803SM-04 14 Device Fault On_ Minor
Ll - [IGS-803SM-04 1.4 Device 11 Link Down. \warnin
- [1GS-8033M-04 1.4 Device r2 Link Down. 'Warning
] - IGS-803SM-04 14 Device r3 Link Down \Warnin
Ll - IGS-8035M-04 14 Device Power2 Off. Minor
- 3-8038M-04 1.4 Device UTP3 Link Down.
] 5-° 3-803SM-04 1.4 Device UTP4 Link Down
34 - 3-8035M-04 14 Device UTP5 Link Down
(2015~ - 4 4 L
] 20155 035“»(! Device JI :E mf own o =
All Events: 57 Non-Acked Events: 57 & Export Ack
Active Warning
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Alarm Selection

Alarm events of network element are configurable. All alarm events are warned by default, but them can be disabled to
ignore warning messages.

= X
System Tool Help

Network | Alarm| Trap | inventory

aleboonTAEBAL LS M| Ccrc
5Tle&1 1GS-8035M-041.10.1.1.41

=@ mdustrial

- 1GS-803SM-034, 10.1.1.34, UTPA Link Down

1GS-8035M-8PH24 00-02-ab-d6-64-a0

(GS-8035M-041, 10.1.1.41, Power2 Off
4 1GS-803SM-042, 10.1.1.42
B 1GS-40251-043, 10.1.1.43

®rautt

[ 1G5-4045M1-031, 192 168131, Disconnect | ocuce o] odet FSiGs 3035H | Save Startup Configuration | | Device Restart |
-y 1GS-16048M-036, 10.1.1.36 ol Locaton: Rack0 - ||system ~|[Local - Glbal Appy
s Type Enabie | Severty Interface. Tesn | | Aggregation | Redundancy | POE ‘
WA 12 Qos | Miror | UPNP PTP (IEEE 1588) L2cP
M poweron “ i | | uene | I
VLAN| | Fauton @ Mo ~
12348
~ Gid | Ring Fauit @ e o2
128
< > AllQ] | Fiver Link Down “ ‘ Waming | o ° %
—1 12345678
Warnis v
Alarm List Etr| | UTP Link Down v ‘ T
=] 123485678
i i Major v
Time Message Location I | Focsoe @ I ot I PR
2015-10-22. [Power2 OF. rero v Lpaisers
2015-10-22._Fault On. F Ta e = T s Tag Allowed VLANs | Forbidden VLANS
2015-10-22._JUTP3 Link Down. = Fiber Temperature Abnomal (€) | @ ‘ e a5 o0 B8 - ]
2015-10-22.JUTP4 Link Down. IP:10.1.1.41, Device - Tae T2 s
2015-10-22._|UTPS Link Down. IP:10.1.1.41, Device L] | 7o R Powes Low (dan) v EEES 30 [%0) (30 wid 1
[2015-10-22_|UTPE Link Down |F-10.1.1.41, Device — . 1 2 o
2015-10-22_|UTP7 Link Down. IP:10.1.1.41, Device U e > | puid !
2015-10-22_|UTP8 Link Down. IP:10.1.1.41, Device. uTl oK Cancer Loaa Tempiate || Loaa Detaur || appy wid 1
2015-10-22..[Fiver1 Link Down. IP-10.1.1.41, Device —
[2015-10-22._[Fiber2 Link Down. IP:10.1.1.41, Device AL R ' i cu OG- pyid !
2015-10-22._[Fiber3 Link Down. IP-10.1.1.41, Devics UTP6 |access 1 c-port & |an untag-pvid 1
UTP7 |access v 1 c-port & [an untag-pvid 1
UTP8 |access v 1 c-port ¥ [an untag-pvid 1
Fiber1 |access v 1 c-port ~  [an untag-pvid 1
v
Memory Usage: 29 % = =

Alarms Selection

Alarms sent by E-mail & SMS

The SmartView™ is capable of sending emails and or SMS text messages to selected administrators when critical alarms
occur. Prompt notification of system problems aid in getting problems in the network devices fixed in the shortest time
possible.

(]
System Help

| Broker| Agent | User | Role | UserLog | Actionlog| Messengers | Event| Storage | Discovery|

[~ Server Applied Agents.
SMTP | sms: name ip_address
enable name host user_account auth_account

[a]ly]

| Messenger Not Applied Agents

enable name type send_mail send_phone work_fime  keyword name Ip_address

[ |Disconnected SMTP/SMS |op2@cteu.com [123456789 |00:00-23:59|Disconnected
[J |Link Down SMS opi @ctcu com [123456789 |00°00-23 50|Link Down
] [Ring Fault SMTP admin@ctcu.com [123456789 |00:00-23:59|Ring Fault

Add Edit Delete

Alarms Sent by Email & SMS

1 4 www.ctcu.com / sales@ctcu.com
- Specifications & design are subject to change without prior notice. Please visit CTC Union website for more details.
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Trap Fordwarding and Syslog messages

The SmartView is capable of forwarding received traps to upper network management and sending event messages to
a syslog server.

System Help

Broker | Agent | User | Role | UserLog | ActionLog | Messengers EVent Storage | Discovery

Trap
Enable Trap Event

Trap Receiver IP- 10.1.1.100 Port: 162

Community String: public

Add device name in message (only for ASCII characters)

Event Type:

Trap Forwarding Device Disconnect

SysLog

Enable SysLog Event

SyslLog Server IP: 10.1.1.150 Port 514
Event Type:
Type Facility Severity
UserLog 4: security/authorization messages v 5. Notice v
ActionLog | 10° security/authorization messages v| |5 Notice v

Apply Cancel

Trap Forwarding Syslog Message

a1em)jos Juawabeuepy

= Configuration Management

Network Topology

User can load maps to SQL server, load maps from SQL server or delete attached maps. Download procedure is very
simple. Map area may be used to layout any objects from Root and Node panel.

Using drag-and-drop, put any object to map area. Any label or network element location name may be added to object.
Objects in red color indicate some alarm condition is present in the device. Right clicking an object brings a popup
window to select Telnet or http management of the device directly.

(]

System Tool Help

Network | Alarm | Trap mvemory'

LR TR AR V(=] =R -1 Crc
Eﬂe‘&; - Location: Industrial Setting || Refresh Up 100 %
=8 mndustria !
L N1G5-8035M-034, 10.1.1.34, UTP1 Link Down, UNITED Eﬁmq: — BELGIUM
& IGS-8035M-041, 10.1.1.41 - g c
& 1GS-8035M-042, 10.1.1.42 y { Y= =~ Lille ® GERMANY
R 1GS-4025M-043, 10.1.1.43 N e S Y — §
> 16S-4045M-031, 162.168.1.31, Disconnect il " C H E » Novd-Pas-De-Calals
1GS-16048M-036, 10.1.1.36 g N = .
* AN Amiens LUXEMBOURG =]
\ L] 16560351034
Rouen  pcardy
T Chalons-en- Metz
G Nermandy Champagne an.lne  —o
s mant Lorrain -
E 2 ‘ Normandy P
Alarm List <
Time Message Location e Bf'l-ffaﬁy m
2016-10-22.JUTPA Link Down. IP:10.1.1.34, Device. ) 165803514042 Alsace
2015-10-22..|UTP2 Link Down. IP:10.1.1.34, Devics. ™ T Western ata Orléa )
2015-10-22./UTP3 Link Down. IP:10.1.1.34, Device. e ; e
2015-10-22._|UTP4 Link Down. IP10.1.1.34, Device. : Loire F R A N C E 16560 LL‘
2015-10-22. |UTP5 Link Down IP-10.1.1.34, Device. £ Nantes _ T icon
2015-10-22.UTPS Link Down IP:10.1.1.34, Device . Loire Valley D 7
12015-10-22._|UTP8 Link Down. IP-10.1.1.34, Device. \, - Unselect o
2015-10-22..[Fider1 Link Down IP:10.1.1.34, Device, S i Surgun Y. e SWITZERLAND
2015-10-22._Fiber2 Link Down IP:10.1.1.34, Device. Poitiers T
2015-10-22._|Fiber3 Link Down IP:10.1.1.34, Device. gy e el g
165-1804541038
Limousin (KR
Peitou-Charentes  [imoges L
kcoome) | Semsr o Y
Memory Usage: 31 %

Network Topology

www.ctcu.com / sales@ctcu.com —I 5
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Network Element Configuration

SmartView™ is able to provide a single point of configuration for the network device elements. Most settings only require
mouse clicks and by using a tab format, most scrolling is eliminated. Current settings and status are displayed along with
hardware and firmware versions for each element.

System Tool Help

Network ‘ Alarm | Trapl \nvemoryl

B+ bhbh

TAERA L LS |

(817

[ Treet 1GS-8035M-041, 10.1.1 41
=4 dustrial Model MAC Add HW Vi FW Ve
& 1GS-6035M-034, 10 1.1.34, UTP1 Link Down - €SS SN SIS0
"9 \c5 50351041, 10.1.1.41, Power2 Off, 1GS-8035M-8PH24 00-02-ab-d6-54-a0
4 1GS-803SM-042, 10.1.1.42 Function Key
&y 16S-4025M-043, 10.1.1.43
. 165-4045M-031, 192.168.1.31, Disconnect ‘ Apply | | Refresh ‘ ‘ Factory Default | ‘ Save Startup Configuration ‘ ‘ Device Restart |
%y 16S-16045M-036, 10.1.1.36
System Green Ethemet [ pots | Secuity | Aggregation | Redundancy | PoE |
MACTable | VLANTransiation  VLANS | PrivateVLAN | GVRP | VCL | QoS | Miror | UPnP | PTP(EEE 1588) | LacP
VLANs >  Membership Configuration | Membership Status|  Port Status Q
~ Global VLAN C
< > Allowed Access VLANs |
Alarm List Ethertype for Custom S-ports IGxBBaB ‘
Time Message Locatien o
2015-10-22._Power2 Off. IP:10.1.1.41, Device. (RIILYL @
2015-10-22. FauttOn. 1P:10.1.1.41, Device. Port Mode | PortVLAN | PortType | RxFiter | RAcceptance | TxTag | Allowed VLANs | Forbidden VLANS
12015-10-22._|UTP3 Link Down. IP:10.1.1.41, Device.
[2015-10-22_|UTP4 Link Down 1P10.1.1.41, Device UTP1 |access v 1 c-port 2 all untag-pvid 1
2018-10-22_UTPS Link Down. IP:10.1.141, Device. UTP2 |access 1 cport 3 al untag-pvid 1
|2015-10-22._|UTP6 Link Down. IP:10.1.1.41, Device.
[2018-10-22_|UTP7 Link Down IP-10.11.41, Device. Lipe RS 1 ! 2 el g 1
2015-10-22_UTP8 Link Down IP:10.1.1.41, Device UTP4 |access « 1 c-port 7 al untag-pvid 1
|2015-10-22. .Fiper1 Link Down. IP:10.1.1.47, Device.
[2015-10-22_Fiber2 Link Down 1P10.1.1.41, Device UTPS |access v 1 c-port 2 all untag-pvid 1
2018-10-22..Fiber3 Link Down. IP:10.1.1.41, Device. UTP6 |access 1 cport g all untag-pvid 1
UTP7 |access ~ 1 c-port v an untag-pvid 1
UTP8 |access 1 c-port v an untag-pvid 1
Fiber1 |access v 1 c-port v an untag-pvid 1
Memory Usage: 29 % = = = =
Network Element Configuration
Network Element Firmware Upgrade
s IM s . . . .
SmartView™ is able to download firmware to device elements and perform configuration backup/restore.
= x
System Tool Help
Network ‘ Alannl Tmpl Invenlory‘
BB L0 TA|EEA LEN O
Tree-1 Setting ‘umme|
Industrial
. 10.1.1.34, UTP1 Link Down. Eaize
. 4 | add || Deete | [ peeter | [ up || Down |
“® 1GS-8035M-042, 10.1.1.42
‘ IGS-4028M-043, 10.1.1.43 No Device Address Type Version
& 155-4045M-031, 192.168.1.31, Disconnect 1 1803SM-041 [10.1.1.41 |IFSNGS-8038M [1.106
% 1GS-16045M-036, 10.1.1.36 2 liB03sM-042 [101.1.42 |FSnGs-g0asm 1108
< >
Alarm List
Message Location
. JPower2 oft. P:10.1.1.41, Device.
_Faulton. P:10.1.1.41, Device.
|2015-10-22._UTP3 Link Down. IP:10.1.1.41, Device.
|2015-10-22._JUTP4 Link Down. IP:10. 41, Device.
2015-10-22_JUTPS Link Down. IP:10.1.1.41, Device.
2015-10-22../UTP6 Link Down. IP10.1.1.41, Device.
|2015-10-22._UTP7 Link Down. IP:10. 41, Device.
2015-10-22..]UTP8 Link Down. IP:10.1.1.41, Device. [ Setling
2015-10-22..Fiber1 Link Down. IP10.1.1.41, Device.
[2015-10-22._Fiber2 Link Down. IP:10.1.1.41, Device. Type: _ TETP Server IP- 101.1.1 Interval (sec)
|2015-10-22._Fiber3 Link Down. IP:10.1.1.41, Device. EsEET TETP Filename:
Scheduler: | 2016-08-01 03:00-00 B
Memory Usage: 29 % Apply

1-6
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Network Element Time Synchronization

SmartView™ is able to trigger a command to network elements to perform time synchronization with Smartview or a NTP
server.

=
System Tool Help

Network | Alarm | Trap | Inventory:
BB+ o0 w|TAEEA LS

ree-1

CTc
IGS-8035M-041, 10.1.1.41
& naustra MAC Add HW Vi FW v
&, 165-8035M-034, 10.1.1.34, UTPA Link Down. 3 e SEEH €

Network Element Time Synchronization

b JIGS-8035M-041, 10.1.1.41, Power2 Off. 0
® 1GS-8038M-042, 10.1.1.42
& 16S-402SM-043, 10.1.1.43
& 165-4045M1-031, 192.168.1.31, Disconnect NTP Server |21 22 103,158 ut | | save startup Confguration | | Device Restart |
& 1GS-1604SM-036, 10.1.1.36
Select Device
Aggregation | R | Poe |
Mo Device Address cL | aos | wiror | upnp | PTP(EEE1s88) | Loce
1] 1GS803-043 [10.1.1.43 =
2| IGS803-044 [10.1.1.44
< >
Alarm List
Time Message Location
2015-10-22._Power2 Off. IP:10.1.1.41, Device.
2015-10-22._Fault On. P-1 |, Device. Tx Tag Allowed VLANs | Forbidden VLANS
[2015-10-22_|UTP3 Link Down IP:10.1.1.41, Device.
[2015-10-22._UTP4 Link Down. 1P:10.1.1.41, Device. g !
2015-10-22._JUTP5 Link Down IP:10.1.1.41, Device. tag-pvid 1
{2015-10-22._UTP6 Link Down IP:10.1.1.41, Device. g
12015-10-22._UTP7 Link Down IP:10.1.1.41, Device. tag-pvid 1 m
[2015-10-22._JUTP8 Link Down IP:10.1.1.41, Device. — tag-pvid 1 =1
{2015-10-22._Fiber1 Link Down. IP:10.1.1.41, Device. B m
2015-10-22 Fiverz Link Down.__|P:10.1.141,Daice LUTPS e —— 25 P ! «
[2015-10-22._Fiber3 Link Down IP:10.1.1.41, Device. UTP6 |access « 1 c-port 7 al untag-pvid 1 D
UTP7 |access «~ 1 c-port v all untag-pvid 1 3
UTP& |access v 1 c-port vl all untag-pvid 1 m
Fiber1 |access v 1 c-port v an untag-pvid 1 -
M Usage: 29 % 2 2 i
lemory Usage: o
D

Network Element Discovery

SmartView™ has a tool for automatically discovering SNMP agents on the network. Simply enter an IP address range and
the discovery program will ping every IP address looking for SNMP agents. Once discovered, the agents can be selected
and brought into the broker for polling.

IS x
System Help
Broker| Agent | User | Role | UserLog | ActionLog | Messengers | Event | Storage | Discovery ‘
I~ Search Range SNMP Setting
P From 10111 |To [1011254 || Community String Port Timeout Second
I~ Device Managed
P Syshame SysLocation SysDescr Device
[~ Device Di
P Syshame SysLocation SysDesar Type Manage
34 GS-8038M Gigabit Ethernet Switch FSNGS-803SM O A
K GS-1604SM Gigabit Ethernet Switch FSAGS-1604SM
4 GS-803SM-8PH24 Gigabit Ethernet PoE Switch FSAGS-803SM L
4 GS-803SM Gigabit Ethernet Switch FSAGS-803SM
4 IFS-402GSM-4PH24 Ethernet PoE Switch FS/GS-4025M O
[10.1.1.44 NMC Unknown Linux_2.4.20-uc0 #28580 RM22
[10.1.1.59 MSW202 GigaBit Ethernet Switch MSW202
[10.1.1.89 XGNMGMT GigaBit Ethernet Switch Generic
90 IMSW-4424C GigaBit Ethernet Swiich Generic
91 localhost iocaldomain Unknown (edit fefc/snmp/snmpd.cont) Linux localhost iocaldomain 2.6.21-1.3194 1c7 #1 SMP Wed Ma._|Generic O
110.1.1.98 Hudson-RC-CP9 516 RC-CP9 P2P Gigahit Fiber CPE Generic
[10.1.1.132 GSW-1005MS P2P Gigabit Fiber CPE Generic O
1011137 'GSW-1005M P2P Gigabit Fiber CPE Generic
198 198 ETHERNET MULTI_ENVIRONMENT ROM H_07_19,JETDIRECT _|Generic
[10.11.227 Switch Location Generic O
A A3 GinaRil Ethernef Switch Generic )
Status . Completed Start Search Stop Search

Network Element Discovery
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= Accounting Management

The accounting management supports property overview for each network device. The location, status and version of all assets can
be managed and exported.

System Tool Help

Network | Alarm| Trap | Inventory |

Type: @ Inventory T|me:| ‘ Device: ‘AII v‘ Status:‘All v‘ Serial Number:‘ | \denmy:‘ ‘
) Summary T0| ‘ Local\on:‘All Racks vHAIIS\oIs vHAIISrles v‘ Type: ‘ ‘ Alias: ‘ | Remark.‘ ‘ Clear
Inventory
Page:1/1 | First H Previous H Next H Last ‘ | Refresh |
Mo Device Address Location Type HW Version FW Version Serial Number Alias Status Date
IGS-1604SM-036 .1.1.3€ Device GS-1604SM A0 one Online [2015-10-22 15:36:44
GS-6035SM-04 11.1.4 Device GS-803SM-6PH24 0: one |Online: 12015-10-22 15:36°41
GS-8035M-042 11.1.4 Device GS-8038M O: one Online 12015-10-22 153641
GS-4025M-04 .1.1.43 Device FS-402GSM-4PH24 A0 lone Online 2015-10-22 15:36:40
(GS-6035SM-034 1134 Device GS-803SM K 0. one Onling 12015-10-22 1573640
IGS-4045M-03 192.166.1.31 Device 1GS-4045M-4PH24 A 103 MNone Offline: 2015-10-22 15:40:19
< >
Export H Edit H Delete

Inventory List

System Tool Help

Network | Alarm | Trap‘ Inventory |

Type: O Inventory T\me" ‘ Device: ‘AH v‘ Slalus"AH v| Serial Numbel" ‘ \denmy:‘
(® Summary TD‘ ‘ Locallon.‘AH Racks vHAHSIols vHAIISrles v‘ Type: ‘ | Alias: ‘ ‘ Remark:‘ ‘ Clear
Summary
No Device Type Online Offline Total
IFSNGS-16045M
IGS-16045M 1 ] 1
IFSNGS-4025M
IFS-402GSM-4PH24 1 0] 1
IFS/IGS-404SM
8 IGS-404SM-4PH24 (0] 1 1
9
10 IFSNGS-8035M
hil IGS-8035M 2 ] 2
12 IGS-803SM-8PH24 1 0] 1
13
Export
Inventory Summary
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» Performance Management

SmartView™ is able to monitor device performance parameters through polling of specific OIDs. Graphs of performance information
(for example PDH PM data such as ES, UAS, etc. as well as hardware parameters such as fan speed, temperature, optical Tx/Rx power
or RMON counters) can be generated on an XY axis showing different trend data.

System Tool Help

e demenMaagementConsolev2d(Usersdmn) - oma

Network | Alarm | Trap | Inventory:

BB b bobh

T&‘EIEI,&.

&

a1

e

g Tree-1
=) n Industrial

Memory Usage: 19 %

Performance Graphics

Device: [IGS-803SM-041 (10.1.1.41) v Model: IFS/IGS-803SM  Time: 1 Hour v
Q 1GS-8035M-034, 10.1.1.34. UTP1 Link Down.
. §/Gs-8035M-041 Power2 Off Type: @® Graph () Record
‘ 1GS-8035M-042, 10.1.1.42. Fault On.
- % 1GS-4025M-043, 10.1.1.43, Power2 OFf
%> 1G5-4045M-021, 192.168.1.31, Disconnect B
- % 1GS-1604S\1-036, 10.1.1.36, Power2 Off. <
285 ]
715 |
265 ]
25 |
245 |
215 |
25 |
@ s 2s
05 |
Alarm List 195 |
Time Wessage Location ij; ]
2015-10-22.. Power2 OF 1P:10.1.1.41, Device. 165
2015-10-22... Faull On IP:10.1.1.41, Device. 155 ]
[2015-10-22.. UTP3 Link Down. IP:10.1.1.41, Device. 145 |
[2015-10-22... UTP4 Link Down. IP:10.1.1.41, Device. 135 |
[2015-10-22.. UTP Link Down. IP:10.1.1.41, Device. 125 |
2015-10-22... JUTPE Link Down. IP:10.1.1.41, Device. 15
2015-10-22._|UTP7 Link Down. IP-10.1.1.41, Device. s 4
[2015-10-22... UTP& Link Down. IP:10.1.1.41, Device. 25 4
[2015-10-22...Fiber1 Link Down IP:10.1.1.41, Device. 82
[2015-10-22... Fiber2 Link Down. IP110.1.1.41, Device. 22 1
[2015-10-22...Fiber3 Link Down IP:10.1.1.41, Device. 53
162210 1622:51 162402 162450 162552 l628:11 62940 163305
1022 1022 1022 1022 10:22 10:22 1022 1022
Fiber RMON In M Fiber1 M Fiber2
Setting Export Previous Next Refresh

System Tool Help

Network | Alarm | Trap | Inventory:

BB utbe

TMEEL

= &

3t

C7c

union

Tree-1

= ndustrial

Memory Usage: 19 %
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Performance Records

Device: |IGS-8038M-041 (10.1.1.41) v Model: IFS1GS-8035M  Time: 1 Hour v
& 1GS-6035M-034, 10.1.1.34, UTP1 Link Down.
P 4/G5-8035M-041, 10.1.1.41, Power2 Off Type: O Graph @® Reco
&, 1G5-8035M-042, 10.1.1.42, Fault On
- % 1GS-4025M-043, 10.1.1.43, Power2 OFf
%, 1GS-4045M-031, 192.168.1.31, Disconnect 20151022 155608 — 2015-10-22 16-56-08
% 1GS-160451-036, 10.11.36, Powsr2 Off No. Device Address Time Param Interface Value
GS-803SM-04 0.1.14 5-10-22 16:22:10 RMON In 5536
GS-803SM-04 0.1.14 5-10-22 16:22° RMON In 2 12354
GS-803SM-04 0114 5-10-22 1622 RMON In 5536
G5-803SM-04 0114 5-10-22 1622 RMON In 2 14422
G5-8035M-04 0.1.1.4 5-10-22 16.24.02 RMON In 7908
GS-803SM1-04 0.1.1.4 5-10-22 16:24:02 RMON In 2 5758
GS-8035M-04 0.1.14 5-10-22 16:24'50 RMON In 0134
8 GS-803SM-04 0114 5-10-22 16:24.50 RMON In 2 5758
< > ] GS-803SM-04 0114 5-10-22 16:25:52 RMON In 3338
G5-8035M-04 0.1.1.4 5-10-22 16.25.52 RMON In 2 5758
Alarm List G5-8035M-04 0.1.1.4 5-10-22 16.28.11 RMON In 18004
GS-8035M-04 0.1.14 5-10-22 16:28:11 RMON In 2 18156
Time lessage Location GS-803SM-04 0.1.14 5-10-22 16:29°40 RMON In 22544
l015-10-22._Power2 OF IP10.1.1.41, Device. GS-803SM-04 0114 5-10-22 16:29 4 RMON In 2 18156
GS-803SM-04 0114 5-10-22 16:33.0 RMON In 20000
2015-10-22... Fault On. IP10.11.41, D, S5-8035104 ERF Ti02216.320 T v S3233
[2016-10-22.. UTP3 Link Down. IP:10.1.1.41, Device. GS-8035M-04 0.1.1.4 5-10-22 16:38.0 RMON In |44126
[2015-10-22... UTP4 Link Down. 1P:10.1.1.41, Device. GS-8035M-04 0.1.14 5-10-22 16:38:0 RMON In 2 22222
2015-10-22 _|UTPS Link Down IP-10.1.1.41, Device g; gg:mﬁ‘ E 1.4 g:,gfi 1(;1‘ g< img n ‘%
)4 14 - -4 )4 n |2
[2015-10-22... UTP Link Down. IP110.1.1.41, Device. SeROaSI0d ERR 51022164504 S G T8
[2016-10-22.. UTP7 Link Down. IP:10.1.1.41, Device. 72 1G5-8035M-04 14 510-22 16.48 04 RNON N 7 22222
[2015-10-22... UTP8 Link Down. IP110.1.1.41, Device.
[2016-10-22._.Fiber1 Link Down IP:10.1.1.41, Device.
[2015-10-22__Fiber2 Link Down. 1P:10.1.1.41, Device.
[2016-10-22... Fiber3 Link Down IP:10.1.1.41, Device.
< >
Setting Export Previous Next Refresh
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CTC Management Software

= Security Management

User Privilege

= The administrator can add necessary user logins with specific privileges, from Administrator to Operator and

lastly to normal user.

= Radius Authentication. Supports authentication login provided by credentials stored on RADIUS server.

=
System Help

| Broker | Agent User | Role| UserLog | ActionLog | Messengers | Event | storage | Discovery|

[ RADIUS

Enable RADIUS Authentication

RADIUS Server IP Address: 10111 Port:

* Default administrator account ‘admin' is not supported to be authenticated in RADIUS.
* Local user accounts will be updated automatically when user authenticated in RADIUS.

User

No Name Description Role Division Phone Address
admin administrator Administrator Admin Dep.
admini i /Admin Dep.
admin2 Administrator Administrator Admin Dep.
op1 Operator Operator Op Dep.
op2 Operator Operator Op Dep.
siteA-001 siteA user device10.funcDevice, funcNetwork siteA Dep.
steB-001 siteB user device192.funcDevice siteB De|

8 usert Normal User |User User Dep.

a user2 Normal User [User [User Dep.

User Privilege

A user role is a group and defines privileges for users to perform management tasks. The access to network elements is also

restricted by user role.

= x
System Help
‘ Broker | Agent | User | Role ‘ UserLog | ActionLog | | Event | Storage | D\scoveryl

Role

Name Description Function User a Radius
System,Network, Device. Alarm ‘admin,admini,admin2 1

Operator read-write System, Network Device Alarm op1,0p2 2

User read-only Read-Only usert.user2 3

device10 devices within 10.X.X.X Read-Only siteA-001 4

device192 devices within 192 X X X Read-Only siteB-001 5

funchetwork function Network Network siteA-001 6

funcDevice function Device Device siteA-001,siteB-001 7

User Activity

User Role

Provides viewing and clearing of the user login and configuration action logs.
User client login & logouts are recorded, including the client's source IP address. All activities performed on any Network
Element are logged with time-stamping, the user making changes and the changes made.

lex] x
System Help
Bmkerl Ageml usell Ro\el USelLog‘ ActionLog | Messengelsl Event | Sloragel D\scovery‘
[ Search
R S S—
To | AgentName Al vl | searcn || cear |
ActionLog
Page:1/2 | Frst || tast || prevous || mem | [ Refresh
No, Time Usemame AgentName Action
2015-10-22 46 GS-803SM-04 PortSpeedMode 3 | auto —> speed1Gfdx
2015-10-22 46 GS-803SM-04 PortS Mode.4 |. auto —> speed1Gidx
2015-10-22 47 GS-803SM-04 PortSpeedMode 5 | auto —» speed1Gfdx
2015-10-22 AT GS-8035M-04 PoriSpeedMode.6 |. auio —> speed1Gidx
2015-10-22 47 GS-803SM-04 PortSpeedMode 7 | auto --> speed1Gfdx
2015-10-22 547 GS-803SM-04 PortSpeedMode 8 |- auto —> speed1Gldx
2015-10-22 47 GS-8035M-04 PortS; Mode 9 | auto —> speed1Gfdx
8 2015-10-22 47 GS-8035M-04 PortSpeedMode 10 |- auto —> speed1Gfdx
9 2015-10-22 47 GS-5035M-04 PoriSpeedMode.11 ]. auio —> speed1Gidx
2015-10-22 24 GS-803SM-04 PortFlowCtrlEnabl | false —> true
2015-10-22 18:09:25 GS-8035M-04 PortFlowCtriEnabl false —> true
2015-10-22 25 GS-803SM-04 PortFlowCtr false —> frue
2015-10-22 25 GS-8035M-04 PortFlowCtrlEnabled 6 ] false —> frue
2015-10-22 25 GS-6033M-04 PortFlowCtr .7 ]. false —> true
2015-10-22 25 GS-8035M-04 PortFlowCtriEnabled false —-> true
2015-10-22 18:09:25 GS-8035M-04 PortFlowCtriEnabl false —> true.
2015-10-22 25 GS-8035M-04 PortFlowCtrlEnabled 10 | false —> true
2015-10-22 4 GS-8035M-04 PortExcCollMode 3 | discard —> restart
20 22 16:00:4 GS-8033M-04 PoriExcCollMode 4 |. discard —> restart
20 22 18°09°4 GS-803SM-04 PortExcCollMode 5 | discard —= restart
2015-10-22 18.09:4 GS-5035M-04 PoriExcCollMode & ]. discard —> resfart
22 2015-10-22 4 GS-8035M-04 PortExcCollMode discard —-> restart
2015-10-22 4 GS-803SM-04 PortExcCollMode 8 | discard —> restart
2015-10-22 4 GS-8035M-04 PortExcCollMode restart —> restart
2015-10-22 4 GS-803SM-04 PortExcCollMode 8 | restart —> restart
2015-10-22 4 GS-5035M-04 PoriExcCollMode 8 ]. restart — restart
2015-10-22 E GS-803SM-04 PortSpeedMode 3 | auto --> speed1Gfdx
2015-10-22 34 GS-8035M-04 PortSpeedMode 4 |- auto —> speed1Gldx
2015-10-22 34 GS-8035M-04 PortS; Mode 5 | auto —> speed1Gfdx
[2015-10-22 734 GS-8035M-04 PortSpeedMode 6 |- auto —> speed1Gfdx
User Activity
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SmartConfig™

(Quick & Easy for Mass Configuration)

= Multiple device auto discovery

= Group configuration, access

= Group firmware upgrade

= Backup / restore device configuration
crc = [P address assignment

e = Connectivity testing

‘= SmartGonfig”s Manual
‘= Product Manual
© MIBFile

SmartConfig™ is a convenient configuration tool for mass deployment of CTC Union's managed industrial switch products.
SmartConfig™ is designed for field engineers, to aid in mass deployments but can just as easily be used for initial configuration of a

small group of switches or even a single device. It is portable, so it can easily be included on a network tools pen drive, it has been
tested on all versions of Windows and the GUI is both simple and intuitive.

Different configurations can be saved and recalled for later use, saving valuable time in the field and minimizing downtime when
expanding networks or doing field replacements.

SmartConfig™ Application & Topology
= Quick & Easy for mass configuration tool
= Multiple device auto discovery

= Group configuration, access
= Group firmware upgrade

= Export/Import Configuration
g
-\1‘:@_2_
\ ¢
E : l/ SmartConfig \l : f

SmartConfig™ is a convenient configuration tool for mass deployment of switch product

Main Feature

- Multiple device auto discovery

SmartConfig™ can discover all inter-connected devices (no initial IP setting required) using broadcast or SNMP discovery methods. The
results will show a list of discovered devices on the network including their IP address, MAC address, Model name, Firmware version.

- Group Firmware Upgrade

SmartConfig™ supports firmware upgrade for one device or multiple devices at a time. This function helps to increase firmware upgrade
efficiency and convenience.

- Group Configuration & Access
For quick access and configurations, SmartConfig™ provide an efficient way to access and configure functions of one or multiple devices.

- Backup / Restore device Configuration

Running-config, startup-config and default config can be both stored to your local PC and restored to the devices via SmartConfig™
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CTC Management Software

System Requirements

JAVA JRE. SmartView™ Kit

SmartView™ Server Intel Core2 or higher processor, 2GB RAM, 40GB HD MS-SOL Server ' Windows Server 2012/2014 Win 7/8/10
SmartView™ Clients Intel Core2 or higher processor, 2GB RAM, 20GB HD  JAVA JRE. SmartView™ Kit. Windows 7/8/10
All-In-One Intel Core2 or higher processor, 4GB RAM, 80GB HD YA IRIE L SOUL Stevsip Srafiasy b Windows Server 2012/2014, Win 7/8/10

SmartView™ Server/Client

SmartConfig™ Hardware (minimum) Operating System

CPU : 2 GHz or faster Dual core
SmartConfig™ RAM: 1GB, Hard Disc : 1GB Windows 7/8/10

Ordering Information
SmartView™ EMS Server for industrial product

SV2-AGT-50 SmartView™ management software with 50 nodes (by IP address)
SV2-AGT-100 SmartView™ management software with 100 nodes (by IP address)
SV2-AGT-200 SmartView™ management software with 200 nodes (by IP address)
SV2-AGT-500 SmartView™ management software with 500 nodes (by IP address)
SV2-AGT-1000 SmartView™ management software with 1000 nodes (by IP address)
SV2-AGT-1500 SmartView™ management software with 1500 nodes (by IP address)
SV2-AGT-2000 SmartView™ management software with 2000 nodes (by IP address)

-I 1 2 www.ctcu.com / sales@ctcu.com
- Specifications & design are subject to change without prior notice. Please visit CTC Union website for more details



