Management Software

SmartView™™ EMS

Element Management System

= Centralized Device Management Platform

= Real-time visual representations and processing of alarms
= Fasy and User-Friendly Operation Interface

= Long term event storage (1 year)

SnartView”
EMS
Coneeien e

Main Features

= Main Functions (FCAPS): Fault, Configuration, Accounting, = Alarm Trap and event log management
Performance and Security Management = Auto Discovery and Device Viewer

= Remote access control for efficient configuration = Allow up to 25 administrators to login

= Traffic / Performance monitoring and management

Network Scheme Diagram
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SmartView™" Server Agents

The server handles connection with the network devices All of CTC Union's SNMP enabled products, such as Industrial
using SNMP protocol,and is responsible for communication Core Switch, PoE Switch and PoE Converter are manageable by
of requests from management clients. SmartView™ Server CTC Union SmartView" EMS management Platform.

collects the information data from specific SNMP agents,
stores the information into a persistent database and
updates that information to the management clients.

Microsoft® SQL Server for Persistent Storage Workstation-Clients

SQL Server is the place where the SmartView™ collected Management clients are provided with the JAVA applet GUI to
data, such as alarms, traps and user actions is stored for monitor and control the agents at far end. They also receive the
long term retrieval. SmartView™ requires Microsoft® SQL Alarm and Traps from the corresponding SNMP Agents. Multiple
Server and is compatible with SOL Server 2005, SOL 2005 workstations are allowed, with a maximum of 25 concurrent

Express, SQL 2008 Server, SQL 2008 Express, SQL 2012 logged in users.
Server and SQL 2012 Express. (The EMS installer will install
the free version Microsoft® SQL 2008 Express by default.)
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Management Software

Features at a Glance

» Fault Management

Trap Collection

All traps will be stored in SQL database. When an SNMP agent experiences an abnormal condition it will send an
SNMP trap message to SmartView™ which then receives the message, and records it in the database. Depending on
preset conditions, SmartView™ may sound an audible alarm, send an email or SMS alert message or just simply flash
the trap message on the administrative console screen.

=]
System Tool Help

Network | Alarm| Trap  Inventory’

[ Search
Type @ Current  Time: D Device: | All | pgel .
O Historical To D Message:
Trap List (Last 100)
No. Ack Device Address Message
O 5 GS-8035M-04 1.4 rapOl , ifAdmi up, ifQ) down, snmpTt -.0.0 A
0 5- IGS-803SM-04 4 rapOl ifAdminStatus up, ifOperStatus:down, snmpTrapEnterprise’ 0.0
- GS-4025M-04 A4 rapQl i i up, ifO down, snmpT: 0.0
O 5- IGS-803SM-04 4 rapOl AdminStatus up, ifOperStatus:up, snmpTrapEnterprise”.0.0
s | I [ & [20151 IGS-4025M-04 1.4 rapOIDlinkUp, findex:1, i i up, ifO) up. snmpT} -.0.0
O 5- IGS-803SM-04 4 rapOIDlinkDown, ifindex2, ifAdminStatus up, ifOperStatus:down, snmpTrapEnterprise” 0.0
- GS-8035M-04 A4 rapQOID.linkUp, ifindex-2, i i up, ifO up. snmpT! 0.0
8 O - IGS-803SM-04 4 rapOID‘linkDown, ifindex 1, ifAdminStatus up, fOperStatus:down, snmpTrapEnterprise” 0.0
9 - IGS-8035M-04 A4 rapQOIDlinkUp, ifindex:1, ifAdminSiatus up, ifOperStatus.up. snmpTrapEnterprise..0.0
O 5- IGS-803SM-04 4 rapOID linkDown, ifindex 11, ifAdminStatus-up, ifOperStatus:down, snmpTrapEnterprise: 0.0
3 IGS-4028M-04 1.4 rapOID linkDown, ifindex.6, ifAdminStatus up, ifOperStatus.down, snmpTrapEnterprise:.0.0
- IGS-803SM-04 4 rapOID linkUp, ifindex 11, ifAdminStatus'up, ifOperStatus:up, snmpTrapEnterprise’ 0.0
3 IGS-4028M-04 1.4 rapOID.linkUp, ifindex.6, ifAdminStatus.up, ifOperStatus.up. snmpTrapEnterprise:.0.0
- IGS-803SM-04 4 rapOID‘linkDown, ifindex11, ifAdminStatus-up, ifOperStatus:down, snmpTrapEnterprise’ 0.0
3 IGS-4028M-04 1.4 rapOID linkDown, ifindex6, ifAdminStatus up, ifOperStatus.down. snmpTrapEnterprise:.0.0
- IGS-402SM-04 4 rapOID‘linkUp, ifindex's, ifAdminStatus up, ifOperstatus'up, snmpTrapEnterprise’.0.0
3 IGS-803SM-04 1.4 rapOID:linkUp, ifindex-11, ifAdminStatus:up. ifOperStatus.up, snmpTrapEnterprise:.0.0
- IGS-4025M-04 4 rapOID linkDown, ifindex3, ifAdminStatus up, ifOperStatus:down, snmpTrapEnterprise” 0.0
- IGS-4025M-04 1.4 rapQID:linkUp, index3, fAdminStatus up, ifOperStatus.up. snmpTrapEnterprise-.0.0
- IGS-4025M-04 4 rapOID linkDown, ifindex 1, ifAdminStatus up, ifOperStatus:down, snmpTrapEnterprise” 0.0
i IGS-8035M-04 4 rapOID linkDown. ifinde) ifAdminStatus up. ifOperStatus:down. snmpTrapEnterprise- 0.0
22 = GS-8035M-04 a TapOID-likUp, Mindex-1, TAdMInStatus-up, IfOperstatus:up, SnmpTrapenterprise- 0.0
i IGS-4025M-04 4 rapOID linkUp. ifindex 1, ifAdminStatus up. ifOpersStatus up. snmpTrapEnterprise- 0.0
- IGS-8035M-04 4 rapOID linkDown, ifinde ifAdminStatus up, ifOperStatus:down, snmpTrapEnterprise’ 0.0
i IGS-4025M-04 4 rapol . IfAdminStatus up. ifOperStatus down. snmpTrapEnterprise- 0.0
= GS-B03SM-04 a pTrapOID linkUp, findex2, i up, ifO up, snmpT| 00
i IGS-8035M-04 4 rapOID linkUp. ifindex 1, ifAdminStatus up. ifOperStatus up. snmpTrapEnterprise- 0.0
= GS-4025M-04 a rapOID inkUp, findex1, i up, ifO up. snmpT| 00
i IGS-8035M-04 4 rapol IAdminStatus up. fOperStatus down. snmpTrapEnterprise- 0.0
= GS-6035M-04 a rapOl i up, ifO down, snmpT 00
i IGS-8035M-04 4 rapol L IAdminStatus up. ifOperStatus down. snmpTrapEnterprise- 0.0
= GS-6035M-04 a rapOID inkUp, findex2, up, ifO up, snmpT| 00
i IGS-803SM-04 4 rapOID linkUp. ifindex 1. ifAdminStatus up. ifOperStatus up. snmpTrapEnterprise- 0.0
34 - IGS-8035M-04 4 rapOID linkDown, ifindex11, ifA up, ifOperStatus down, snmpTr 00
L] 201 -1 IGS-402SM-04 4 rapOID linkDown. ifindex 6. ifAdminStatus up, ifOperStatus down, snmpTrapEnterprise” 0.0 v
= maoh ST =
All Events: 54 Non-Acked Events: 54 & Bpot | clear || Ak

Trap Messgages

Active Alarm

SmartView™ continuously polls all network devices under its management and will visually display all alarm
conditions found. Alarms will be categorized as Major, Minor or Warning, depending on severity. Although alarms
may be acknowledged, they remain actively displayed on the alarm page until there is no longer an alarm condition.

]
System Tool Help

Network Alamm | Trap | Inventory

[ Search
Type: @ Current Time: D Device: |All v | Severity: Al v
(O Historical To D Location: AllRacks v AllSlots v All Sites v Ack All v
Alarm List
No. Ack Time Device Address Location Message Severity
2015-10-22 154 1GS-4025M-04 i 42 Device Fault On Minor
Ll 2015-10-22 15°4 IGS-4025M-04 4 Device Fiber5 Link Down \Warning
2015-10-22 15:4 1GS-4025M-047 4z Device Power2 Off. Minor
2015-10-22 154 GS-4025M-04 4 Device: UTP2 Link Down_ Warnin:
Ll 2015-10-22 15°4 GS-4025M-04 4 Device UTP4 Link Down. \Wwarning
2015-10-22 3 G3-6035M-034 .1.34 Device Fiber1 Link Down. \Warning
8 [m] 2015-10-22 15:49°10 GS-8035M-034 34 Device: Fiber2 Link Down \Warnin,
9 1 5-10-22 15:49°10 GS-8035M-034 34 Device Fiber3 Link Down \Warning
-10-22 15:49:10 GS-8035M-034 1.34 P1 Link Down. \Warning
[m] -10-22 154910 GS-8035M-034 34 P2 Link Down_
-10-22 15:49:10 GS-8035M-034 34 P3 Link Down.
-10-22 15:49:10 GS-8035M-034 34 P4 Link Down_ \Warning
[m] -10-22 15:49:10 GS-8035M-034 34 P!
5-10-22 154910 GS-8035M-034 34 P6
- 0 GS-8035M-034 34 P!
-1 IGS-8035M-04 1.4 Device Fibert Link
- IGS-8035M-04 4 Device Fiber2 Link Down
O 20151 IGS-¢ 4 Device Power2 Off.
2015-1 G3-6035M-04 1.4 Device UTP3 Link Down.
22 2015~ GS-8035M-04 4 Device: UTP4 Link Down_
Ll 2015-1 GS-803SM-04 4 Device UTPS5 Link Down.
20151 GS-803SM-04 14 Device 1) own.
[m] 2015- GS-803SM-04 4 Device U oWn..
Ll 2015 GS-8035M-04 4 Device own.
201541 IGS-8035M-04 4 Device
[m] 2015-1 IGS-8035M-04 4 Device: Down
2015-1 IG5-8035M-04 4 Device Down
2015- IGS-8035M-04 4 Device Down
] 20151 IGS-8035M-04 4 Device
2015-1 GS-8035M-04 1.4 Device own..
2015- GS-8035M-04 4 Device own.
4 O 20151 GS-8035M-04 4 Device own.
2015-1 GS-803SM-04 1.4 Device own..
= Son R
All Events: 57 Non-Acked Events: 57 &

Active Warning
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Management Software

Alarm Selection

Alarm events of network element are configurable. All alarm events are warned by default, but them can be
disabled to ignore warning messages.

IS x
System Tool Help

Network | Alarm | Trap | Inventory

=
+ o oa|TA[EBAL LS K| [y (" )
union 3
[ Tree IGS-8035M-041, 10.1.1.41
= Industrial m
& 1GS-8035M-034, 10.1.1.34, UTPA Link Down -
< 1GS-8035M-8PH24 —*
& 1GS-8035M-042, 10 wn
& 1G5-4025M-043, 10.1.1.43 (=)
& 15540431031, 192 168.1.31, Disconnect M| Oevee 03SWGAT(I0TT4T) ] v| Model IFSIGS-803SM | save startup Confguration | | Device Restart | —
1GS-16045M-036, 10.1.1.36 | Locaton: Rack0 - |[System +|[Local | | Global Apply 'I
E Type Enatie | severty, ntertace mesn”| | Aggregation [ | Pe | Py)
MA] [ rower on @ 12 Qos | Mimor | PP | PTP(EEE1588) | LacP -
L L m
B
VLAN] | Fauton “
12345
123
a 5 Al | Feer Lnkoown “ Euw
12345678
Alarm List Etr| | UTP Lk Down ¥ EEEEEEEr
—] 12345678
Time Message Location T © PR
20151022 [Power2 Off. P10.1141, Deice. R . Lpiiesrs
2015-10-22. Fault On. IP10.1.1.41, Device. A 282 — rag | AllowedVians | Forbidden VLANS
[2015-10-22.,]UTP3 Link Down, P:10.1.1.41, Device —1 | Fier Temperature Apnomai ) | @ e o |
uTl vid 1
20151022 |UTP# Link Down IP101.1.41, Device T2 T2 s
2018-10-22.|UTP5 Link Down, IP-101.1.41, Device L (| Fe B Power Low fatim) “ e 50 130 30 vid 1
12015-10-22._JUTPS Link Down. IP:10.1.1.41, Device — o 123 1 2 -
2015-10-22_|UTP7 Link Down IP-10.1.1.41, Device UTj L > | pid 1
2015-10-22../UTP2 Link Down, IP10.1.1.41, Device uTl ok || camcel Loaa Tempiste || LoaaDetaut || Aspy e 1
2015-10-22._fFibert Link Down IP101.1.41, Device —]
[2015-10-22__|Fiber2 Link Down. IP-10.1.1.41, Device UTFI T ateess ' TpoT = o Tty pyid 1
2015-10-22. fFiberd Link Down IP10.1.1.41, Device UTP6 |access v 1 port al untag-puid 1
utP7 |access v 1 c-port all untag-pvid 1
utP8 |access v 1 c-port all untag-pvid 1
Fiber1 |access v 1 c-port al untag-pvid 1
v
Memory Usage: 29 % = = = =

Alarms Selection

Alarms sent by E-mail & SMS

The SmartView™ is capable of sending emails and or SMS text messages to selected administrators when critical
alarms occur. Prompt notification of system problems aid in getting problems in the network devices fixed in the
shortest time possible.

= x
System Help

Broker | Agent | User | Role | UserLog | ActionLog | Messengers | Event | Storage | Discovery

[~ Server Applied Agents.
SMTP | sms. name ip_address
enable name host user_account auth_account

[ally]

Messenger Not Applied Agents

enable name type send_mail send_phone work_fime  keyword ame ip_address

[ |Disconnected SMTP/SMS op2@ctcu.com [123456789 |00:00-23:59 Disconnected
[ |Link Down SMS opi@cicu.com 1123456789 :00-23.
[ [Ring Fauit SMTP Jadmin@ctcu.com 123456789 X

Add Edit Delete

Alarms Sent by Email & SMS

www.ctcu.com
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Management Software

Trap Fordwarding and Syslog messages

The SmartView is capable of forwarding received traps to upper network management and sending event messages
to a syslog server.

System Help

Broker | Ageml userl Ro\el UserLog | ActionLog | Messengers‘ Event ‘ Sloragel D\scovery‘
~ Trap

Enable Trap Event

Trap Receiver IP* 1011100 | port [182

Community String:

Add device name in message (only for ASGII characters).

Event Type

Trap Forwarding Device Disconnect

~ SysLog

Enable SysLog Event

SysLog Server IP: |10.1.1.150 Port

Event Type
Type Facility Severity
[Y|Userlog |4: security/authorization messages v | [5: Notice v
[ Actionlog | 10" security/autnorization messages v 5 Notice vl

Trap Forwarding Syslog Message

- Configuration Management

Network Topology

User can load maps to SQL server, load maps from SQL server or delete attached maps. Download procedure is very
simple. Map area may be used to layout any objects from Root and Node panel.

Using drag-and-drop, put any object to map area. Any label or network element location name may be added to
object. Objects in red color indicate some alarm condition is present in the device. Right clicking an object brings
a popup window to select Telnet or http management of the device directly.

System Tool Help

Network | Alarm | Trap | Inventory
T L B
DA+ 4o bt al=EEY S (919
e Location: Inqustrial | setng | Remesn || up | 1 100 %
=8 naustrial .
L §1G5-8035M-034, 10.1.1.34, UTP1 Link Down r S
Ry 1GS-6035M-041, 10.1.1.41 —~ 4 BELGIUM
4 1GS-8035M-042, 1011 42 Lille ® GERMANY
& 1GS-40251-043, 10.1.1.43 | _—
& 1Gs-4045M-031, 192.168.1.31, Disconnect “»M%SAD&QW‘S
1GS-1604SM-036, 10.1.1.36 ¥ .
- " Tansel, LUXEMBOURG(=|
! R — . 10580351034
@il / Rouen  Picargy L
SN AL aE 0 ons-e|
= ‘I . Upper 8':5'_!‘; Metz
o e Caen™ Wy - Ly
g f W N S Normandy tosiozso0m
Alarm List dog PARIS N-AAE
Time Message Location e = Bri[‘tany %HES
2015-10-22. |UTPA Link Down. IP-10.1.1.34, Device. Y 165303514042 Alsace
2016-10-22.. UTP2 Link Down. IP:10.1.1.34, Device. e Western JERRT S ()__
2015-10-22. \UTP3 Link Down. IP:101.1.34, Device. M ; =
12015-10-22. |UTP4 Link Down. IP:10.1.1.34, Device. U = Loire F R A N C E 165.80:
2015-10-22..UTP5 Link Down. IP:10.1.1.34, Device. = £ o icon
2015-10-22..UTPS Link Down. IP101.1.34 Device. Laire Valley
12015-10-22.|UTPE Link Down. IP10.1.1.34, Device. = Unselect 7
2015-10-22..Fiber1 Link Down. IP:101.1.34, Device. omte SWITZERLAND
2015-10-22._Fiber2 Link Down. IP:10.1.1.34, Devics. \ Poitiers e
2015-10-22..[Fiber3 Link Down. IP:10.1.1.34, Device. e e Tean
s | 1G5-16045 M-036
S Limousin 10.1.138
Paitou-Charentes Lfmo 4 L
W (Cognac) _ge_. ~ ..}'2!
Memory Usage: 31 %
Network Topology

- WWW.ctcu.com
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Management Software

Network Element Configuration

SmartView™ is able to provide a single point of configuration for the network device elements. Most settings only
require mouse clicks and by using a tab format, most scrolling is eliminated. Current settings and status are displayed
along with hardware and firmware versions for each element.

lex] %
System Tool Help

&+t oh|TAEBAY LS| e

[ Treet 1GS-8035M-041, 10.1.1.41
& L mostal Model MAC Add HW Vi FW Vi
& GS-803SM-0: 1.1.34, UTP1 Link Down. PoEt = = SERN SRR
1GS-8035M-8PH24 00-02-2b-06-64-a0
& 1GS-3035M-042, 10.1.1.42 £ u Function Key
4 1GS-4025M-043, 10.1.143 ’
- 1GS-4045M-031, 192.168.1.31, Disconnect | Ay | Refresh | | FactoryDefaut | | Save Starup Configuration | | Device Restart |
4 1GS-16045M-036, 10.1.1.36
system | Green Etnemet | pots | securty | Aggregation | R | Poe |
MACTable |  VLANTransiaion | VLANs | PrvateVLAN | GVRP | veL | aos | mior | uPne | PTP(EEE1888) | L2CP
VLANs > | Membership Configuration | Membership Status| | Port Status -
[~ Global VLAN G
< > Allowed Access VLANS I
Alarm List Etherlype for Custom S-ports. quasaa ‘
Time Message Location
2015-10-22...Power2 Off. IP:10.1.1.41, Device. Port VLAN C
2015-10-22.. [Fault On. |P:10.1.1.41, Device. Port Mode Port VLAN Port Type Rx Filter | RxAcceptance Tx Tag Allowed VLANs | Forbidden VLANS
12015-10-22..JUTP3 Link Down. IP:10.1.1.41, Device
2015-10-22_|UTP4 Link Down. IP10.1.1.41, Device R ~ccess 1 o 4 2l UITETH 1
2015-10-22. |UTP5 Link Down. IP:10.1.1.41, Device UTP2 |access v 1 c-port @ |an untag-puid 1
12015-10-22..JUTPS Link Down. IP:10.1.1.41, Device
2015-10-22. |UTPY Link Down. IP:10.1.1.41, Device UTP3 |access v 1 c-port v fal untag-pvid 1
2016-10-22. |UTP8 Link Down. IP:10.1.1.41, Device uTP4 |access v 1 c-port @ an untag-pvid 1
|2015-10-22..Fiber Link Down. IP:10.1.1.41, Device
2015-10-22_|Fiber2 Link Down IP10.1.1.41, Device ] ~ccess Y 1 HHrad A 2l UITETH 1
2015-10-22. [Fiber3 Link Down. IP:10.1.1.41, Device UTP6 |access v 1 c-port 2 |an untag-puid 1
utP7 |access v 1 c-port 7 au untag-pvid 1
UTPE& |access v 1 c-port v all untag-pvid 1
Fiber1 |access v 1 c-port ¥ |an untag-pvid 1
o
Memory Usage: 29 % = L =

Network Element Configuration

Network Element Firmware Upgrade

SmartView™ is able to download firmware to device elements and perform configuration backup/restore.

=5 X
System Tool Help

Network | Alarm | Trap | Inventory
BB+ L0 TAEBEAWKEND
Tree-1 Setling ‘ upgrane‘
Industrial .
&, 1GS-8035M-03 34, UTP1 Link Down Device
At | Add || Deete | | Deleter | | up || Down |
% 1GS-8035M-042, 10.1.1.42
@ 1GS-4025M-043, 10.1.1.43 No. Device Address Type Version
> 155-4045M-031, 192.168.1.31, Disconnect 1 1803SM-041 [10.1.1.41 IFS/GS-8035M |1.106
@ 1GS-1604SM-036, 10.1.1.36 2 |1B03SM-042 [10.1.1.42 IFSAGS-803SM [1-108
< >
Alarm List
Time Message Location
5-10-22. [Power2 Off. P:10.1.1.41, Device.
5-10-22. [Fault on. P:10.1.1.41, Device.
|2015-10-22_JUTP3 Link Down_ 1P:10.1.1.41, Device_
2015-10-22. JUTP4 Link Down. 1P-10.1.1.41, Device.
[2015-10-22. [UTP5 Link Down. 1P:10.1.1.41, Device.
[2015-10-22_ JUTP6 Link Down. IP:10.1.1.41, Device.
2015-10-22_|UTP7 Link Down_ IP:10.1.1.41, Device.
[2015-10-22..JUTP8 Link Down. IP:10.1.1.41, Device. [ Setting
2015-10-22..[Fiver1 Link Down. IP:10.1.1.41, Device.
2015-10-22_Fiber2 LinkDown____|P-10.1.141 Device. Type: TFTP Server IP: [10.1.1.1 Interval (sec)
{2015-10-22.. FFiber3 Link Down. IP:10.1.1.41, Device. TETP Filename:
[¥ Scheduler: 2016-08-01 03:00:00 D
Memory Usage: 29 % Apply

Network Element Firmware Upgrade

www.ctcu.com c""c'®
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Management Software

Network Element Time Synchronization

SmartView™ is able to trigger a command to network elements to perform time synchronization with Smartview or
a NTP server.

|cs! X
System Tool Help
Network | Alarm | Trap | Inventory:
BB+ vo e/ TAEBA K KS C1C
dnion
[ Tree 1GS-8035M-041, 101141
= M naustra MAC Add | Hwveson |  Fwvemson |
. %, 1GS-803SM-034, 10 11 34, UTP1 Link Down i 1SS EISIoN SISO
% B _ ha 4.30 I
-4y 1GS-8035M-042, 10.1.1.42
4 1GS-4025M-043, 10.1.1.43
& 155-40431-031, 102.168.1.31, Disconnect NTP Server: [211.22.103.158 utt ‘ Save Startup Configuration ‘ ‘ Device Restart |
4 1GS-16045M-036, 10.1.1.36 :
Select Device
Aggregation | R [ poe |
No Device Address cL | aos | wimor | upne | PTP(EEE1s88) | Lece
1| GS803-043 [10.1.1.43 -
2| iG5803-044 [10.1.1.44
< >
Alarm List
Time Message Location
2015-10-22._Power2 Off. IP:10.1.1.41, Device.
12015-10-22..Fault On. |P:10.1.1.41, Device. Tx Tag Allowed VLANs | Forbidden VLANs
|2015-10-22._|UTP3 Link Down. IP:10.1.1.41, Device.
2015-10-22.JUTP4 Link Down. 1P10.1.1.41, Device. e 1
2015-10-22_|UTPS Link Down IP:10.1.1.41, Device tag-pvid 1
12015-10-22..|UTPE Link Down. IP:10.1.1.41, Device.
2015-1022. JUTP7 Link Down 1P-10.1.1.41, Device. tag-pvid 1
2018-10-22.JUTP Link Down. IP:10.1.1.41, Device. tag-pvid 1
|2015-10-22__Fiber1 Link Down. IP:10.1.1.41, Device. 1
2015-10-22_JFiber2 Link Down.___|F-10.1.1.41, Device ———————————— >0 !
2015-10-22_Fiber3 Link Down IP:10.1.1.41, Device i o 1 c-port 3 al untag-pvid 1
access v 1 c-port vl all untag-pvid 1
access v 1 c-port v an untag-pvid 1
access v 1 e-port v an untag-pvid 1
v
Memory Usage: 29 % = = =

Network Element Time Synchronization

Network Element Discovery

SmartView™ has a tool for automatically discovering SNMP agents on the network. Simply enter an IP address range
and the discovery program will ping every IP address looking for SNMP agents. Once discovered, the agents can be
selected and brought into the broker for polling.

]

System Help
Broker| Agent | User| Role | UserLog | ActionLog | Messengers | Event | Storage | Discovery ‘
[~ Search Range SHMP Setting
IP From 10111 |To (1011254 || Community String Port imeout Second
I~ Device Managed
P Syshame SysLocation SysDescr Device
[~ Device Di
P SysName SysLocation SysDescr Type Manage
34 GS-8035M Gigabit Ethernet Switch FSNGS-8035SM O A
E GS-1604SM Gigabit Ethernet Switch FSAGS-1604SM
4 GS-8035M-8PH24 Gigabit Ethernet PoE Switch FSAGS-803SM O
1.4 G3-6035M Gigabit Ethernet Switch FS/GS-803SM
4 IFS-402GSM-4PH24 Ethernet PoE Switch FS/GS-402SM 0
i 44 NMG Unknown Linux 2 4 20-uc0 #28580 RM22
1 59 }7SW202 GigaBit Ethernet Switch ISW202
9 GNMGMT GigaBit Ethernet Switch Generic O
K SW-4424C Gigabit Ethernet Swiich Generic
localhost iocaldomain Unknown (edit fetc/snmp/snmpd.conf) Linux localhost Iocaldomain 2.6.21-1.3194.fc7 #1 SMP Wed Ma.__ | Generic O
Hudson-RC-CP9 516 RC-CP9 P2P Gigabit Fiber CPE Generic
2 GSW-1005MS P2P Gigabit Fiber CPE Generic
137 'GSW-1005M P2P Gigabit Fiber CPE Generic O
108 198 ETHERNET MULTI_ENVIRONMENT ROM H_07_198,JETDIRECT _[Generic
[10.11.227 Switch Location Generic O
B 4GS GinaRil Fihermnef Swiich Generic )
Status © Completed Start Search Stop Search

Network Element Discovery

CTC° WWW.ctcu.com
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Management Software

= Accounting Management

The accounting management supports property overview for each network device. The location, status and version
of all assets can be managed and exported.

o x
System Tool Help

Network | Afarm| Trap | Inventory ‘

Type: @ Inventory Time:| ‘ Device: ‘AII v‘ Status:‘All v‘ SenalNumDer,‘ | \denmy:‘ ‘ g
Csummary  To | ‘ Location: All Racks v ||AllSiots | |AllSites v Type: | | Allas: \ | Remark: | Clear g

QU

Inventory (=}
Page 1/1 | First H Previous H Next H Last ‘ | Refresh | "BD
Mo Device Address Location Type HW Version FW Version Serial Number Alias Status Date m
GS-1604SM-036 11.1.36 Device IG5-1604SM A0 [Mone Online  [2015-10-22 15:36:44 =
1GS-60351/-04 114 Device IGS-8035M-8PH24 0 None Oniine  [2015-10-22 153641 —

1GS-80351-042 114 Device I1GS-8035M i None Online _ [2015-10-92 15.36.41

1GS-402511-04 1.1.43 Device IFS-402GSH-4PH24 A0 None Oniine [2015-10-22 15:36:40 w
1GS-80351/-034 1154 Device IG5-8055M 0. None Online  [2015-10-92 15 36 40 (=]
1GS-4045M-03 102168131 Device IGS-4045M-4PHZ4 1 103 None Offine |2015-10-22 15:40:19 e o]

[<Y)

-

m

Export H Edit H Delete
Inventory List
System Tool Help
Network | Alarm | Trap| Inventory |
Type: Olnventory  Time: | ‘ Device:  All v status: Al v| serial Number: ' Idenity: |
® Summary To‘ ‘ Localion"AIIRat:ks v”AIISIoIS vHAIISneS v‘ Type: ‘ | Alias: ‘ ‘ Remark:‘ ‘ Clear
Summary
No Device Type Online Offline Total
IFSAGS-1604SM
1GS-16045M 1 o 1
IFSAGS-4025M
IFS-402GSM-4PH24 1 o 1
IFSAGS-4045M
1GS-4045M-4PH24 o 1 1
[FSAGS-6035M
1GS-6035M 2 o 2
IGS-803SM-8PH24 1 o 1

Export

Inventory Summary
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Management Software

* Performance Management

SmartView™ is able to monitor device performance parameters through polling of specific OIDs. Graphs of
performance information (for example PDH PM data such as ES, UAS, etc. as well as hardware parameters such as fan
speed, temperature, optical Tx/Rx power or RMON counters) can be generated on an XY axis showing different trend
data.

= x
System Tool Help

Network | Alarm | Trap | Inventory:

B8+ osb4|TaDRAEL S 8| Crc
union
Tree-1
={EL ndustria! Device: [IGS-803SM-041(10.1.1.41) v | Model: IFSNGS-803SM Time:
-4 1GS-8035M-034, 10.1.1.34, UTP1 Link Down
L ~9/G5-8035M1-041, 10.1.1.41, Power2 Off. Type: ® Graph O Record
- [#, 1GS-6035M-042, 10.1.1.42, Fault On
&, 1G5-4025M-043, 1011 43, Power2 Off
%> 163-20451.031, 162.166.1.31. Disconnect 2015-10-22 15:35:45 — 2015-10-22 16:35:45
&, 1GS-1604SM-036, 10.1.1.36, Power2 Off. ‘
85 |
225 |
%5 |
5 |
245 |
35 |
25 |
Q Sl as ]
a5 ]
Alarm List 105 ]
Time Message Location if; 1
12015-10-22... Power2 Off. 1P110.1.1.41, Device. 165 ]
2015-10-22._ Fault On. IP10.1.1.41, Device. 155
[2015-10-22... UTP3 Link Down. IP10.1.1.41, Device. 145
[2015-10-22._|UTP4 Link Down IP-1011.41, Device 135
[2015-10-22.. UTPS Link Down. IP:10.1.1.41, Davice. 125
[2015-10-22__|UTPE Link Down IP-101.141, Device: s
12015-10-22._|UTP7 Link Down. IP:10.1.1.41, Device. s |
[2015-10-22_|UTP8 Link Down IP-10.1.1.41, Device 85 4
[2015-10-22... Fiber1 Link Down IP:10.1.1.41, Device. j; 1
[2015-10-22__Fiber2 Link Down IP-1011.41, Device ol
[2015-10-22__Fiber3 Link Down IP-1011.41, Device 53]
162210 162251 62402 162450 162552 Teaz11 6240 163305
102 10.22 1.2 1022 1022 1022 10.22 10.22
Fiber RMON In Bl Fiber1 M Fiber2

Performance Graphics

= x
System Tool Help

Network | Alarm | Trap | Inventory:
BA| 464 04|TA(EBE AR S i Crc
union
5 Tree-1
= naustrial Device: [IGS-8035M-041(10.1.1.41) v | Model: IFSNGS-803SM Time:
- % 1GS-6035M-034 UTP1 Link Down
s . Type: () Graph @ Record
b GS-8035M-042, 10.1.1.42, Fault On.
& 1GS-4025M-043, 10.1.1.43, Power2 OFf
1GS-4045M-031, 192.168.1.31, Disconnect 2015-10-22 15:56.08 — 2015-10-22 16:56:08
% 105-16045M-036, 10.1.1.36, Power2 Off No. Device Address Param Interface value
GS-8038M-04 01.1.4 51 Fiber RMON In 5536
G5-8035M-04 0114 51 Fiber RMON In 2 12354
GS-8035M-04 0.1.1.4 5-1 Fiber RMON In 5536
GS-8035M-04 01.1.4 5-1 Fiber RMON In 2 14422
GS-8035M-04 0114 51 Fiber RMON In 7996
GS-8038M-04 0114 5-1 Fiber RMON In 2 5758
GS-8038M-04 0114 51 Fiber RMON In 0134
8 GS-8035M-04 0.1.1.4 5-1 Fiber RMON In 12 5758
< > 9 GS-8035M-04 0.1.1.4 5-1 Fiber RMON In 3338
GS-8035M-04 0114 51 Fiber RMON In 2 5758
Alarm List GS-8035M-04 0114 51 Fiber RMON In 18004
GS-8038M-04 0114 51 Fiber RMON In 2 18156
Time Message Location GS-8035M-04 01714 51 3 Eiber RMON In 52544
2015-10-22.. [Pawer2 O, 1P-10.1.1.41, Device. G5-6035M-04 0.1.1.4 5-10-22 16.20.4 Fiber RMON In 2 18156
n GS-8035M-04 01.1.4 5-10-22 16:33:0 Fiber RMON In 29090
2015-10-22.. Fault On. IP-10.1.1.41, Device. &5.8033M.04 01714 o1 Fiber RMON In B 52
(2015-10-22... UTP3 Link Down. 1P:10.1.1.41, Davice. GS-8035M-04 0114 51 Eiber RMON In 44126
[2015-10-22..|UTP4 Link Down. IP-10.1.1.41, Device GS-803SM-04 0.1.1.4 51 Fiber RMON In 2 22222
2015-10-22._[UTPS Link Down. IP:10.1.1.41, Device GS-8035M-04 0.1.1.4 5-1 Fiber RMON In 50022
2015-10-22_UTP6 Link Down 1P-101141, Devica gi gggmﬁﬁ E 14 ‘;5 A img n 2 }%226
[2015-10-22..|UTPT Link Down. IP:10.1.1.41, Device 2 1GS5-8035M-04 0114 51 Eiber RMON In 2 72272
[2015-10-22..|UTP8 Link Down. IP-10.1.1.41, Device
[2015-10-22... Fiberd Link Down IP:10.1.1.41, Device
[2015-10-22... Fiber2 Link Down IP:10.1.1.41, Device.
[2015-10-22... Fiber3 Link Down IP:10.1.1.41, Device
< >

Performance Records
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Management Software

= Security Management

User Privilege

= The administrator can add necessary user logins with specific privileges, from Administrator to Operator and
lastly to normal user.

= Radius Authentication. Supports authentication login provided by credentials stored on RADIUS server.

System Help g
‘ Bmkerl Agenl‘ User | Rolel UserLog | AcbonLogl | EvenllSlomgel Dscoveryl QO
[ RADIUS :
=%
Enable RADIUS Authentication %
RADIUS Server [P Address: | 10111 Port[1812 | Share Secret 3
* Default administrator account ‘admin’ is not supported to be authenticated in RADIUS. Apply m
* Local user accounts will be updated when user in RADIUS. -
L
User (Vo]
No. Name Description Role Division Phone Address :‘
admin administrator \Administrator Admin Dep.
admini Administrator Administrator Admin Dep. E
admin2 Administrator ‘Administrator Admin Dep. [<Y)
op1 ‘Operator Operator Op Dep. —
|op2 Operator Operator Op Dep. D
siteA-001 siteA user device10.funcDevice. funcNetwork siteA Dep.
siteB-001 siteB user \device192, funcDevice siteB Dep.
8 user1 Normal User User User Dep.
B user2 |Normal User User [User Dep.

User Privilege

User Role

A user role is a group and defines privileges for users to perform management tasks. The access to network elements
is also restricted by user role.

System Help

 Broker | Agent | User| Role | UserLog | ActionLog | Messengers | Event | storage | Discovery|

Role
Name Description Function User » Radiusld

System,Network, Device.Alarm admin, admini.admin2 1

Operator read-write System Network, Device Alarm opi.op2 2

User read-only Read-Only usert user2 3

device10 [devices within 10.X XX Read-Only siteA-001 4

device192 devices within 192 X XX Read-Only siteB-001 5

funcNetwork function Network Network siteA-001 6

funcDevice function Device Device siteA-001 siteB-001 7

User Role

www.ctcu.com
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Management Software

User Activity

Provides viewing and clearing of the user login and configuration action logs.
User client login & logouts are recorded, including the client's source IP address. All activities performed on any
Network Element are logged with time-stamping, the user making changes and the changes made.

=
System Help

Broker | Agent | User | Role | UserLog | ActionLog | Messengers | Event | Storage | Discovery.

Search
Time From . Usemame All v
To . AgentName All v Search Clear
ActionLog
Page 1/2 First Last Previous Next “Refresh
Ne. Time Username AgentName Action
46 |admin IGS-8035M-04 . aufo —> speediGfdx
46 admin IGS-8035M-04 " auto —> speed1Gfdx
47 admin IGS-8035M-04 auto —> speed1Gfdx
47 admin IGS-8035SM-04 auto —> speed1Gfdx
47 admin IGS-8035M-04 auto —> speed1Gfdx
47 admin GS-603SM-04
47 admin IGS-8035M-04
] 47 admin IGS-8035M-04
9 20 47 admin IGS-803SM-04
120 24 admin IGS-8035M-04
}ET 125 admin IGS-803SM-04 PortFlowCtriEnabled .
20 25 admin IGS-8035M-04 PortFlowCtriEnabl
20 5 admin IGS-8035M-04 PoriFlowCtriEnabi
20 5 admin IGS-803SM-04 PortFlowCtriEnabl
12015-10-22 5 admin IGS-8035M-04 PortFlowCtriEnabled 8 | false —> frue
|2015-10-22 5 admin IGS-803SM-04 PortFlowCtriEnabled false —> true.
12015-10-22 5 admin IGS-8035M-04 PortFlowCtriEnabl ] false —= true
12015-10-22 X admin IGS-8035M-04 PortExcColll .3 ]. discard —> resfart
|2015-10-22 4 admin IGS-803SM-04 PortExcCollMode 4 | discard —> restart
12015-10-22 4 admin IGS-8035M-04 PortExcCollMode scard —> restart
|2015-10-22 4 admin IGS-803SM-04 PortExcCollMode 6 scard --> resfart
22 12015-10-22 4 admin IGS-8035M-04 PortExcCollMode. scard —» restart
12015-10-22 4 admin IGS-8035M-04 PortExcCollMode.& |. discard —> restart
12015-10-22 4 admin IGS-8035M-04 PortExcCollMode 8 | restart - restart
12015-10-22 -4 admin IGS-8035M-04 PoriExcCollMode.& |. restart — restart
|2015-10-22 4 admin IGS-8035SM-04 PortExcCollMode 8 | restart —> restart
|2015-10-22 K admin IGS-8035M-04 PortSpeedMode 3 | auto —> speed1Gfdx
12015-10-22 :34 admin IGS-803SM-04 PortS; IMode 4 | aufo —> speedi1Gfdx
12015-10-22 18:10:34 admin IGS-8035M-04 PortSpeedMode 5 | auto —> speed1Gfdx
12015-10-22 18.10:34 admin IGS-8035M-04 PoriSpeedMode.6 |. auio —> speediGidx
User Activity
-
Available Models
. . .
* Industrial Ethernet Switch & Media Converter
o= Element Management Console v2.75 (User admin ) - IElE

System Tool Help

Network | Alarm | Trap | Inventory:

LL LR R
; Tree-1

=] l Products
Series_PDH i
Series_FOM & Fiuit u 1GS-8035M
Series_Fiber L4 > Function Key
Series_WDM
Series_Generic
= Series_Indusirial

union

TAERAR kS Crc

18035M-041, 10 1.1.41

ed Model MAC Address HW Version FW Version

00-02-ab-d6-6a-30

Refresh Device Restart

Apply

IMC-1000M
i [FS/IGS-803SM Redundancy MAC Table VLAN Translation VLANS Private VLAN veL | aos | wmimor | upnp
1, Power2 Off. System Green Ethemet Ports. Security Aggregation

IFS/NGS-4028M

IMC-100M

IFS/NGS-8128M

IF8/IGS-1604SM

IFS/GS-404SM ) o i)
(11) (10)

1PS-8038M FIBER 3 FIBER 2 FIBER 1

< > I——l I_l

Alarm List

Ports > Configuration State Traffic QoS Queuing Counter QcL SFP

Gigabit Ethernet Switch

Time Message Location
2014-09-22 16:42:34  Power2 Off. IP:10.1.1.41, Device.
12014-09-22 16:42:34  UTP1 Link Down IP:10.1.1.41, Device
2014-09-22 16:42:34  UTPZ Link Down. IP:10.1.1.41, Device,
12014-09-22 16:42:34  UTP3 Link Down IP:10.1.1.41, Device
2014-09-22 16:42:34  UTP4 Link Down. IP:10.1.1.41, Device,
12014-09-22 16:42:34  UTP5 Link Down IP:10.1.1.41, Device
12014-09-22 16:42:34  UTPS Link Down IP:10.1.1.41, Device
12014-09-22 16:42:34  UTP7 Link Down. IP:10.1.1.41, Device,
12014-09-22 16:42:34  Fiber1 Link Down. IP:10.1.1.41, Device
12014-09-22 16:42:34  Fiber2 Link Down. IP:10.1.1.41, Device,

Memory Usage: 16 %

EMS Interface
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Management Software

Q@i.‘:.‘. http://10.1.1.41/ T

\) IGS-803SM™ Gigabit Ethernet Switch

Port State Overview Auto-refresh

@Green Ethernet
—Ports
Configuration

Gigabit Ethernet Switch

(11) (10) (9)
FIBER3 FIBER2 FIBER 1

.

Detailed Statistics
VeriPHY
SFP

@ Security

Mirroring
UPnP
@ Diagnostics
©Maintenance

Web Interface

SmartView™ Hardware (minimum) Operating System

SmartView™Se Intel Core2 or higher processor, 2GB RAM, JAVA JRE. SmartView™ Kit. Windows 2008/2012 Server, Windows Vista,
MartView"S>emver  40GB HD. MS-SQL Server Win 7/8
SmartView Clients E”SE'BC%@ or higher processor, 2GB RAM, JAVA JRE. SmartView™ Kit. Windows Vista, Win 7/8

: JAVA JRE. MS-SQL Server
Al-In-One lgnotngCSE)ez or higher processor, 4GB RAM, SmartView™ kit

SmartView™ Server/Client

rtView™ Supported Industrial Product Li

Product eries . Modewst

Industrial Managed Ethernet Switch IGS-404SM, IGS-803SM, IGS-8125M, IGS-1604SM, IFS-402GSM, IFS-803GSM, IFS-1604GSM, IGS-804SM-SE, IGS-16085M-SE
Industrial Managed PoE Switch IGS-402SM-4PH24, 1GS-8035M-8PH24, IGS-16085M-8PH, IFS-1608GSM-8PH, IFS-402GSM-4PH24, IFS-803GSM-8PH24
Industrial Managed Media Converter IMC-1000MS

Industrial Managed ConverterwithPoE  IMC-1000MS-PH12

Windows 2008/2012 Server, Windows Vista,
Win 7/8

IEC61850-3 Ethernet Switch |PS-G803SM, IPS-803GSM

EN50155 Ethernet Switch ITP-G802SM, ITP-G8OOM, ITP-802GSM, ITP-802GTM, ITP-800M

EN50155 Ethernet Switch with PoE [TP-G802SM-8PH24, [TP-G80OM-8PH24, [TP-802GSM-8PH24, TP-802GTM-8PH24, ITP-800M-8PH24
Industrial Core Switch ICS-G2454X, 1CS-G2452X

Ordering Information

SmartView™ Platform Server with Device Agents

0rq Agent
Sv2 - AGT - LII]

SV2-AGT-50 SmartView™ Platform with 50 device agents for Industrial grade product Example: SV2 — AGT = 100
SV2-AGT-100 SmartView™ Platform with 100 device agents for Industrial grade product
SV2-AGT-200 SmartView™ Platform with 200 device agents for Industrial grade product
SV2-AGT-500 SmartView™ Platform with 500 device agents for Industrial grade product
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