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Chapter 1 Introduction

Chapter 1 Introduction

1.1 Using This Manual

This manual contains all the information you will need to install and begin using CTC Union's SmartView™
Element Manager System (EMS), herein just called EMS. The format of the manual includes the following:

Chapter 1 Introduction
Provides an outline of this manual's structure and introduces the product.

Chapter 2 EMS Functional Specifications

An Overview of Element Manager System, provides a more in-depth look at some of the application's features and
enhancements, and describes some general functions of the software platform such as configuring options, backing up
data files, customizing the toolbar, and printing.

Chapter 3 Installing EMS
Step by step procedure for installing the EMS system on a single PC platform.

Chapter 4 Admin Console
Explains how to setup the EMS Service

Chapter 5 Using the Element Management Console
Configuration of the manager client for EMS.

Chapter 6 Using the Topology Feature
Provides some details for maintenance and troubleshooting problems with the EMS

Chapter 7 Using the Inventory Feature
Provides the details for inventory and accounting management of physical assets.

Chapter 8 Troubleshooting
Explains post installation issues, troubleshooting and fixes.

Appendix A, B, and C: Installing MS-SQL 2008 R2 Express, MS-SQL 2012 Express and MS-SQL2014 SP2 Express
Provides a step by step instruction for installing Microsoft's SQL Server for use with EMS.

1.2 The EMS system

There are two opposing points of view for management systems

Management systems designed for general enterprises
+Suitable for large networks
-Difficult to implement vendor specific functions

Vendor specific management systems
-Unsuitable for large networks
+Easy to implement vendor specific functions

This is the reason why customers need to implement both system types. The integration of these systems is not an
easy task.

New requirements for NMS
To meet the customer demands for both large network management and vendor specific management, CTC Union

has developed the SmartView™ Element Management System (EMS) to combine the two attributes of pure
management systems producers and Telecommunication equipment vendors, specifically for CTC Union products.
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Growing networks requires more Network Elements

Network Elements are becoming more complex and the collection of trap information and performance monitoring
results in lots of data. Traditional vendor's NMS cannot support huge networks, nor can they capture and store the
devices data for later analysis. To meet this element management challenge, we developed our own EMS.

Design considerations for modern management systems

In combining our vendor specific management features with those of large network management, we can
summarize the major requirements for a management system. It must be:

- Distributed

- Database driven

- Platform independent
- Vendor optimized

- Secured

- User friendly

- Open

Other vendors planning for or already deploying new generation of management systems

- CIsco
Alcatel-Lucent
- RAD

- Huawei

1.3 SNMP Management Systems and Network Devices

SNMP agent for Network Device

- MIB structure
- Basic functions
- Vendor specific features

SNMP based management systems integration

- SNMP agent with HP OpenView®

- SNMP agent with CA Unicenter®

- SNMP agent with SNMPc

- SNMP agent with IP Switch What's Up Gold or Orion

SNMP based performance monitoring systems

- CACTI (Open Source)

- Nagios (Open Source)

- Icigna (Open Source)

- PRTG (commercial)

- Cognos (IBM)

- SolarWinds (commercial)

Limitations
Universal management systems cannot fully present vendor specific features of Network Devices. One of EMS's

benefits is that the system can run transparently next to any SNMP based management system and both types of
systems can complement one another.

10
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1.4 Element Management System

Overview

The objective of an Element Management System is to provide five major functions (FCAPS) for
telecommunication operators:

- Fault Management (FM)

- Configuration Management (CM)
- Accounting Management (AM)

- Performance Management (PM)
- Security Management (SM)

Project design

The EMS design is based on the following considerations that comply with new requirements for management
systems

- JAVA based
EMS is pure a JAVA project. The benefits of this technology including multi-platform support, modular design,
and client-server architecture and portability.

- Eventdriven

Using events as primary objects for communication minimizes network loading, increases performance and
allows for including a given quantity of Network Devices with predictable CPU and RAM loading, depending
on this quantity.

- Data integrity

All data is in one place. User profiles are stored and loaded from one source. User created objects may be
stored and loaded remotely and/or locally. There are well-defined procedures for backing up and restoring the
configuration, topology, alarm, performance and user data.

- Database support
Support for any SQL server (Oracle, Informix, Microsoft etc.) Flexible SQL interface design for server. Client
optimization by customer. (currently, only MS-SQL Server is supported).

- Standard SNMP and CORBA support
Design has no restrictions to any one CORBA vendor. Tested with different Object Request Brokers.

- Open architecture
Provides APl and IDL files for integration with upper layer systems, i.e., North Bound Interface.

Broker Service (BS)

This is a CORBA service, responsible for registering new agents and clients and delivering events between
them. CORBA is the acronym for Common Object Request Broker Architecture, a vendor-independent architecture
and infrastructure that computer applications use to work together over networks. Using the standard protocol 110P,
a CORBA-based program from any vendor, on almost any computer, operating system, programming language,
and network, can interoperate with a CORBA-based program from the same or another vendor, on almost any other
computer, operating system, programming language, and network. One of its most important, as well most frequent,
uses for CORBA is in servers that must handle a large number of clients, at high hit rates, with high reliability.
Specialized versions of CORBA run real-time systems, and small embedded systems. As a part of Broker Service,
CORBA supports a set of special clients. There are databases, properly installed and connected to the Broker
Service. All information for each Network Device in EMS can be stored or loaded from their database.

11
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Embedded Agent (EA)

This is the major element for EMS and is also referred to as a Network Device (ND). The Embedded Agent
utilizes a standard protocol (Simple Network Management Protocol) to interact with the Broker Server. To ensure
security, only the Broker Server has direct access to the Embedded Agent. It is also possible to use a direct
connection from client to device at the same time as a backup solution (via HTTP or Telnet). The design of the
Embedded Agents guarantees that even in the direct access case, all changes of the Embedded Agent structure and
alarm messages will be delivered to the registered Broker Server. A protocol, supported by the Embedded Agents,
depends on the product and can be changed in the future if necessary. Embedded Agents fully support SNMP
protocol (Versions 1 and V2C) with trap notification.

EA provides all necessary functions for Fault Management (FM), Performance Management (PM),
Configuration Management (CM), and Security Management (SM).

Depending on marketing demand, a set of other protocols can be implemented in EA and BS to achieve better
performance, reliability and to simplify integration to the customer's network infrastructure. These are protocols
such as CORBA or JMX. Implementing new protocol in all components of EMS can be easy due to modular design
and open architecture.

Desktop Security (DS)

This is major administration tool for securing permissions and restrictions in the Broker Server. It allows
administrators to setup different user access to the BS service. Users may have personal desktop(s) stored in
database with different permissions or "Roles". For example, node administrators may have permission to change
the property of any object, located in his node and lower level nodes or only manage given nodes and their devices.
At the same time, another user may have permission to overview all network structure and get notification
messages about structure changes.

Element Management Console (EMC)

This is the client user interface. It helps users to identify themselves to the BS, get all permissions to work with
network configuration and start the management session. This session allows users to represent their network
segment in a map view and/or tree view, name network objects, organize groups, regions, nodes according to actual
structure of the given network and monitor status of chosen objects as well as change their properties or settings.
The Element Management Console also may be used to start other EMS tools, such as Alarm view, Trap view,
Topology, Performance or Inventory displays.

Transaction Service (TS)

This tool will prepare, check, execute and review the results of user transactions. This means the user can
define sets of property changes for a predefined set of network objects (including node structure and permission
changes). In the boundary conditions, a single set of properties can be treated as the smallest transaction.
Alternately, all network structure changes can be represented as a transaction with a huge amount of commands
inside. Both cases are under the control of the Transaction Manager if the user invokes a transaction and are
guaranteed a detail report about each command (by user definition it may be only a failure condition for all
commands or at least one command failed). The user can define the type of transaction such as "stop after first
fault" or "process all commands" at will. As a transaction, ideally it is possible to rollback transactions on some
conditions, mentioned above, or by user request. Transactions can be loaded from and stored to the database. This
means that for some standard operations, the user can have a set of "predefined" transactions. It is possible to add
parameters in these predefined transactions to allow the user to execute the same set of property changes on
different instances of network objects. This can be recognized as an extension of the "copy profile" action. If
necessary, this tool can start other network tools like Instantaneous Decision or Cross Connect.

Alarm Console (AC)

This is a list of current alarms that have occurred in network devices. Each alarm message is stored in the main
database. At any time, the user can request all previous alarms of a specified type from a defined source for the
given period, print this report, or save it in the database as personal data.

Alarms are presented as list with colors defining each alarm severity level.

12
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Chapter 2 EMS Functional Specifications

2.1. General Description
This chapter is intended to describe the software design specification for the SmartView™ EMS Server
software for CTC Union Network Devices (ND). The EMS Server is designed to provide all the configuration and
maintenance functions for the network device. The method to access EMS Server functions is via CORBA protocol
according OMG CORBA Specifications. When a user loads EMS Client software and sets up a link to the EMS
Server it will be possible to monitor and control Network Devices via CORBA actions. The EMS Server uses
SNMP Protocol to monitor and control Network Devices via SET, GET, GETNext and TRAP SNMP actions. The

issues inside the mechanism described above are the scope of this chapter.

2.2. Acronyms

No. Acronyms Description Remark
1 EMS Element Management System

2 EMC Element Management Console

3 API Application Interface

4 ND Network Device

5 CORBA Common Object Request Broker Architecture
6 SNMP Simple Network Management Protocol

7 HW Hardware

8 IP Internet Protocol

9 0S Operating System

10 SW Software

11 TCP Transmission Control Protocol

12 UDP User Datagram Protocol

2.3. Requirement

- H/W: IBM Compatible PC, 64bit Processor (minimum Intel i5, >2.2G, 8G RAM, 20G Disk Space)
1024x768 minimum display resolution, FHD (1920x1080) recommended.

- 0S: Microsoft Windows 8/8.1 Professional(64), Windows 10 Professional(64), MS-Server 2012, MS-
Server 2016, MS-Server 2019.

- Network: IP over LAN/WAN (Gigabit Ethernet I/F)

- JAVAJRE 1.7 (64 bit binaries included with EMS)

- MS-SQL Server 2008 R2 Express (MS-SQL Server 2014 Express for Windows 10/MS-Server 2016)

2.4. The Architecture of EMS Server
This section describes the software architecture of the EMS Server, including the functional block diagrams and the
relationships between blocks.

2.4.1. Basic Client — Server Architecture

Since CORBA is used as the communication protocol, the system will be compatible with all implementations of
CORBA client software. Obviously, you can use any SNMP browser to monitor and control the Network Devices.
However, the advantage of using an EMS Server is that it offers continuous monitoring of all registered SNMP Agents
and records in a database all system activity.

Only the version of SNMP Agent needs to be compatible with the EMS Server in terms of configuration and alarm
Traps. To make an initial setup (IP address, SNMP agent Groups, polling policy etc.) the user can use the Admin
Console.

EMS Broker is a persistent software agent with following functions:
- interaction of all modules with database (DBMS).

- interaction via SNMP protocol with Object (or agent, Network Device)
- interaction via CORBA with client applications (Management Console)

13
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The communication protocol between the management EMS Server and managed network devices is SNMP, which
is a standard network management protocol. For details regarding SNMP, please refer to RFC1157. Figure 2-1 presents
the relationship between management server and managed devices.

Faolling
Configuration
SMMP Entity g =PMP o[ SMMP Agent
LUDP LOF
P P
P Y - Bits Stream - PH Y
Server Dewice

Figure 2-1 Communication between SNMP browser and device

The tasks performed by EMS Server are:

- Collect configuration information from SNMP Agents via SNMP protocol and send to the agents control
commands to change their state

- Guarantee storage of all information in external database server

- Transfer control and configuration data to and from client software via CORBA

- Organize and maintain control objects in the database and client configuration constructions, which
describe the system; also provide role access to above mentioned objects

2.4.2. Module definition
The EMS Server works in close connection with the following external modules:

1. Tnameserv - CORBA Name Service supplied with JRE1.7.x Standard Edition from Oracle
(previously SUN Microsystems).

2. JDBC - mssql-jdbc-6.4.0 with JREL1.7

2. Database Server - MS SQL 2008/2012/2014 Server from Microsoft Corp.

These components can be distributed over a network (installed in different hosts), or they may be started in
the same host (in this case it is necessary to be concerned about the host's performance when starting several
powerful tasks).

The EMS Server is a multithreaded JAVA-application and interacts with the SNMP Agents via SNMP-
TRAP and Get/Set SNMP protocol, which it receives asynchronously.

There are five basic modules:

- Agent Driver

- Agent Group Driver
- Database Driver

- CORBA-servant

- Database

14
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2.5 Functional Description of EMS Server

2.5.1. Functions of Broker Agent Driver
The AD performs SNMP-interaction with the SNMP Agents, having active thread monitoring, and observes SNMP
Agent's working status via polling. There are as many Agent Drivers as there are SNMP Agents.

2.5.2. Functions of Agent Group Driver
These Group Drivers control the Agent Driver threads and also at predefined intervals initiate configuration
collection from all of his SNMP Agents. It is possible to have several Group Drivers. Group Driver configuration are
setup by the system Administrator and stored in the database. Each GD has his own thread(s).

2.5.3. Functions of Database Driver
The Database Driver (JDBC) performs interaction with the database server; It has no active thread.

2.5.4. Functions of CORBA-servant
Realize CORBA-object to interact with clients SW. Performs client registration message sending to clients and all
SW calls from client SW. There is only one active thread.

2.5.5. Functions of Database
Database itself as data schema and procedure interface.

2.5.6. Functions of SNMP stack
SNMP daemon starts in root() OS entry point with priority 90.

SNMP Architectures

Network management system contains two primary elements; a manager and an agent. The Manager is the SNMP
browser through which the network administrator performs network management functions. The agent is the entity that
interfaces to the actual device being managed. All managed objects include device configuration, all kinds of module
parameters, cross connect information, and so on. These are arranged in what is known as a virtual information database,
called a management information base or MIB. SNMP allows managers and agents to communicate for the purpose of
accessing these objects.

SNMP protocol stack will provide the whole operation function for network device management. The
necessary requirement will involve the followings:

- Query current running parameter

- Get response from agent

Set variable in agent

Acknowledge asynchronous trap event from agent

SMI and OID

In the Manager/Agent paradigm for network management, managed network objects must be logically accessible.
Logical accessibility means that management information must be stored somewhere, and the information must be
retrievable and modifiable. SNMP actually performs the retrieval and modification. The Structure of Management
Information (SMI) is given in RFC 1155. We give a class SMI in package com.zzz.snmp to realize the SMI.

The SMI states that each managed object must have a name, syntax and an encoding. The name, an object identifier
(OID), uniquely identifies the object. The syntax defines the data type, such as an integer or a string of octets. The
encoding describes how the information associated with the managed objects is serialized for transmission between
agent and manager. In our EMS package, OID is realized as class com.zzz.snmp.OID.

The syntax used for SNMP is the Abstract Syntax Notation One, ASN.1. The encoding used for SNMP is the Basic
Encoding Rules, BER. The names used are object identifiers.

Each object represents a characteristic of one device, and must have a name by which it can be uniquely identified.
That name is the object identifier. It is written as a sequence of integers, separated by periods. For example, the
sequence 1.3.6.1.4.1.4756 specifies the private OID root of CTC Union. The sequence 1.3.6.1.4.1.4756.xx represents
the managed OID of some SNMP Agent.
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SNMP operation model

SNMP is based on a master/slave model. SNMP includes a limited set of management commands and responses.
The management system issues Get, GetNext and Set messages to retrieve single or multiple object variables or to
assign the value of a specified variable. The managed agent sends a Response message to complete the Get, GetNext or
Set command. The managed agent sends an event notification; called a trap to the management system to notify the
occurrence of conditions such as major/minor alarm occurs. In short, there are only five primitive operations:

- Get (retrieve operation)

- Get Next (traversal operation)

- Get Response (indicative operation)
- Set (alter operation)

- Trap (asynchronous trap operation)

SNMP Message structure

Each SNMP message has the format shown below. For details please refer to class SnmpMessage.
- Version Number

- Community Name

- SNMP PDU

Each SNMP PDU, realized by class SnhmpPDU, has the following format:

- request id - request sequence humber

- error status - zero if no error otherwise one of a small set

- error index - if non zero indicates which of the OIDs in the PDU caused the error2
- list of OIDs and values - values are null for get and get next

Trap PDU realized by class TrapPDU has the following format:

- enterprise - identifies the type of object causing the trap

- agent address - IP address of agent which sent the trap

- generic trap id - the common standard traps

- specific trap id - proprietary or enterprise trap

- time stamp - when trap occurred in time ticks

- list of OIDs and values - OIDs that may be relevant to send to the NMS

UDP communication protocol

SNMP assumes that the communication path is a connectionless communication sub network. In other words, no
prearranged communication path is established prior to the transmission of data. As a result, SNMP makes no
guarantees about the reliable delivery of the data. However, in practice, most messages do get through, and those that do
not can be retransmitted. The primary protocols that SNMP implements are the User Datagram Protocol (UDP) and the
Internet Protocol (IP). SNMP also requires Data Link Layer protocols such as Ethernet or Token Ring to implement the
communication channel from the management to the managed agent.

SNMP's simplicity and connectionless communication also produce a degree of robustness. Neither the manager
nor the agent relies on the other for its operation. Thus, a manager may continue to function even if a remote agent fails.
When the agent resumes functioning, it can send a trap to the manager, notifying it of its change in operational status.
The connectionless nature of SNMP leaves the recovery and error detection up to the NMS (Network Management
Station) and even up to the agent.

Agents listen for messages from the manager on UDP port 161, and the manager listens for trap messages from the
agent on UDP port 162.
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ASN.1 and BER

ASN.1 is used to specify many RFCs, for example the Internet standard MIB and SNMP. ASN.1 is used widely in
OSI for specification purposes. ASN.1 used for defining SMI and MIBs is a subset of the ASN language given by OSI.
Please refer to the ITU-T X.208 specification.

ASN.1 modules contain module name, linkage and ASN.1 declarations. ASN.1 Macros are used to extend the
standard ASN.1 notation. All comments begin with "--" and will extend to the end of this line. Their declarations
specify types and permissible values. The types are listed below:

Simple types

integer - 0 to (2**1008) - 1

octet strings - values between 0 and 255, i.e. 8 bit fields
object identifiers - object name

- null

Constructed types

- sequence - ordered list of elements of differing types (RECORD)
- sequence of - ordered list of elements of same type (ARRAY)
- Tagged types - for "carrying type" information in message useful for creating own types

Other types

- choice - between alternatives
- any - non specified ...

BER is the common name for the Basic Encoding Rules of ASN.1. BER is defined in ITU-T Recommendations
X.209 and X.690. BER is one set of rules for encoding ASN.1 data to a stream of octets that can be transmitted over a
communications link. Other methods of encoding ASN.1 data include Distinguished Encoding Rules (DER), Canonical
Encoding Rules (CER), and Packing Encoding Rules (PER). Each encoding method has its application, but BER tends
to be the encoding method most commonly used for SNMP.

BER defines

- Methods for encoding ASN.1 values.
- Rules for deciding when to use a given method.
- The format of specific octets in the data.

2.6. Functions of CORBA

CORBA is the acronym for Common Object Request Broker Architecture, Object Management Group's open,
vendor-independent architecture and infrastructure that computer applications use to work together over networks.
Using the standard protocol I1OP (Internet Inter-ORB Protocol), a CORBA-based program from any vendor, on almost
any computer, operating system, programming language, and network, can interoperate with a CORBA-based program
from the same or another vendor, on almost any other computer, operating system, programming language, and network.

CORBA is useful in many situations. Because of the easy way that CORBA integrates machines from so many
vendors, with sizes ranging from mainframes through minis and desktops to handheld and embedded systems, it is the
middleware of choice for large (and even not-so-large) enterprises. One of its most important and most frequent uses is
in servers that must handle large number of clients, at high hit rates, with high reliability. CORBA works behind the
scenes to allow systems using different hardware, operating systems, and programming languages to communicate.
Specializations for scalability and fault-tolerance support these systems. But CORBA is not used just for large
applications; specialized versions of CORBA run real-time systems, and small embedded systems.
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The Common Object Request Broker Architecture (CORBA) is an emerging open distributed object computing
infrastructure being standardized by OMG (Object Management Group). CORBA automates many common network
programming tasks such as object registration, location, and activation; request demultiplexing; framing and error-
handling; parameter marshalling and demarshalling; and operation dispatching.

The goal of CORBA is to allow the interactions between those systems to be defined in a platform-independent way,
giving the system a set of well-defined interfaces to be connected to one another. This allows applications to be split
into pieces (fine grained client/server applications) where components may be running on different parts of a network,
on different kinds of computers, perhaps with components written in varying computer languages.

Make systems talk with each other

The key point of CORBA is that it provides a way for two programs to communicate information. The CORBA
mechanism allows these two programs to be running on different machines and written in different programming
languages while safely (and portably) exchanging data. They also could be running in the same program, on the same
machine, in which case the process of communication is much quicker as CORBA recognizes that it does not need to
open any communication channel. The CORBA mechanism is ideal for classic client/server applications, say a
graphical client GUI communicating to a database server. All of these concepts have been translated into a tool that
makes our lives easier. That tool is actually an architecture that is called CORBA.

Client and Servers
In CORBA, any invocation involves a caller and a callee. In CORBA terminology, they are referred to as the client
and the server, respectively. Note, though, that the client and server roles may change in later calls. CORBA supports
peer-to-peer communication and any node on the network may choose to be a client, server, or both. To be a client, the

program makes invocations on objects elsewhere in the network. To be a server, a program must create objects and
make them known to the rest of the network via the ORB (Object Request Broker).

O

3
T Y

Broker

2.7 Network Structure

LAN or WAN Server LAN or WAN

Pollingby SNMP~ Client nh

Network Devices Network Administrators

Figure 2-1 A block diagram of the EMS network

2.7.1. Agents

The very first product brought into the SmartView EMS was the FMUXO01A. The FMUXO01A is a 1U (1.75") high
standalone or 19" rack mountable E1/T1/Data/LAN Bridge 16 channel multiplexer over fiber link, built upon a highly
modular design. Other SNMP enabled products have been added to the EMS with the goal of having all of CTC Union's
products managed under the umbrella of this single Element Management System.
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2.7.2. CORBA Server

CORBA Name Service provides the ORB (Object Request Broker) central component of CORBA. It encompasses
the entire communication infrastructure necessary to identify and locate objects, handle connection management,
deliver data and is responsible for communication of requests.

2.7.3. Broker server
The Broker Server collects the information data from the specified SNMP agents and keeps updating it to the SQL
server database via the JDBC (Java DataBase Connectivity) driver. Broker server is synonymous with EMS Server.

2.7.4. SQL Server
The SQL Server is the place where data is stored as the Broker collects data from SNMP agent drivers; the database
will keep Alarm Traps and all performance information.

2.7.5. Workstation-Clients

The Workstations act as clients in the CORBA architecture. They utilize a JAVA applet GUI to monitor and control
the Network Devices at the far end, and also receive the Alarm Traps from the corresponding SNMP agents. Multiple
workstations are allowed in this server/client topology. The client may reside on the same physical machine as the
server or it may be run remotely and use a network connection to the server.
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Chapter 3 Installing EMS

3.1 Installation Description
This chapter will describe in detail the installation procedures for the EMS (Element Management System).

3.2 Basic Requirements for EMS
This document has been arranged in such a way, that there are only two major steps, installing SQL Server and
EMS Server. Manual installation of SQL Server has been separated and detailed into separate appendices for clarity at
the end of this document. The installation process is performed from the EMSInstaller in just two steps (i.e., Install SQL
server, then install EMS).

3.2.1. Basic knowledge and prepare to start

Before starting, please confirm that all Workstations, Servers and SNMP agents can communicate with each without
problem, e.g. using ICMP ping command to diagnosis IP routes have been setup properly. EMS has been integrated into
four components, the Broker Server, the SQL Database Server, the CORBA Name Service and multiple workstation
Clients running EMCs (Enterprise Management Console). Each component has its own task and purpose. You can place
each of these components on different hardware or all on one computer to handle all those tasks.

EMS has been developed under the JAVA environment; You could have EMS running on different OS platforms.
However, in its current form, EMS relies on the MS-SQL database and therefore the database server and EMS server
must be running in a MS-Windows environment. The following section will describe how to setup your EMS on MS-
Windows.

Table 3-1 lists the Hardware recommendations and Software programs necessary for EMS Server/Client.

EMS Component Hardware Software Operating System
EMS Server & Core-2 2.8G or higher,|JAVA JDK or JRE, v1.7.x.(64) [Windows 64 bit
name server 4096 MB RAM, HD >2GB|EMS Kit.

(free).

SQL database Server |Core-2 2.8G or higher,|MS-SQL Server 2008, 2012 or|Windows 2012/16/19 Server,
4GB RAM, HD >10GB|2014, including Express Edition |(64bit) Win 8, 8.1 Pro, Win 10
(free). EMS Kit. Pro**

Workstation-Clients |Core-2 or higher, 2048MB|JAVA JDK or JRE, v1.7.x.(64) (Windows 64 bit (8, 8.1, 10)
RAM, HD >1GB. EMS Kit.

All-In-One I5 or higher, 8GB or more |JAVA JRE, EMS kit, MS-SQL [Windows 2012/16/19 Server,
(EMS, name & SQL|RAM, HD >40GB (free) |Server, JDBC Driver (64 bit) Win 8, 8.1, 10 Pro
Server on one
machine)

Table 3-1 Hardware & Software requirements for EMS components

With any of the chosen hardware platforms, do routine maintenance to the systems. Download and apply any
service packs and security updates. Perform virus and disc scans and file system checks. Do de-fragmentation on the
discs to increase performance. Ensure all cooling fans are clean and operational and that any heat sinks are free of
debris. Maintain the systems in a temperature and voltage stable environment. UPS for power stability is highly
recommended on any computing system but even more so on a management server.

We recommend dedicating hardware or a virtual machine (VM) just for running the EMS and no other services. If
you only run the EMS and no other services, a Core-2 2.0G CPU should show CPU utilization under 10%. If the
server's CPU is always busy doing other jobs, then it won't have time to properly poll the network agents. You can
check the CPU's utilization by opening the Task Manager' and view the CPU utilization graph. You can then also shut-
down the EMS server to see if utilization drops to zero, or you can see what other processes are taking up CPU resource
when EMS is not running, and shutdown those unneeded processes.
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3.3 Setup EMS

3.3.1 Introduction

Starting with the release of EMS 2.34, the installation procedure has been streamlined with a GUI installation shell
and unattended installation of MS-SQL 2008 R2 Express or MS-SQL 2014 SP2. The preferred method of installation is
by using the EMS DVD. The DVD will be shipped in a full shrink-wrapped package. A ZIP file may also be
downloaded, upzipped locally and run from local disk. The installation process will follow these basic steps:
1. Autorun the DVD or from the unzipped files run the "EMSInstaller.exe" program as administrator.
2. Install MS-SQL Database Server (single click un-attended installation of SQL Server Express Edition 2008 R2 SP2
on Windows 7 or SQL Server Express Edition 2014 SP2 on Windows 10 or Windows Server 2012, 2016 or 2019).
3. Exit the "EMSInstaller".
4. Restart the "EMSiInstaller and Install EMS.
5. Take ownership of the ProgramFiles\EMS folder.
6. Apply any EMS upgrade patches and re-initial database (if required).
7. Install license or manually copy your authorized SN.txt file.

3.3.2 EMSiInstaller

Insert the DVD into your PC's DVD/BD drive. Open the DVD folder and right-click the "EMSInstaller” icon,
choose 'Run as administrator'. Optionally, if you have downloaded and unzipped the installation set to local disk,
browse to and right-click the EMSInstaller program and choose 'Run as administrator'.

1. DVD Distribution
The DVD is designed to be Autorun. It includes the 64bit 1.7.0.80 Java Runtime Environment Binaries and
Microsoft's free MS-SQL Server 2008 Express and MS-SQL Server 2014 Express in English, Traditional Chinese and

Simplified Chinese. If Autorun is disabled on your PC, open the DVD folder and right-click the "EMSInstaller" icon
and choose 'Run as administrator'.

2. Download

The download file is a ZIP file (a folder of the original DVD but with MS-SQL Server 2008/2014 Express for
English only). Use extraction software, such as 7-Zip (or WinZip™), to extract the file to the local drive. After being
unzipped the EMSInstaller can be run (right-click and choose 'Run as administrator") directly from those extracted files.

I = Application Tools ~ EMSv300_ENG4 - O x
Home Share View Manage e
T » EMSv300_ENG4 w @ | Search EMSv300_ENG4 »
( Narne . Date modified Type Size
7 Quick access
1 Desktop EMS 7/25/2018 2:2 File folder
Image 1 File folder
¥ Downloads JavalRE 7/25/2018 2:2 File folder
g Documents Manual 7/25/20182:21PM  Filefolder
[&=] Pictures saL 7 1 File folder
2014-new-with-v ] auterun.inf 7/ 13 Setup Information 1KB
€51 New York Se [TC ems.ico 12 lcon 85 KB
EMS_DOCS m EMSIn—" _ B M Application 19,849 KB
ipm-elt] m M ) Run as administrator fppleeten L
| langui Configuration sett... 1KB
4@ OneDrive Produy SR TR T B F AM Foxit Reader PDF ... 341 KB
5 Thie pC Quick T’°“b‘_35h°°t‘?mpﬂt‘bi“ty 6PM  Foxit Reader PDF ... 584 KB
Run with graphics processor >
# 3D Objects Pin to Start
[ Desktop 7-Zip >
] Documents CRC SHA >
J Downleads [ Edit with Motepad++
J‘ Music P Scan for viruses
&= Pictures Pa Check reputation in KSN
B videos Pu Kaspersky Application Advisor
‘i Local Disk (C) 12 Share
12items 1 item selected 19.3 MB P 3 =

Figure 3-1 Installation folder, ready to install EMS.
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3.3.3 EMSiInstall Screen

| SmanViewEMS

Instat the Sun Microsysten's Jova Rustime:

\ (R e i
N s e s e ot st @
»,\ﬁ-—_—-.,......_ |
£l

Figure 3-1 The installation is available in English or Chinese language via the Language pull-down selector.

3.3.4 About Java Run Time Environment

The EMS Broker and Client are written in JAVA™ programming language. Java was an open programming
language developed by Sun Microsystems and volunteer programmers. The idea was to have a programming language
that would be portable across different hardware processors and operating systems and not require re-compiling of the
source program on each platform. Oracle now controls this programming language, while the OpenJDK project
continues the free open source JAVA released by Sun Microsystems in 2006.

SmartView v3.xx is compatible with the 64-bit Oracle Java version 1.7, but not fully compatible with 1.8. EMS
version 3.xx includes the 64 bit version 1.7, Update 80 Java Runtime binaries within the EMS program folder. It doesn't
matter if the host computer has Java or not or what the Java version installed is. EMS will always use its own 64bit Java
1.7.0.80 binaries for maximum stability and compatibility. There is no need to install JRE on the host computer.

CTC Union's SmartView EMS 3.000

Language:| [English -

J - »
§E s
| smanViewEMS % pomecus
& User Manual
o Product Support
« Uninstall EMS

~ core EMS server and EMS client software.

‘ }muuﬂleSun icrosy 's Java Runti
.. Envionment. JRE is required to run the

q only

EXIT

Figure 3-3 Do not click the Install JAVA Runtime Environment!
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3.3.5 SQL Server Install
EMS relies on Microsoft® MS-SQL database to store all information. Starting with EMS version 2.34, unattended

installation is now the supported default. This means only "one click" is required to install any prerequisites, install
SQL server and have it configured, ready for EMS. Please refer to the detailed instructions in Appendix A, B, or C, for
manual installation of SQL Express 2008, 2012, or 2014**. Refer to your Microsoft documentation when installing
your own SQL Server and reference our installation procedures.

CTC Union's SmartView EMS 3.000

Language: English

‘ -2 Upgrade EMS

| & User Manual
® Product Support

Installs Microsoft's SQL Express database server. « Uninstall EMS

| ‘SQL Express is not for producti

‘ / environments due to set limits on memory usage,

ws&amswmm;uposes
tion may take up to a half hour depending

=

EXIT

Figure 3-4 Click on "Install Microsoft SQL Server Express Edition™ just one time.
** SQL2014 is the default for Windows 10/Windows Server 2016, 2019

CTC Union's SmartView EMS 3.000
Language:| [SUclELI.E

Install Mircosoft SQL Server 2005 Express Edition

EXIT

Figure 3-5 Select the language for MS-SQL Server by clicking ONLY ONCE!
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During the unattended SQL Server installation, the screen will flash several times as files are first extracted, the
setup prerequisite files installed, if needed, and finally the SQL server application is installed. Just wait for the SQL
Server installation to complete. This might take 5 to 10 minutes, so go grab a coffee.

B Administrator: SOL Server Unattended Installer — [m] ®

Figure 3-6 Wait for a few minutes here while Setup starts.

% SOL Server 2014 Setup - m}

Installation Progress

Install Setup Files

tateton g —

Install_VC10Redist_Cpu64_Action : RemovelniValues, Removing INI files entries

Mext = Cancel Help

Figure 3-7 No user action is required during unattended installation of MS-SQL Server.
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Following successful installation, the installer will ask if you want to keep the default SA password of '0000" (four
Zeros).

Bl Administrator: SOL Server Unattended Installer
em Windows 1@ Enterprise.
' .Net 2.8 SP2' installed.

Microsoft Windows Installer 5. 134.1 installed.

2814 installation, it may take al minutes ...

Figure 3-8 Prompt to change or leave the 'sa’ password.

If you do not wish to change the password (recommended), answer "n" or "N". If you wish to change, answer "y" or
"Y" and then enter the new password when prompted. But, remember, the SA password is required to successfully

install SmartView.

Finally, press any key to exit the SQL installation batch program. Note: When installing MS-SQL on MS-Server,
the password must meet administrator rules (at least 8 characters, an upper case and lower case letter, numbers and one
special character).

CTC Union's SmartView EMS 3.000

Language: EEIIHI

‘ f‘ _“ @ Install Microsoft SQL Server
- Union Express Edition

© Eement Memagaman System EVS

) Install EMS
Upgrade EMS

& User Manual

»

) Product Support
Installs Microsoft's SQL Express database server. { ‘ Uninstall EMS
SQL Express is not recommended for production

environments due to set limits on memory usage, = —
database size and core processor use. z
Please use SQL Express only for demo purposes.
Installation may take up to a half hour depending
on the PC performance.

Figure 3-9 Now that MS-SQL Server is installed, exit the SmartView EMSinstaller.

You MUST exit the installer and restart the EMSInstaller so that the installer now knows the path to SQLcmd.
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3.3.6 Install EMS

After exiting, browse again to the EMS installation folder and again run the EMSinstaller by right-clicking and
choosing 'Run as administrator.

CTC Union's SmartView EMS 3.000

| |
&
\ N :
\\kﬁ

This performs the core EMS server and client
 installation of CTC Union's SmartView EMS.
VR

 The installation takes several minutes as

= S <
\Rm‘m is created and the schema

Language: [English v

Envirnnmaniy
Envirenment

User Manual

Product Support
Uninstall EMS

EXIT

Figure 3-10 Click Install EMS just once.

The EMSinstaller default installation path will place the EMS in the system root's "Program Files (x86)" folder.
However, starting with SmartView 3.00, the EMS is a 64-bit program and MUST run under 64-bit OS. We recommend
that EMS be installed in the 'Program Files' folder of the PC.

Click the "Browse" button and place EMS in the C:\Program Files folder and click "OK".

CTC Union's SmartView EMS

Install EMS

Choose a directory path

Language:  |Sge[Ell ~

v ‘ia Local Disk (C:)
> ACS
BeSweet
Eudora
Intel
ISpP-ICP
Java
openvpn-2.4.3-1602

I > | Program Files I
> ogram Files (X

VVVVVYVY

on Folder:

aa;l Files (x86)

[
—

English
&4 % X

EXIT

Figure 3-11 Install in the Program Files folder
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This portion of the install will copy the required files to the PC, setup the desktop start icons for server and client,
and start the EMS SetupTool.

CTC Union's SmartView EMS 3.000

ELYPERER | English bt

Destination Folder:

C:\Program Files

\;\;\

EXIT

Figure 3-12 Start installation by clicking the "English" button.

3.3.7 Setup Tool
The Setup Tool is written in JAVA. If there is a problem with the JAVA environment, the tool will not be able to

run. This will not be a problem in EMS versions after 2.84, which use embedded Java binaries.

o Setup 3.000 - *

Language |[English

[ Installation Option

@ Install Server and Tools

O Install/Modify Server Management Tools
O InstallModify Client Management Tools

I Parameter Setting —

Database Server P~ @ Local O Remote

Database User Username sa | Password @ee® |
Database Name ems
ServerIP Address O Default | @ Static 192168051 v f———

Server Service Port @ Default O Static

Memory Allocation | Server 1024 | B Client 1024 | B |

O |0 |IN|Joo|g | ]Jw [N |-

| mnstan || cancel |

Figure 3-13 The Setup Tool
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1. Since this is an initial installation, we need to "Install Server and Tools", therefore click the radio button for "Install
Server and Tools" if not already selected. If after installation any of the configuration items need modifying (such as
changing the IP address of the server, please select "*Install/Modify Server Management Tools™. If installing only the
remote "Client" software, select the ""Install/Modify Client Management Tools".

2. The "Database Server IP" is the IP address where EMS server will find the SQL server. The "Local" setting means
that EMS will connect to the Database server via localhost (127.0.0.1). This is the recommended setting if the EMS
server and Database server are on the same physical machine. This provides the best performance as well as allows
EMS to Database connections to exist even if the physical server changes IP address or if the LAN cable is
disconnected. For remote database server connection, select the 'Remote’ radio button and enter the SQL server's IP
address.

3. The SQL "Database User" is the name granted authority over creating and accessing the ems database. The default
administrator user in mixed mode for MS-SQL is "sa" and EMS requires that the SQL server must be installed with
mixed-mode authentication. Unless an administrator has created another user with authority to create a database, please
use the "sa" user during this installation. If SQL server was installed from the EMS DVD or ZIP Download using
default settings, the password for 'sa’ will be four zeros (0000). For Windows Server, the default password is Pa$$wO0rd.

4. The default SQL "Database name" for the database created by the setup tool is "ems". Change it here if you wish to
use a different name. We HIGHLY recommend you leave it "ems".

5. The "Server IP Address" can be selected from either "Default™ or "Static" settings. The EMS server's "Default" uses
the first network interface in the server hardware. If the server has multiple NIC or multiple IP addresses, select the
""Static" radio button and pull-down or enter the static IP address the EMS server will use. This is the setting that would
be required if a laptop were being used to "demo" the EMS. Laptops typically have both a LAN interface and a WiFi
interface. So, in order for EMS to know its own address, we would use the static IP address of the LAN port.

6. The "Server Service Port" can be selected from either "Default” or "Static" settings. When set to "Default" the port
numbers used will be random. This will only be a problem if the EMS Client is separated from the EMS Server by a
firewall. In this case, select the "Static" radio button and assign a fixed port number for the EMS Server's service. Then,
open that port in the firewall to allow routed clients to connect to the server. Use an unregistered or reserved port that no
other application will use (such as port 1030).

7. The default CORBA "Name Service Port" connection port is '900'. For Windows clients connecting to the EMS
server, this is not a problem. But for EMS Clients running on UNIX/Linux, ports under 1024 are restricted to only root
user. An acceptable alternate port for a normal user on UNIX/Linux would be '1050'. The port setting for the name
server is made here.

8. The "Memory Usage" parameters typically do not require modification unless there are large numbers of Network
Devices (ND) being polled. The default EMS Server and Client memory usages is 512MB each. This humber would
need to be increased, for example, if many ND were being managed. The recommended memory requirement to
manage an FRM220 chassis is 2MB. If the network had 200 FRM220 chassis being managed, we would need 400MB.
When increasing the memory usage, add memory in multiples of 128MB. When increasing from 512MB we could enter
640, 768, 896 or 1024. The physical memory in the server running EMS is really the most critical for performance, not
the speed or number of processor cores. Processor speed and number of cores are only an advantage when polling with
multiple threads. Multiple polling threads are also a new feature added starting with EMS 2.45. Since this 64 bit version
3.00, there is basically no memory setting limit (except for the server's physical memory) as there was with the older 32
bit EMS.

9. When all the settings are correct, click the "Install" button to start the installation.

Warning X

Create new EMS database, the existing EMS data will be deleted!
Continue?

Figure 3-14 Click "Yes" to create or overwrite the EMS database for this new installation.
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oF Setup 3.000

[ Installation

2018-08-08 16:02:10:
2018-08-08 16:02:10:
2018-08-08 16:02:12:
2018-08-08 16:02:17:
2018-08-08 16:02:17:
2018-08-08 16:02:26:
2018-08-08 16:02:26:
2018-08-08 16:02:26:
2018-08-08 16:02:27:
2018-08-08 16:02:27:
2018-08-08 16:02:28:
2018-08-08 16:02:28:
2018-08-08 16:02:28:

Installation option... Install Server and Tools.
Installing databse...
Check database version...

Database created... ems.

SQL Server 2014.

Database data created.

Installing Management tools...
Configuration created... jenv.bat.
Configuration created... server bat.
Configuration created... ems_server.bat.
Configuration created... client bat.
Configuration created... admin.bat.
Installation succeed.

Information *

@ Installation succeed.

Installing database data, it may take a few minutes...

. <Back || Bt |

CTC Union's SmartView EMS 3.000
English

Language:

»

’ Wi ’E‘Eu ' % Upgrade EMS

| sm aﬁ 1% Mg & User Manual

‘ () Product Support
« Uninstall EMS

This performs the core EMS server and client
 installation of CTC Union's SmartView EMS.
:k’ ,uﬂhﬁontakecseveml minutes as

\-lbeﬁﬁdaﬁ:asenctestedandmesdﬂm

Figure 3-16 "Exit" the EMS Installer. Be sure to perform the next steps to take ownership of EMS folder.
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3.3.8 Take ownership of EMS Folder
Microsoft Windows 7 Pro, Windows 8/8.1 Pro and Windows 10 Pro all introduce permission settings on system files,
such as those located in the windows and program files folders. Unless the administrator account has been enabled and
the user is using administrator to log into the system (which is not particularly secure), any attempt to update the EMS
will fail due to write access denied.

Error X

File create failed!

File: upgrade.log.

Figure 3-17 Error message

A simple fix here is to change the permissions on the EMS folder. Here is how to change the permissions for all
normal logged in users.

Step 1. Browse to the Program Files folder and right-click on the EMS folder. Select Properties.

| [4 || = | Program Files - o %
Home Share View (]

2] 4 cut I3y New item - Open ~ Select all
= Ha e 7 X =T = M G -
W Copy path {7 Easy access ¥ Edit Select nane
Finto Quick Copy FPaste - = Properties
e 7] Paste shartcy Open 5 B invert selection
Clipboard Open in new window Open Select
« « 4 [ sfhisec 5 Locat Pin to Quick access v/ @ Search Program Files »
A Addto VLC media player's Playlist
|£| Documents *  Name = !U 4 4 podified Type Size -~
A Playwith VLC media player
Pictures ; =
= 7-Zip 7z File folder
~Ics CamStuc CRC SHA File folder
Audio Celemon File folder
Cubase Projects Comme| Fa Scan forvinuses _ File folder
0 Fi Check reputation in KSN Fle fold
EMS_DOCS sl X i ile folder
¥ Kaspersky Application Advisor Flefolder
@& OneDrive FileZilla T File folder
[ FreefileS|  Restore previous versions File folder
GIMP 2 — File folder
J 3D Objects Include in library
HandBra File folder
Pin to Start
I Desitop HHD Scf e Fille folder
5| Documents Inkscape] Send to File folder
Download:
4 Downloads Intel = File folder
B Music internet File folder
Copy
=) Pictures Java File folder
Kyocera Create shortcut File folder
[B Videos
b Logitech| %' Delete File folder
%, Local Disk (C3)
Microsof Rename File folder
= DuhlicFaldar My, ¥ 1 R
A9items 1 item selected Properties =

Figure 3-18 Select EMS folder properties

Step 2. Select the Security tab.

EMS Properties *
General Sharinrevious Versions  Customize
[Ems
Type: File folder
Location: C:\Program Files
Size: 188 MB (197,186,090 bytes)

Size ondisk: 188 MB (198,008,832 bytes)
Contains: 664 Files, 43 Folders

Created: Today, August 8, 2018, 2 hours ago

Attributes: [m]{Read-only [Only applies to files in folderf

[] Hidden Advanced. .

Cancel Apply
Figure 3-19 Security Tab
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Step 3. Under the Security tab, click the Edit button.

General Sharing Securty  Previous Versions Customize
Object name:  C:‘Program Files\EMS

Group or user names:
[ ALL APPLICATION PACKAGES ~
[E]ALL RESTRICTED APPLICATION PACKAGES

H2 CREATOR OWNER
R SveTEM A
<

To change permissions, click Edit 9 Edit
Pemissions for ALL

APPLICATION PACKAGES Hlow Deny

Full control o
Madify

Read & execute

List folder contents

Read

White v

For special permissions or advanced settings, Advanced
click Advanced -

EMS Properties X

Figure 3-20 Edit Permissions

Step 4. Select the Users for this computer.
Step 5. Click the Full control and Modify permissions for users (both will be checked).

Step 6. Click OK.

Step 7. Click OK again.

Permissions for EMS x
Securty
Object name:  C:\Program Files\EMS

Group or user names:
S8 CREATOR OWNER "
SR SYSTEM

sddministrators)

Ii&um oo T )

Pemissions for Users Allow Deny

Full control

Madify

Read & execute
List folder contents
Read

ooooo

G| [ ool

Figure 3-21 Allow users full access

EMS Properties x

General Sharing Secunty  Previous Versions Customize
Object name:  C-\Program Files\EMS

Group or user names:

[E]ALL APPLICATION PACKAGES ~
[E]ALL RESTRICTED APPLICATION PACKAGES

SR CREATOR OWNER

R cveTEm b
<

To change permissions, click Edit *‘w

Pemissions for ALL

APPLICATION PACKAGES Hlow Deny

Full cortral ~
Modfy

Read & execute

List folder contents

Read

Wirite: il

For special permissions or advanced settings, Advanced
ciick Advanced =

Figure 3-22 Close the Properties window

Now that all users have full permission for the EMS folder, the update patches and configuration changes can be
applied without any error messages regarding file access rights.
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3.3.9 Using Update Tool

CAUTION: EMS version is tightly matched to NMC or other firmware versions of CTC Union products. Prior to
doing any upgrading of EMS, please ensure all ND (Network Devices) are properly upgraded and compatible with the
new EMS version (refer to the included Product_Support.PDF with any SmartView version). There is no method to
"down grade" the EMS except to re-install the previous version as changes are made to the database through upgrade
and cannot be rolled back. Making a backup of the database and of the entire EMS folder will aid in doing a quick

recovery. Please see the Appendix on the methods to perform a complete backup of the EMS system and database
before performing EMS upgrade.

Find the latest Upgrade Tool from CTC Union's download area.
https://www.ctcu.com.tw/download/EMS/

IMPORTANT: Make sure clients are logged off and terminated, the Admin Console logged off and terminated and that
the Server Console is 'stopped' and terminated prior to doing any Upgrade.

The Upgrade Tool will be distributed as a 'ZIP' file. Move it to the EMS server's desktop and extract in place. Click
into the 'Upgrade’ folder, ‘right-click’ on the 'upgrade.bat' file and select 'Run as Administrator'.

[4 [ = | Upgrade - m] X
Home Share View | Open 2]
' e Edit ﬂ Open - [ Select al
= Copy path poo Edit Select none
Pinto Quick Copy FPaste ~ lo Properties X X
e o] Paste shorteutto | @ Run as administrator S @History 2 Invert selection
Clipboard Edit with HHD Hex Editor Neo Open seledt
4 | > Upgrade 7-Zip S v|&)| | Search Upgrade »
A Nasme CRCSHA > Size
# Quickaccess s [ Edit with Notepad-+ e
[ Deskiop
Product Supporty Scan for viruses Reader PDF .. 341 KB
& Dounloads . Jke
o Wa Check reputation in KSN jocument :
| Documents bws Batch Fil
(%] upgrade bt Vo Kaspersky Application Advisor pws Batch File e
=] Pictures T ETOTE Readler PDF ... 2 KB
~ICS & Share
Audio Give access to >
Cubase Projects Restore previous versions
EMS_DOCS sendt 5
end to
& OneDrive o
u
[ This PC Copy
3D Objects
B 3D 0k Create shortcut
I Desktop Delete
[ Documents z
£name
4 Downloads
b Music . Properties
Sitems =

Figure 3-23 Upgrade Batch file in extracted Upgrade ZIP file.

The Setup Tool for Upgrade will start. (Hint: for 64 bit OS, EMS should be in C:\Program FilesS\EMS)

o= Upgrade 3.003

Upgrade Path

EMS Installation Path
c\program files\'ems

Language |English v

Notice:

X

* Close all EMS applications before processing the upgrade!
* Backup the existing EMS system just in case the upgrade failed.

MNext = Cancel

Figure 3-24 The installation folder is auto detected for EMS, so just click "Next".
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ax Upgrade 3.003

Upgrade Option
I @® Upgrade Server Management Tools I

Upgrade Client Management Tools

Parameter Setting

Database Server P @ Local O Remote
Database User Username |sa Password @9 ee
Database Name ems
Server IP Address C Default @ Static  192.168.0.51 v
Server Service Port @ Default O Static
Name Service Port 900
Memory Allocation Server 1024 MB Client 1024 MB
< Back Cancel

Figure 3-25 Start the upgrade from Upgrade Tool

Al settings should be identical to the original installation or the previous upgrade. Make sure the Database Server IP,
Database user and password and Database name are correct. Make sure the Server IP address and port are correct. Make
sure the CORBA name service port is correct. Make sure any client on the local server is logged out and client has
exited. Logout and close Admin Console if it is running. Stop and exit the EMS server. Then click "Upgrade".

X

‘Warning

l Process the upgrade?
i
Motice:

Close all EMS applications before processing the upgrade!

Cancel

Figure 3-26 Confirmation. Heed the warning notice!

Installation

2018-08-08 18:15:25
2018-08-08 18:15:25
2018-08-08 18:15:26
2018-08-08 18:15:26

: Installation option... Upgrade Server Management Tools.
: Testing database connections...

: Database connection connected.

: Upgrading database...

2018-08-08 16:15:30
2018-08-08 18:15:30

2018-08-08 16:15:33

2018-08-08 18:15:30:
2018-08-08 18:15:30:

2018-08-08 18:15:31:
2018-08-08 18:15:31:
2018-08-08 18:15:32:
2018-08-08 18:15:32:
2018-08-08 18:15:33,

Database upgraded.
Upgrading files...
- Files upgraded.

- Installing Management tools. .

Configuration created
Configuration created
Configuration created
Configuration created

... jenv.bat.

... server.bat.

... ems_server.bat.
... client.bat.

... admin.bat.

Version 3.000 upgraded to 3.003.

Information x
@R Upgrade succeed.
W yersion 2.000 upgraded to 3.003.
;
- m
< Back Exit

Figure 3-27 Upgrade completed successfully.

Warning: Under Windows Vista and above (Windows 7, 8, 8.1, 10), unless the logged in user is the Administrator,
the Upgrade Tool will fail to write the new files into the protected EMS folder. Refer to 3.3.8 or 8.1.1 for a short guide
on how to take ownership of the EMS folder.
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3.3.10 Uninstalling SmartView EMS
On an occasion when EMS must be un-installed, the uninstall methods are outlined here.

1. Prior to running the uninstaller, make a backup copy of the license file (SN.txt) located in the Program FilesS\EMS

folder. This file can be re-installed or manually copied back in a new installation on the same PC. However, it WILL be
deleted during the un-install.

2. Perform Uninstall through the Window's Start Menu.
B sipe

B skype for Business
W menviewems

New
rm EMS Admin

[m EMS Client
[m EMS Server
rm Setup EMS
.[m ﬁ:i:stall

O H @ ccusedow. £

Figure 3-28 Windows Start Menu Uninstall

2. Perform a manual uninstall (run with administrator privileges)
a. Delete the EMS installation folder, located in c:\Program Files.
b. Delete the EMS Server and Client shortcuts from the Desktop
c. Delete the 'SmartView EMS' folder in:
"c:\Users\{username F\AppData\Roaming\Microsoft\Windows\Start Menu\Programs"
d. Delete the registry key W\HKLM\SOFTWARE\Wow6432Node\EMSInstaller

3.3.11 Serial Number File

The EMS system requires registration and a serial number file placed in the EMS directory or it will only run in
evaluation mode. This "authentication™ file is keyed to the host computer's MAC address. If you are changing hardware
or upgrading, you may have to apply for a new serial key to match the new MAC address, or simply move the old NIC
(Network Interface Card) to the new hardware platform and the EMS will continue to find and confirm the
authentication key.

The serial number file is a simple text file that may be opened and viewed with any pure text editor, such as
Windows Notepad. If you maintain many keys, the MAC address is listed at the last line of the SN.txt file. There are
two methods to install the license; 1. Manually copy, or 2. Use the Server Console tool.

1. Manually installing license

| =1 Ems - O X
Home Share View [7]
D % cut /< 1 New item - ﬁ- Open - [ selectal
Wil Copy pat £ Easy access ~ Select none
Pin;&it:itk Cop Paste IB E e —— Nove DEI'EtE Rename ':‘Edv;r Prnp'EmEs Dﬂlr’\vaﬂ S
Clipboard Organize New Open Select
« « 4 | M ThisPC > Local Disk (C:) > Program Files > EMS » I v & | SearchEMS »
[£| Documents # A Name Date modified Type Size
= Pictures audio File folder
~ICS backup File folder
Audio jre File folder
Cubase Projects lib File folder
£MS DOCS manusl File folder
mibs File folder
¢@. OneDrive scripts File folder
9 This pC [&] admin.bat Windows Batch File 1KB
B 30 Objects [Z] client.bat ! Windows Batch File [kE
(TC emsico 35PM  lcon 85KB
B Desktop [%] ems_serverbat Windows Batch File 1KE
%/ Documents [&] server.bat Windows Batch File 1KB
¥ Downloads = Windows Batch File 1KB
B Music Text Document 1KB
&=| Pictures
B Videos
%, Local Disk (C)
14 items -

Figure 3-29 Manually copying license file to EMS folder
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2. Installing license via the Server Console

Click the 'Tools' menu item of Server Console and select the "Import License™ item.

Tool Help

Import License rrt service on host 192.168.0.51... OK.
m'ﬂ L

TURUUUU0U000000002b49444c 3266067 28617 2672143617 346616060667 2f4e61606096e6743616eT465787
44578743a312e30000000000001000000000000009a000102000000000d31:39322e3136382e3022353100000384000000
45afabcb0000000020000742400000000100000000000000020000000852616174504141000000000d544e616d655365727
6696365000000000000000800000001000000011400000000000002000000010000002000000000000100010000000205
010001000100200001010800000001000101000000002600000002000

TransientNameServer: setfting port for initial object references to: 900

Ready.
2018-08-09 09:21:09: Check on-line EMS Server.. OK.
2018-08-09 09:21:10: Start EMS server service..

Loading polling driver <Polling-1> -

... No agents.

Register service broker... OK.

Register service ems... OK.

Check Disk Usage... OK.
2018-08-09 09:21:14: Status: service up.
2018-08-09 11:21:03: User admin login from STEVE-LENOVO/192.168.0.51/00-E0-4C-36-1A-8C.
2018-08-09 11:51:54: User admin logout from STEVE-LENOVC/192.168.0.51/00-E0-4C-36-1A-8C.

0 Status: service up. Memory: 28 % Disk: 76 % User: 0 Start Stop Clear Setting

Figure 3-30 Install license through Server Console

& Serve - O 4
System Tool Help
2018-08-09 09:21:09: Start name service on host 192.168.0.51... OK.
oF Open X
787
4457 Look in: |l Desktop v| FermE- 000
45a] 727
5608 P¢ studio One 4 ¢ EMSV300_EN64 zip 5 Xnview 205
010 P Vegas Pro 13.0 (64-bit) ¥§ HanaBrake
#4 VLC media player &5 LibreCAD
A wireshark £d LINE
201 +# YTD Video Downloader %% MG-Soft MIB Browser
200 | Deskiop | |5 AAMS = Microsoft Edge
| |& ASIO4ALL v2 Instruction Ma ap GUI
., 2 Camstudio
lj ) CoffeeCup Free HTML Edito 28 =amt - Shoricut
Documents |z na 5090 Use b Start Tor Browser
201 1L EMS Client £9 Subtitle Edit
201 Q, L EMS Server ¢ Upgrade_CTCU.zip
201 This PC (

@ File name: SNt

Network  Files of type: | Al Files v Cancel

) Status: service up. Memory:- 5% Disk 76 % User: 0 Start Stop Clear Setting

Figure 3-31 Select license file for installation

Browse to and select the SN.txt file. Click "Open" and it will be automatically copied to the EMS installed directory.

36



Chapter 3 Installing EMS

@= Server Console 3,003

System Tool Help

a X

000002050100010001002000010109000000010001010000000026000000020002

TransienthameServer: setting port for initial object references to: 900

Ready.
2018-08-09 09:21:09: Check on-line EMS Server...OK.
2018-06-09 09:21:10: Start EMS server service._..

Loading polling driver <Polling-1= -

... No agents.

Reqgister service broker... OK.

Register service ems... OK.

Check Disk Usage... OK.
2018-06-09 09:21:14: Status: service up.
2018-08-09 11:21:03: User admin login from STEVE-LENOVO/192.168.0.51/00-E0-4C-36-1A-8C.
2018-08-00 phiiiiebeiuibins SR e el s/ E-L ENOVO/192.168.0.51/00-E0-4C-36-1A-8C.
2018-08-09§12:52:49: Loading new license.. .OK.
2018-08-09 1252390 x x
2018-08-09 12:52:51: Check on-line EMS Server...OK.
2018-08-09 12:52:52° Start EMS server service ..

Loading polling driver <Polling-1=> -

... No agents.

Register service broker... OK.

Register service ems... OK.

Check Disk Usage... OK.
2018-06-09 12:52:53: Status: service up.

]

@ Status: service up. Memory: 2% Disk: 76 % User: 0 Start Stop

Clear

Figure 3-32 Successful license installation

After the license is installed, the server will automatically re-start.

3.3.12 Evaluation Version EMS

Version 3.xx of SmartView EMS is a FULL FEATURED evaluation version which allows the EMS to run in
‘evaluation mode' WITHOUT any serial key. The EMS is one software, but with two different actions:
If EMS detects a valid license file, it runs all functions normally within the limits of the license. Otherwise, it runs

in Evaluation mode, with the following limits:

15 Managed SNMP Agents.
All Device Modules. i.e. PDH, FOM, FRM, Industrial and CWDM
1 only Login Client at a time. (local or remote)

3.3.13 Resources

For MS-SQL evaluation versions or for the free Express editions, go to the Microsoft Download Center page at:

http://www.microsoft.com/en-us/download/
In the "Search Download Center" bar, key-in "sgl server express".
Valid downloads would include:

90 days Evaluation. (Run setup and recreate database must be done to continue)

SQL Server Express 2008 R2 SP2 (Win7) 1G memory, 1 physical processor (4-cores), 10G database storage

SQL Server Express 2012 SP3 (Win 7, Server 2008 R2) 1G memory, 1 physical processor, 10G database storage
SQL Server Express 2014 SP3 (Win 8,8.1,10, Server 2012,2016,2019) 1G, 1 cpu (4-cores), 10G database

SQL Server Express 2016 SP2 (Win 8,8.1,10, Server 2012,2016,2019) 1G, 1cpu (4-cores), 10G database

(EMS version 2.89 or above is required to support SQL2012 and above)

EMS 3.xx ships with the 64 bit version of SQL Server Express 2014 SP2 and 64 bit version of SQL Server Express

2008 R2 SP2.

37



Chapter 3 Installing EMS

3.4 Console Server Tools

In addition to the license import (see 3.3.11) an Options menu item is available under Tools.

o Sm L= 2 002
Systgn Tool Help

- (] X

Import License p4¢400000000010001010000000026000000020002
Options enger: setting port for initial object references to: 900
Ready.
2018-08-09 09:21:09: Check on-line EMS Server...OK.
2018-08-09 09:21:10: Start EMS server service._..

Loading polling driver <Polling-1= -

... No agents.

Reqgister service broker... OK.

Register service ems... OK.

Check Disk Usage... OK.
2018-08-09 09:21:14: Status: service up.

0000§2(

2018-08-09 12:52:49: Loading new license.. OK.
2018-06-09 12:52:49: Status: service stopped.
2018-08-09 12:52:51: Check on-line EMS Server...OK.
2018-06-09 12:52:52: Start EMS server service._..

Loading polling driver <Polling-1= :

... no agents.

Reqgister service broker... OK.

Register service ems... OK.

Check Disk Usage... OK.
2018-06-09 12:52:53: Status: service up.

2018-08-09 11:21:03: User admin login from STEVE-LENOVQ/192.168.0.51/00-E0-4C-36-1A-8C.
2018-08-09 11:51:54: User admin logout from STEVE-LENOV(O/192.168.0.51/00-E0-4C-36-1A-8C.

@ Status: service up. Memory: 8 % Disk: 76 % User 0 Start

Stop

Clear Setting

Figure 3-33 Options Menu ltem

3.4.1 Memory
The Memory allocation is displayed for the EMS Server (read only).

Options

Memory 2122 MB

Allocated Memory
Disk Used Memory-

User

1179 MB

Memory Usage: 55 %

Refresh

Figure 3-34 Memory Display

3.4.2 Disk Allocation

The Service Stop and Warning Usage are both writable variables. After changing, click 'Apply".

Options
Memory Service Stop Usage: 99|% [JAuto Restart
Disk Warning Usage: 80 %
User Current Usage: 5%

X

Apply Refresh

Figure 3-35 Disk Display
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3.4.3 User
The User that are logged in along with how long they have been logged in are displayed here.
Options x
Memory Mo. Username From Time (min.)
Disk 1 |admin |WINSERV2016/172 24 1 190/10-7B-__[10048
User
Refresh

Figure 3-36 Users Logged In

3.5 Startup and shutdown EMS

Follow this procedure after the normal installation and broker configuration have been completed (see Chapter 4).

Startup:
1. Make sure the SQL Database is running.

Figure 3-37 Windows Desktop icons
2. Shortcuts to the EMS Server and EMS Client will have been placed on the Desktop during installation.
3. Double-click the "EMS Server" icon to startup the EMS Server Console.

4. Double-click the "EMS Client" icon to start the Element Management Console.
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Shutdown:
Logout and close any Admin or Management consoles, then:

@% Server Console 3.003 { Evaluation ) - ] o
System Tool Help

2018-08-09 09:21:09: Start name service on host 192.168.0.51... OK.

Initial Naming Context:

IOR:000000000000002b49444c3a616d6T2e6172672143617 34e616d696e67 2166160696674 361667465787
44578743a312e30000000000001000000000000009a000102000000000d3139322e3136362e302e353100000384000000
45afabcb000000002000074240000000010000000000000002000000085261674504141000000000d544£616d6595365727
6696365000000000000000800000001000000011400000000000002000000010000002000000000000100010000000205
0100010001002000010108000000010001010000000026000000020002

TransientNameServer: setting port for initial object references to: 900

Ready.
2018-08-09 09:21:09: Check on-line EMS Server.. .OK.
2018-08-09 09:21:10: Start EMS server service...

Loading polling driver <Polling-1= :

... no agents.

Register service broker... OK.

Register service ems... OK.

Check Disk Usage... OK.
2018-08-09 09:21:14: Status: service up.

@ status: service up. Memory: 7 % Disk: 76 % User: 0 Start I Stop I Clear Setting

Figure 3-38 Stopping EMS Server

1. From Server Console, click the 'Stop' button.

% Server Console 3.003 { Evaluation ) - O =

ystem Tool fHelp Z

Exit P 09 21:09: Start name service on host 192 168.0 51 OK. -
itial Naming Context:
R:000000000000002b49444c 3a6i6d672e617267 2143617 34e6160606e67 214661606966 74 3616e7465787
44578743a312e30000000000001000000000000009a000102000000000d3139322e3136382e302e353100000384000000
45afabcb0000000020000f42400000000100000000000000020000000852616774504141000000000d544e616d655365727
6696365000000000000000800000001000000011400000000000002000000010000002000000000000100010000000205
0100010001002000010109000000010001010000000026000000020002
TransientNameServer: setting port for initial object references to: 900
Ready.
2018-08-09 09:21:09: Check on-line EMS Server...OK.
2018-08-09 09:21:10: Start EMS server service...
Loading polling driver <Polling-1= :
... No agents.
Register service broker... OK.
Reqgister service ems... OK.
Check Disk Usage... OK.
2018-08-09 09:21:14: Status: service up.

@ Status: service up. Memory: 9% Disk: 76 % User: 0 Start Stop Clear Setting

Figure 3-39 Close the window by clicking the X" in the upper right corner
Alternately, from the Server Console, click 'System' menu and select 'Exit'.

WARNING: Clicking the "X" will close the Console window and effectively kill the CORBA and Broker server
processes. The CORBA Name Server and Broker Server both run in the "Server Console" window. During normal
server operations, this window may be minimized to the Windows Task bar, but not closed. DO NOT CLOSE THIS
WINDOW or the server will be terminated. The "Server Console" window must remain open or EMS Server is
terminated.

40



Chapter 4 Admin Console Operation

Chapter 4 Admin Console Operation

4.1 Introduction

This chapter will explain in detail all the configuration parameters for the EMS Admin Server. Starting with EMS
version 2.45, the Setup Tool will no longer automatically start the login for the Admin Console. If you are coming
here just to do configuration and the Admin Console is not running, you need to start it with the following
procedure:

1. Make sure the SQL Database is running.
2. On the desktop, double-click the "EMS Server™ icon to startup the EMS Server Console (if not already running).
3. Click the "Setting" button to start the "Admin Console".

o Server Console 3.003 ( Evaluation ) - [m] *

System Tool Help

2018-08-09 09:21:09: Start name service on host 192.168.0.51... OK

Initial Naming Context:

I0R:000000000000002b49444c3a616d67 2617267 2143617 34e6160696e67214e616d696e6 7436627465787
44578743a312e300000000000010000000000000092000102000000000d3139322e3136382e302e353100000384000000
45afabcb00000000200001424000000001000000000000000200000008526f6f74504141000000000d544e616d655365727
6696365000000000000000800000001000000011400000000000002000000010000002000000000000100010000000205
0100010001002000010109000000010001010000000026000000020002

TransieniNameServer: setting port for initial object references to: 900

Ready.

2018-08-09 09:21:09: Check on-line EMS Server._ OK.
2018-08-09 09:21:10: Start EMS server service. ..
Loading polling driver <Polling-1> -
... no agents.

Register service broker... OK.

Register service ems... OK.

Check Disk Usage... OK.

2018-08-09 09:21:14: Status: service up.

O Status: service up. Memory: 9% Disk: 76 % User: 0 Start Stop Clear I Setting I

Figure 4-1 EMS Server Console
(or start Admin Console via Window's All Apps Menu)

B SmartView EMS

Y Eems Admin

1“ EMS Client

Y uninstan
Use the "admin" administrator username and default password "0000" to login.

Login x

Username |admin
Password |@@®®e®

Cancel
Figure 4-2 Admin Login

Admin Console Window (note: runs only on EMS Server)

Broker: Defines server broker's names, IP addresses, polling drivers, active and inactive polling agent lists.

Agent: Defines agent (device) names, IP addresses, and the SNMP parameters (community strings, MIB, etc.).

User: Defines client login username, password and role authority.

Role:  Defines both client and device roles to aid in providing distributed management.

ACL: Access Control List to securely define user login from specific IP and/or MAC address.

User Log: Records client log-in and log-out data time records.

ActionLog: Records every administrative or operational action conducted by any user.

Messengers: When trap alarms occur, they can be sent to those E-mail and SMS account lists according to the filter
conditions.

Event: Administrator may configure very basic 'north bound' functions for forwarding traps from SmartView EMS to
other network management software and for sending log events to a network configured syslog server.

Storage: All functions related to database management are located under this tab

Discovery: This tool helps to find SNMP agents automatically on your network and quickly add to the Agent list.
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4.2. Broker

The Broker setting sets the IP address for EMS to attach to the Database Server. For a default installation, the
Database Server resides on the same physical hardware as the EMS Server and therefore uses the localhost address.

4.2.1 Edit Broker

@ Admin Console v2.89 ( User admin) - o X
System Help
Broker Agent User Role UserLog ActionLog Messengers Event Storage Discovery

Broker

Poliing Agent

Click once to
highlight Broker

(O Server is on-line. Edit Delete

Polling

Then click
"Edit"

No. Name
1 |Polling-1 i |3 I

Edit Delete Poll All Remove Al

Figure 4-3 The Broker Administrator default startup screen

Select the Broker from the "Broker Pane" and then click the "Edit" button. A popup window will appear to modify
the broker contents. A default broker already exists and points to the localhost IP 127.0.0.1. Additional Brokers may be
created. Note: Only one Broker may be active at any one time.

=3

System_Help
Broker Agent User Role UserLog ActionLog Messengers Event Storage Discovery

| Broker Poliing Agent

Enter
address

the
of

IP
the

server, then click

the "OK" button

© Server is on-line.

Poling

Name Broker-1
IP Address [127.0.0.1
ancel

No. Name
1 |Poling-1 1 la il

Add Edit Delete Poll All Remove All

Figure 4-4 Edit Broker Popup

Normally, this item requires no modification. However, in the event the server's IP address needs to be changed, this
is one of the items that must be manually configured. Starting with EMS version 2.45, when the default is selected
during installation, the server's IP address will be the IPv4 local host address, 127.0.0.1. The best performance between
EMS server and Database Server (if installed on the same physical hardware) is realized by using the localhost IP
address.
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4.2.2 Edit Polling Driver

Use this procedure to modify the Polling Driver for the specific Broker.
On the Brokers tab, choose Polling record and press the "Edit" button. Multiple Polling drivers may be created and
specific agents assigned to a specific driver. They all must act under the same Broker however.

@ Admin Censole v289 { User edmin ) - o x
System Help
Broker Agent User Role UserLog Actionlog Messengers Event Storage Discovery

Broker Poling Agent

Click once to
highlight Driver

O Server is on-line. Add Edit Delete

Poling

- ame ervat Secon rea Click "Edit"

Add Edit Ci Delete Poll All Remove Al

Figure 4-5 Modify Driver

Explanation of parameters:

1. The "Name" is the common name given to this polling setup. Default is "Polling-1".

2. The 'Interval Second' is the delay period between when all assigned network elements have been polled and when the
polling starts again. All network elements are polled, one by one. The equivalent action would be if you accessed each
network element and did an SNMP walk of the entire MIB. The EMS will complete the poll of one network element,
before moving on to the next one, then on and on until all elements have been polled. Then it waits the ‘Interval Second'
(delay) before starting to poll all over again. The default is 1 second (1000ms). Increasing this value will increase the
'wait' after all elements have been polled. It should not be less than 1000 milliseconds, otherwise the server will always
be busy polling agent status.

3. The "Timeout Second" is a heartbeat for all agents registered in this driver. If an agent does not respond within the
Timeout period (default 3 seconds), it will be shown as "disconnected". If polling is done over long distance or over a
WAN connection, the timeout value may need to be increased or elements may be shown as disconnected when in fact
they are not.

4. Starting with EMS version 2.45, the SNMP poller has been updated to allow configuring multiple polling "threads".
The idea of using multiple threads is an advantage when polling large numbers of ND (network devices). The polling
cycle for all ND can be reduced significantly. Please note that multiple threads will require both more network
bandwidth, more processing power and more memory from the server. This should not be a problem for servers with 1G
network connections, multiple CPU cores and expanded memory (more than 8GB).

Edit X

Name Polling-1
Interval Second |1
Timeout Second |3
Thread 1

Cancel

Figure 4-6 Edit Polling Pop-up
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4.2.3 Add Polling Driver

Use this procedure to add a Polling Driver for the specific Broker. This may be done when different groups of
equipment may be WAN connected (requiring longer timeout settings) or if more or less threads are required to poll
groups of equipment. Upon installation, a default polling driver has already been installed and configured. It is not
uncommon to have ten or more pollers in a large network with many devices spread over a large geographic area.

On the Brokers tab, choose the Polling record, and press the "Add" button.

@ Admin Console v2.89 ( User admin ) - o x
System Help
Broker Agent User Role Userlog ActionLog Messengers Event Storage Discovery

Broker Poling Agent

No. Name IP Address Enable No Name IP Address Polling Name Poll

Click once to
highlight Polling

(> Server is on-line. Add Edit Delete

Poling

Click "Add" for
additional drivers

-
Add Edit Delete Poll All Remove Al

Figure 4-7 Add Polling Driver

Use the dialogue box to enter the timeout parameters for the new driver. The 'Interval Second' is the delay period
between when all network elements have been polled and when the polling starts again. All network elements are polled,
one by one. The equivalent action would be if you accessed each network element and did an SNMP walk of the entire
MIB. The EMS will complete the poll of one network element, before moving on to the next one, then on and on until
all elements have been polled. Then it waits the 'Interval Second' (delay) before starting to poll all over again. It should
not be less 1000 milliseconds, otherwise the server will be very busy polling agent status and network traffic will be
increased unnecessarily.

Add pod

Name Polling-2 Enter new Polling

Driver name,

Interval seconds,
Timeout seconds
and Threads

—

Interval Second

Timeout Second |3
Thread

Figure 4-8 Add Polling Pop-up

In the above settings, the server will wait 1 seconds after completing a polling cycle. The server will wait 3 seconds
before disconnecting a ND which times out. The poller will use 6 concurrent threads to do ND polling.
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4.3 User Administrator

Users are the clients that run Element Management Consoles (EMC). The default user "admin™ is the super user
with full power. Additional users should be created and given different authorities based on the management needs.

@5 Admin Console v2.87 ( User adrmin ) ( Evaluation Version ) =@ =

System Help

Broker | Agent| User | Role | UserLog | ActionLog | Event | storage | Discovery

RADIUS Autherf kation

[7] Enable RAJIU Authentication

rver IP Address: [10.1.1.1 Port: 1812 Share Secret: |secret

3. The user's
informatién

* Default agminisifator account 'admin' is not supported to be authenticated in RADIUS.
Ints will be updated automatically when user authenticated in RADIUS

Add User ==

Description
administrator

Username | Joe
Password |000®
Description |NOC Admin

Role

Belong To Not Belong To

[Acministrator D 4. Select role
User

and assign to

w
- 5. Click "OK"

to create user

Division [NOC
Phone  |555-1212

admin

i. Select
"User" Tab

Address com

2. Click
"Add" button

Add Edit Delete

Figure 4-9 Adding client users

On the User tab, the default user "admin™ and all EMC Workstation Clients are shown in the User table. Note that
these users are not SQL Server clients. This EMC Workstation User registry is stored in the SQL database and provides
login security for the user terminals. Alternately, RADIUS server can be configured to provide authentication login,
storing user credentials in the AAA server. The Broker administrator can add necessary user logins with specific
privileges, from Administrator to Operator and lastly to normal user. The user ID "admin" cannot be deleted, and it has
the highest priority. An administrator being authenticated via RADIUS cannot use the "admin" username. The "admin"
account is build-in for EMC Admin Console administrator login only. You may add additional users with other login
names and passwords. Note: Only users with administrator Role can add users to the system.

The administrator can select "Edit" to edit existing users or "Add" to setup new user accounts. To delete a user
account, select it with one mouse click, then click the "Delete™ button. A confirmation dialogue box will pop up.

Once a user is deleted, it cannot be undone.
Question &J

A Username: Joe

Delete user?

Motice:
* Systemn will delete all related records to this user!

| OK | I Cancel I

Figure 4-10 Delete User Prompt

Roles will be explained in more detail in the next section. When an admin creates a user, they may be given
‘administrator' role, allowing them to create other users and to add devices into the system to manage. When a user is
assigned the role of ‘operator', they will have read/write access to all devices that have been assigned to them. A user
that has the role 'user' will have read only access to the devices to which they have been assigned.
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4.3.1 Roles

Starting with EMS version 2.81, the concept of role management was added. Different roles may be created, and
those roles may be assigned to users and/or agents (devices). The roles concept, when implemented, enables detailed
distributed management where groups or individual users are assigned control over different levels of management
and/or over groups of network devices. This is especially important when delegating management in a large deployment
of devices.

&5 Admin Console v2.87 ( User admin ) ( Evaluation Version )

system o 3. The Role's | |
BrokerIAgem|User‘ R ‘e‘userLog|Acl\onLog |Evem|stolage|D\5covery‘ { infOI’matiOl’] 4 Se eCt ro e
Roe function and
Name] Description FONor User - Radius ld
\ ‘ " —— assign Usérs
Operator \\ } read-write }Syslem.Nelwmk,Dewc/e/\a m —r 2
User read-only Read-Only 3 f
/ _—
Add Role / Iiﬂ/

v Collect device Performance data
v Check duplicated Inventory serial number
Hsystem Il Network e e q v Edit/Delete Inventory records

Function

< _ 1 Function Description =)
Name Super01
Descri| pllon Operalor forarea 1 syslem
1. Select
"Role" Tab

Network

v Modify Network Tree
Member Non-Member " Configure Topology
oe

User

Device
v Change device configuration
¥ Upgrade device firmware
« ¥ Backup/Restore device parameter

Alarm
v Change Alarm condition

2. Click
"Add" button

T~

— 5 Click "OK"

to create role

Figure 4-11 Adding roles

[ Admin Console v2.87 ( User admin) /\ =B %
2. Highlight a

System Help / )
‘Broker‘ AQRI}UsedRoIeIUser\og Amon,cgd@éggges Event | Stgrage | Discovery
Agent \ /

\0 Name / IP Ag, Type SNMP Version SNMP Port Trap Port
0/100AS-2-193 72 ,221{.193 FRM220-10/100AS-2 1 161 |162
1)\0OEAS-X / 7241195 FRM220A-1000EAS/X |1 161 [162

2\ /L

D
1722416 Generic 1 161 162
172.241.213 e |
172.241.211 | Edit 162

public - |public
172.24.1.207 162 | functigiband
172.24.1.199 I 162 | private
N\ [172.24.1.191 Name: |FMUX04E-213 162 \ move.io
172. ublic
[172.0° 513 Rok .
)1727 MUX04E-213 Role Access =50 Al |6
172 p
1724 | Allow Deny _—
172 e ! b
172 public —Tprivate
15 IGS803SM 1724| [Super01 |private
16 IGS803SM-8PH24 (172 ?
f 17 |IMC1000MS 172, @/temom_op
18 MC1000MS-R 172. ||
19 |MSW-202 172 Y

4. Click "Edit
Role Access"

3. Click "Edit"
button

<

License: 100 Nodes

Select All

Figure 4-12 Placing devices under Roles
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4.3.2 ACL Administration

An access control list (ACL), with respect to a computer file system, is a list of permissions attached to an object. An
ACL specifies which users or system processes are granted access to objects, as well as what operations are allowed on
given objects. Each entry in a typical ACL specifies a subject and an operation. For instance, if a file object has an ACL
that contains (Alice: read,write; Bob: read), this would give Alice permission to read and write the file and Bob to only
read it.(Wikipedia) ACL in EMS server however controls a user's login by locking it to a specific IP address and/or
MAC address. Once specified in the ACL list, this user must login in from the specific IP address and/or MAC address
or they will not be authenticated. The IP address may be a specific IP or a subnet that allows only local users.

o

System Help

Broker Agent User Role ACL ActionLog Messengers Event Storage Discovery
Acess Control List (Allowed)

No. Usemame IP Address MAC Address
1 admin
2

Add

IP Address: Username:
192.168.0.51 joe
(192.168.10.100 or 192.168.10.0/24)
(Leave empty if don't care.)

MAC Address:
00-E0-4C-36-1A-8C
(XK-XX-KK-XK-KK-XK)
(Leave empty if don't care.)

Add Delete

I oK I Cancel

Add Edit Delete

Figure 4-13 Placing users under Access Control List

In the example here, we have locked the user ‘joe' to one specific PC with a fixed IP and MAC Address. Joe cannot

login from any other physical machine. If someone tries to login with Joe's credentials from another PC, the login will
fail.
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4.4 Agent (Device) Administration

4.4.1 Using Discovery to find agents
The discovery feature is used to scan a pre-defined range of IP addresses, looking for and finding any SNMP agents
that match the defined community string.

o Admin Console v2.87 { User admin ) { Evaluation Version )
yen v / 1. Select the

| Broker | Agent| ser | Role | Usertog | ActionLog | Messengers | Event | storage Discovery
Y
Discovery Tab

Search Range SNMP Setting

1P From [h92 168.0 1 To 192168 0254 Community String public Port | 161 Timeout Second 1

Device Managed

" Syshlame. SysLocation

3. Enter the SNMP
R/W community
string

2. Enter the
Search IP range

Device Discovered

L Syshame. SysLocation SrsDescr Type Manage

4. Click the "Start
Search" button

Status = Compleled

Stant Search

Figure 4-14 Discovery

As agents are discovered during scanning, they will be listed, one-by-one under the "Device Discovered" table. Any
agents found that are already registered would display in the "Device Managed" table. The agents "SysName",
"Location" and "SysDescr" are all taken from the standard MIB-2 system parameters (OID contents).

o5 Admin Console v2.42 { User admin ) oo e S
System Help
‘ Broker | Agenll | Userl UserLog | AcllonLogl Sloragel Discovery

Search Range SNMP Setting

IP From 192.168.0.1 To |192.168.0.254 Community String |private Port 161 Timeout Second |1

Device Managed

P SysName SysLocation SysDescr Device

Agents found
from Discovery

Click the agent(s)
to be added to
management

Device Discovered \/—

IF Sysharme Svslocation SysDescr Type

172.241.1 AT-8024M CE0-LAB Allied Telesyn Ethermet Swite... [Unknown L]
1722413 FRM3I01 Rennes Rennes, France FRMZI01 SHMP Agent Wersio... [Unknown ]
1722414 FRM301 Faris Faris, France FRM3I01 SHMP Agent Wersio . [Unknown

172.24.1.15 Fhlx Pariz FParig, France FrUX01A SHMP Agent Fhll:01 A []
17224116 FWL Marseille Marseille, France FRLO01 A SHMP Agent FhIL01 A

17224117 ERMO1 Bordeaus Bordeaux, France ERM-01 SMMF Agent Versio.. |Unknown L]
17224122 ETLO01A Toulouse Toulouse, France ETU-01A SKMP Agent Wersion |[ETUIOTA ]
172.24.1.595 FREMZZ0 CTC Lakh Linux 2.4.20-uc0 #1231 FREMZZ0

Status : Completed Start Search Stop Search

Figure 4-15 Discovery Search Results

48



Chapter 4 Admin Console Operation

Once discovered, click any of the "Manage" buttons, one-by-one, to add these discovered devices to the Managed

Agents window.

@z Admin Console v2.42 ( User admin )

System Help

‘ Broker | Agenll Messengersl Userl UserLog | ActionLog | Sloragel Discovery

Search Range

SNMP Setting

IP From 192.168.0.1 To |182.168.0.254 Community String |private Port 161 Timeout Second |1 1 CI
. Click the
Device Managed Manage CheCk
1 —
LLag SysName Add g Device b
0X .
2. Fillin the Add Agent Name |ISP-1 Port 161 il
D A t IP Address  |192 168 0 252 Trap Port 162
eV Ce gen Agent Type |FRM220 A Read Community |private
d|a| )que bOX Write Community |private
Trap Community |private
Device Discovered \
P = ; / e T Type m4rage
172.24.1.1 AT-5524M /cSﬁ-LAB Allied Telesyn Ethernet Switc... [Unknown
172.241.3 FREM301 Rennes I%nnes, France FRM2Z01 SKMP Agent WVersio... |Unknown
172.24.1.4 FRM301 Faris Aaris, France FREM301T SMMP Agent Versio... |Unknown
172.24.1.15 F LB /|Faris, France FhiL01 A SHMP Agent FRALEO1 A
17224116 MU Marseille ‘Marseille, France FrLO01 A SHMP Agent FhLE01 A
ER&]MQ’JWU@KI to Bohteaux, France ERM-01 SHMP Agent Versio... |Unknown
ETNMD1 NS TDuID\sE,Fram:E ETU-01A SKMP Agent Yersion |[ETUIOTA
172.24.1. FR&IéRg to Managed CTC Lbb Linux 2.4.20-uc0 #1231 FRMZZ0

Aqgents list.

Status : Completed

Start Search Stop Search

Figure 4-16 Discovery Add Agent

1. Agent name: This should be a unique name that makes the device easy to identify. Do not use Chinese or any special
characters in this name. It also makes sense to have the agent name and the SysName be the same as traps and alarms

are shown with the SysName.

2. IP address: This address is set from the auto discovery.
3. Agent Type: This is a pull-down list showing the agent types that the EMS supports. Select the right type for the
discovered equipment. This agent type should be correctly identified from the discovery, but if it is not, correct it.

4. Ports: These are the default SNMP ports and should not need to be changed.
5. Community: These text strings act as passwords for the SNMP protocol. The Write string allows access to the agent

to control the network device.

(e Admin Console v2.42 { User admin ) =
System Help
‘ Broker | Agenll | USerl UserLog | AclionLogl Sluragel Discovery
Search Range SNMP Setting
IP From 192 168.0250 | To 1921680254 Community String | private Port 161 Timeout Second |1
Device Managed
P SysName SysLacation SysDescr Device
192 1680252 [220demo |Unknown |Linux 2 4 20-ucO #1696 lI5P-1
Device Discovered
IP SysMame SyslLocation SysDescr Type Manage
172.24.1.1 AT-8524M CED-LAR Allied Telesyn Ethernet Swite... [Unknown 1
172.241.3 FREM301 Rennes Rennes, France FRM301 SMNMP Agent Wersio . [Unknown
172.24.1.4 FRM201 Paris FParig, France FRM301 SMNMP Agent Versio... |Unknown L]
17224118 FWL Paris Faris, France FRLE01A SHMP Agent FhALE01 A ]
172.24.1.16 FRL Marseille Marseille, France FRLEDTA SHMP Agent FRLLEOTA L
17224117 ERMO1 Bordeaux Bordeaux, France ERM-01 SHMP Agent Versio... |Unknown 1
172 24.1.22 ETUO1A Toulouse Toulouse, France ETU-01A SHMP Agent Wersion |[ETUOTA
172.24.1.55 FRMZ220 CTC Lab Linux 2.4.20-uc0 #1231 FRMZ220 L]
Status © Completed Start Search Stop Search

Figure 4-17 Add Agent Results

49



Chapter 4 Admin Console Operation

4.4.2 Manually Setup Agents
The following explains the method for adding agents manually. Click the 'Agent' tab and click the 'Add' button. Fill
in the dialogue box and click "OK".

o Admn Console v2.87 ( User admin ) ( Evaluation Version ) I

Broker| Agent | user| Role | Usertog | ActionLog | Messengers | Event | storage | Discovery

Agent

SNUP Version  SNMP Port Trap Port

add L]

Hame: ISP-1
Address. 192.168.0.88
Type FRM220

#2. Then click the
"Add" button

#1. Click the
"Agent"” Tab

SNMP Version:  SNMP w2c
7 SN Port 161
Trap Port 162

Read Community: public

Write Community: private

Trap Community. private

Max Repetiions: 10

#3. Fill in the
"Add" dialogue
box

#4. Click "OK"

Select Al

Figure 4-18 Add Agent Results

Device Agents are the network devices which will be managed by the EMS. Give the agent a unique name, enter its
proper IP address, select the device type from the pull-down menu (in this example FRM220) and make sure the
appropriate community strings are entered to manage the agent (depends on the configuration done in the agent itself).
Then click "OK".

4.4.3 Adding Agents to Polling
This procedure is used to add agents to the polling system. After this step the broker server will automatically restart
the service and start polling the device.

& Admin Console v2.42 ( User admin ) =B = |

System Help

Broker ‘Agenll Messengersl Userl UserLog | ActionLog | Slolagel Discovery

Polling Agent

Mame IP Address Enable No Name IP Address Polling Name Poll
92 168.0 4 Fi T 192 168.0.88
192.168.0.48 ]

1. Click the ; DAl
“Brokers" Tab 2. Click the 'Poll
. Enable Pollin
: check box.
Agent Name_[15P-1
© Server is on-line. [ Add ] E Polling Name: ‘Pollng
Polling
No Name Interval Second -
1 |poling-1 s 10 3. Key in the

'Polling' driver

4. Click the 'OK name.

button.

] ton ) [owe |

Figure 4-19 Enable agent polling
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The following procedure will add all agents to the polling list.

" Admin Console v2.42 { User admin ) =@ = |
System Help
Broker | Agent | Messengers | User | UserLog | ActionLog | storage | Discovery
Broker Polling Agent
No. Name IP Address Enable No. Name IP Address Polling Name Poll
1 e 92.168.0.49 v 1 [EEE 192.168.0.88 ]
2 |Broker-2 192 168.0.48 [l
2. Key in the Poll
driver name.
("ot =5
Agent Name ‘AH unpolled agents.

2 Server is on-ine. Add ] Polling Name ‘Ponmg—w

Polling

No. Name Interval Second
1 |Poliing-1 |5

1. Click the 'Poll
All' button.

3. Click "OK"

paa_|[eai [ oate |

Figure 4-20 Add All Agents for Polling

Note: After adding or removing polling units, the broker server will automatically be restarted.

4.4.4 Removing Agents from Polling
To remove individual agents from polling, simply un-check the 'Poll' check box.

To remove all agents from polling, click the 'Remove All' button.

@ Admin Console v2.42 ( User admin ) [=[=] =]
Sysiem Help
Broker ‘ Agenll Mes&engersl Userl UserLog | ActionLog | Sloragel Discovery
Broker Polling Agent
No. Name IP Address Enable No. Name IP Address Polling Name Fall
1 Broke 9 8.0.49 Fl 1 1SP-1 102.168.0.88 Polling-1
2 |Broker-2 192 168 0.48 [
s N
TR ot
@ Disable all agent polling of this broker?

2 Server is on-line. Add =

Cancel

Polling

/
No. Name Interval Second T E-:ysamnd
1 |Polling-1 s [10 /‘

2. Click "OK"

1. Click "Remove
All" button.

[ paw [ es ][ oo |

Figure 4-21 Remove All Polled Agents

Note: After adding or removing polling units, the broker server will automatically restart.
Note: When in 'Evaluation' mode, the maximum polled elements are limited to 15 devices.
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4.4.5 Manually Restarting EMS Server
In the Server Console, click the 'Stop' button. The server is stopped.

r b |

o= Server Conscle v2.42 = (e S

System Tool Help

2012-10-02 11:22:32: Start name service...OK.
Initial Naming Context:
|OR:000000000000002b49444¢ 3a6f6d67 2672672143617 34e6160606e672f4e616d696e67436f6eT465787
44578743a312e30000000000001000000000000009a000102000000000d3139322e3136382e302e34390000038400000
045afabcb0000000020000f42400000000100000000000000020000000852616f74504141000000000d544e616d6553657
276696365000000000000000800000001000000011400000000000002000000010000002000000000000100010000000
2050100010001002000010109000000010001010000000026000000020002
TransientNameServer: setting port for initial object references to: 900
Ready.
2012-10-02 11:22:33: Check on-line EMS Server...OK.
2012-10-02 11:22:33: Start EMS server service...
Loading polling driver <Polling-1= :
... no agents.
Reqgister name service... OK.
2012-10-02 11:22:34: Status: service is up.
2012-10-02 14:02:16: Add Agent <ISP-1, 192.168.0.88, FRM220>... OK.
2012-10-02 14:02:47: Remove Agent <ISP-1, 192 168.0.88, FRM220>... OK.
2012-10-02 14:02:51: Add Agent <ISP-1, 192.168.0.88, FRM220>... OK.
2012-10-02 14:03:26: Remove Agent <ISP-1, 192.168.0.88, FRM220>... OK.
2012-10-02 14:06:27: Add Agent <ISP-1, 192.168.0.88, FRM220>... OK.
2012-10-02 14:06:38: Remove all agents... OK.
2012-10-02 14:09:39: Add Agent <ISP-1, 192.168.0.88, FRM220>... OK.

(> Status: service is up. Start ’ Stop ” Clear H Setting

Figure 4-22 Stopping the EMS Server

In the Server Console, click the 'Start' button. The server is restarted.

r

o= Server Console v2.42 |

System Tool Help

2012-10-02 14:15:24: Start name service...OK.

Initial Naming Context:

IOR:000000000000002b49444c3a6f6d67 22617 267 2143617 34e6160696e67 2f4e616d606e6 743667465787
44578743a312e30000000000001000000000000009a000102000000000d3139322e3136382e302e34390000038400000
045afabcb0000000020000f42400000000100000000000000020000000852616174504141000000000d544e616d6553657
276696365000000000000000800000001000000011400000000000002000000010000002000000000000100010000000
2050100010001002000010109000000010001010000000026000000020002

TransientNameServer: setting port for initial object references to: 900

Ready.
2012-10-02 14:15:25. Check on-line EMS Server...OK.
2012-10-02 14:15:25: Start EMS server service...

Loading polling driver <Polling-1= :

Agent <ISP-1, 192.168.0.88, FRM220>_.. OK.

Register name service . OK_
2012-10-02 14:15:27: Status: service is up.
2012-10-02 14:15:29: Status: service is stopped.

© Status: service is stopped. stop || Clear |’ Setting

Figure 4-23 Restarting the EMS Server
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4.5 E-Mail and SMS Filter Administrator
This section will describe how to setup the E-mail and SMS functions in the EMS and how to use the messengers to
send specific alarms to E-mail and/or SMS messages.

4.5.1. E-Mail Setup

From the Server Administrator select the 'Messengers' tab. With the SMTP tab highlighted, click the 'Add' button

" Admin Console v2.42 ( User admin ) == = |
System Help r—
Broker | Agerg| Messengers |Ilsel| UserlLog | ActionLog | Sloragel Discovery
Server Applied Agents
m name ip_address

enable name host user_account auth_account

"SMTP" Add

\rAdd |[ Eat ][ pekete | [a]lx]

Not Applied Agents

Messenger

—
en{ Add sMTP s it send_phone waork_time  keyword L ip_address
Name SMTP1
Host Address  |211.22.83.78 The SMTP server
User Account user@test.com aram ete rs enter
Auth Account  |user@test.com p
Auth Password |88 888® here
i
, — [ Add |[ Edt || petete |

Figure 4-24 The Messengers Tab
Enter parameters in the "Add SMTP" dialogue box.

SMTP Parameters

1. Name: This is an administrator assigned name for this particular SMTP entry in the EMS system.

2. Host Address: The SMTP Server parameter is the real domain name or IP address of the mail relay server that will
forward mail from the EMS system.

3. User Account: This is the user account used by the SMTP server to send mail.

4. Auth Account: The SMTP Auth account is typically the same as the Sender account. This is the account required for
the SMTP server to accept mail for relay, although it may be without the domain name.

5. Auth Password: The SMTP Auth password is the authentication password that goes with the account name and is
required so the SMTP server will relay the mail from the EMS system.
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4.5.2. SMS Setup
With the SMS tab highlighted, click the 'Add' button. Enter the SMS account details provided by your service
provider. Then click 'OK".

o Admin Console v2.42 ( User admin ) ==

System Help

‘ Broker | Agenl‘ Messengers ‘ Userl UserLog | Acl\unLogl Slolagel Discovery

Server Applied Agents
SMTP| SMS name ip_address

enable name host port auth_account

[ Ak |[ Edgit || Deete | [a]ly]

Messenger Not Applied Agents
enable name type send,mK send_phone work_time  keyword ane ip_address
Add SMS =X
Name SMS
Host Address | 168 95114 The SMS server
_tostPot___[s000 > parameters enter

Auth Account  |ctcu@hinet.net h

Auth Password |0 9000888 ere

[ aga | [ ca | [ oeee |

==

Figure 4-25 Example of SMS configuration

SMS Parameters

1. Name: This is an administrator assigned name for this particular SMS entry in the EMS system.

2. Host Address: The SMS Server parameter is the real domain name or IP address of the SMS messenger server that
will forward messages to the mobile phone system for your area.

3. Host Port: The server port is defined by the ISP that provides the SMS messenger service. The default is port 8000.
4. Auth Account: The sender account is required by the SMS server for authentication and billing when sending
messages.

5. Auth Password: The sender password is required for authentication of the sender account.
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4.5.3. Delivering SMS and SMTP Setup
The 'Messenger' block is used to setup the user who gets messages and for what reasons. In the lower

'Messenger' window, click the 'Add' button. This example sends both an SMS message and Email to the recipient's
phone number and email box, if the alarm message keyword is 'LOS' and if the event happens from 6:30PM until

8:30AM.

ox Admin Conscle v2.42 ( User admin ) =@ = |
System Help
Bmkerl Agenl‘ Messengers ‘ Userl UserLog | ActionLog | Slolagel Discovery
Server Applied Agenis
SMTP | sMs name ip_address
ISP-1 192.168.0.88
enable name host user_account auth_account
211228378 user@test com user@test com
r N
Edit Messenger ==
Name LOS From Time(hh:mm) |18 - a0 -
Type SMTR/SMS - To Time(hh:mm) 08 - 30 -
1 E-mail Address |steve@ctcu.com Message Keyword |LOS -
~Enatsoves Juecg == o | [V
Phone Number |0931005402
Messenger § h- Not Applied Agents
e vpe pame  in adwess
[ ada J[ eat ][ peete |

Figure 4-26 Example of SMS add Messenger (alarm filter)

Following the addition of the Messenger entry, select one of the "Not Applied Agents" and click the Up button.
This Agent will then be in the "Applied Agent" space as shown below. The filter will send the SMS message if LOS is

detected from the applied agent(s) and the other messenger conditions are met.

-
@5 Admin Console v2.42 ( User admin ) [E=RE ==
System Help
Broker | Agem| Messengers | u5e1| UserLog | AcuonLog| Slorage| Discovery
server Applied Agents
SMTP | sMS| name ip_address
enable name host user_account auth_account
SMTP1 |211.22.83.78 luser@test.com luser@test.com
[ ada |[ Edt ][ pelete |
Messenger Not Appli \gents
enable name type send_mail send_phone work_time  keyword m
SMTP/SMS steve@ctcu.com 0031005402 18:30-08... LOS [sp1 192168088 |
[ agg [ Eat |[ peete |

Figure 4-27 SMS Messenger applied to active Agent
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4.6 Viewing and Clearing the User Log

By clicking on the "UserLog" tab in the Admin Console, a complete record of client login & logouts is displayed.
The records include accurate time stamping as well as recording the client's source IP address. The UserLog is stored in
the SQL database. By clicking the "Clear" button, the entries will be permanently deleted from the database. It is also
possible to select specific system time frames for deleting the log entries or by specific client name. A confirmation
popup prevents against accidental erasure. Only an administrator has authority to delete these records. Search function

is supported per user and time.

@ Admin Console v2.42 ( User admin )

B )

System Help

‘ BlokellAgem| | usel| UserLog ‘ AcllonLogl Sloragel D|sacovery|

Search

Time From B Username All "
™ 5

UserLog

Page :1/1 [ First H Last ” Previous H Next ] [ Refresh
No. Time Usemame Action From
1 012-08-24 17:59:40 |admin Client Login 567-050079/192.168.0..
2 012-08-2 203 |admin Client Logout 567-050079/192.168.0
3 012-10-0: admin Client Login 567-050079/192.168.0..
4 012-10-0 admin Client Logout 567-050079/192.168.0
5 012-10-0: steve Client Login 567-050079/ 66.0
[ 012-10-0; steve Client Logout 567-050079/1¢ 68.0
7 012-10-0: 10 _ftom Client Login 567-050079/ 66.0
8 012-10-02 154704 tom Client Logout 567-0: 79/ 68.0

Figure 4-28 Viewing the User Log

4.7 Viewing and Clearing the Action Log

The Action Log can be viewed by clicking on the "ActionLog" tab in the Admin Console. The actions include
accurate time stamping of the time any changes were made to any agents (network devices) as well as recording the
client's name and action performed. The ActionLog is stored in the SQL database. By clicking the "Clear" button, the
entries will be permanently deleted from the database. A confirmation popup prevents against accidental erasure. Only
an administrator has authority to delete these records. Search function is supported per user and/or device and time.

@ Admin Console v2.42 ( User admin )

=

] |

System Help

‘ Bmkerl Agenll | Userl USerLug‘ ActionLog ‘ Sluragel D\scovery‘

Search

Time From B Username  All )
™ L agentrame a1 -
ActionLog
Page:1/1 l First ] [ Last ] [ Previous ] [ Next l [ Refresh
No Time Usemname Agent Name Action
1 012-10-02 16:15:54 |steve ISP 100IPortActiveLocal 0 8 |- active —=» inactive
2 012-10-02 16:16:13 }s»leve ISP- 100lAIsModeLocal 0.7 | disable —> enable
3 012-10-0: 16:63 |steve ISP 1000EASDeviceResetLocal.0.12 |: off —» action
4 012-10-0:; 17.08 }ieve ISP- om04RS232ActiveLocal.0.16 1. enable —> disable
5 012-10-0: 1724 |steve ISP om04Utp1Activelocal 0.16 |- enable —> disable
6 012-10-0: 18:13 |steve ISP- 100IPortActiveLocal.0.8 | inactive > active

Figure 4-29 Viewing the Action Log
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4.8 Event (Forwarding Traps and Syslog)

EMS Server is able to forward traps generated from Agents (devices) to one other NMS (network management

system). EMS Server may also send generated SysLog events to a central SysLog Server as a backup and long-term
storage archive. Click the 'Event' tab in the Admin Console.

@ Admin Console 3.003 (User admin ) ( Evaluation)

System_Help

Broker Agent User Role ACL ActionLog MESSBHQEV‘DVBQS Discovery

Trap Event
Trap Receiver IP: |192.1608.0.10 Port: 162
Community String: | public
Add device name(ASCIl characters).
Event Type:

Trap Forwarding Device Disconnect Device Alarm

SysLog Event
SysLog Server IP: | 192.168.0.263 Port: 514
Event Type:

Type Facility Severity

[ Login 4: security/authorization messages ~| |5 Notice ~
& Logout 4: security/authorization messages v |5 Notice v

[ Configure Parameter  10: security/authorization messages ~| B Critical i~

I Apply Icance\

Figure 4-30 Event Forwarding

Make the appropriate changes for Traps or SysLogs and then click 'Apply".

4.9 Storage (Log and Performance Database Management)

All the alarm and traps will be received by the server and stored into the database in real-time. The Performance
data will also be collected by the server during polling and stored into database from network elements that support
performance monitoring. The function of the Storage tab is to provide database management of the logs and
performance records by selectively erasing records that match a system time window. Excessive traps and performance
data can be cleared from the database under the 'Storage' tab of the Admin Console. All logs, traps and performance can

be cleared or records from specific time frame may be cleared. A confirmation popup prevents against accidental
erasure.

% Admin Cansole 2003 ( User admin ) ( Evaluation )

System He:

Usage Backup Type = () Manual
Database 420 MB

Backup Rule - |Every Day (00.00 AM) -
Log 109 MB Backup Time
7% % Restore Tme
Recorg

Action Log 0 Rows

Alarm Log 0 Rows

Trap 0 Rows
Performance 0 Rows

Inventory 0 Rows

Refresh

Re 5
Keep Record

© 3 month 0 & month ® 12 month FlAction Log © Alarm Log @ Trap

9 Performance 4 PDH Performance & Inventory

Records before
@1 month 0 3 month ©6 montn
O Delete All

Delste

Figure 4-31 Storage Tab
In addition, a backup utility is provided for database maintenance. The database can be backed up or restored and it
may also be exported as a file within the server's filesystem, to a network drive or a portable pendrive for safe keeping.
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4.9.1. Manual Database Backup
From the Admin Console, on the Storage tab, and within the Backup window, click "Backup" button. A
confirmation popup will appear. Confirm by clicking "Yes" and the database will be snap-shot backed up. The backup

location will be in the Program Files\Microsoft SQL Server\ MSSQL12.MSSQLSERVER\MSSQL\Backup folder.
(This assumes the default installation used the included SQL 2014 Express.)

@ Admin Console 3.003  User admin ) ( Evaluation )

- o x
System Help
Broker Agent User Role ACL ActionLog Messengers Event Storage Discovery
Storage Backup
Usage Backup Ty O Automatic
Database 429/ MB Backup Rule - |Every Day (00:00 AM)
Log 1.09|MB Backup Time
Disk : 76| % Restore Time :
Record Restore Import Export
Action Log - 0 Rows
Alarm Log - 0|Rows
=P Question X
Performance P
Inventory '@‘ Backup?
Yes No
Record Reservation Record Deletion
Keep Record Delete Record
O 3 month O 6 month @® 12 month Action Log Alarm Log Trap
Performance PDH Performance Inventory
Records before -
@1 month © 3 month O & month
QO Delete All
Delete

Figure 4-32 Database Backup

Notice: If these buttons appear to be ‘greyed out' it is because the user running EMS is not allowed access to the Backup
folder. Open the Windows File Explorer and browse to either:

C:\Program Files (x86)\Microsoft SQL Server\MSSQL12.MSSQLSERVER\MSSQL\Backup or

C:\Program Files\Microsoft SQL Server\MSSQL12.MSSQLSERVER\MSSQL\Backup

Click on 'Continue'. The backup function will then be available via EMS.

M0-
“ Home Share View [7]
B / Ty New Htem » -
B 0 & cut < B x _4:@ T New item \ﬂ open~  HHselectall
il Copy path £ Easy access ~ Ed Select none
PintoQuick Copy Faste _ Move Copy Delete Rename  New Properties )
access F] Paste shorteut o+ po- - folder - £ invert selection
= open Select
€« A I‘ < Program Files » Microsoft SOL Server » MSSQL12.MSSQLSERVER » MSSQL I v X Search MSSQL »
A Name Date modified Type Size
st Quick access
Backup File folder
Deskto,
= ? Binn File folder
¥ Downloads DATA File folder
&) Documents Install File folder
[&] Pictures JoBS File folder
= PublicFolder Log File folder
Attach Template Data File folder
Metal Videos |%] sql_engine_core_inst_keyfile.dll Application extens 36 KB
WMy CamStudio \
new
Backup X
@ OneDrive
|\, Youdon't currently have permission to
[ This PC Y .
access this folder.
2D Objects
I Deskiop Click Continue to permanently get access to this
folder.
[£] Documents
D Music
=] Pictures
B Videos
‘i, Local Disk (C2)
= PublicFolder (\\c
= Dep/folder (Victe
= Marketing (\\ctc
= Application (\d
= Network Scan Di
v
Sitems 1 item selected E

Figure 4-33 Gain access to Backup folder
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Chapter 5 Using the Element Management Console

This chapter will go through the SmartView Client operation, the EMC (Element Management Console). After the
EMS is configured properly, you may then run the EMC to manage all agent devices supported by CTC Union.

5.1. Run EMC as Local Client

In this example, the Client is run from the EMS server machine itself. Later we will introduce the client installation
and remote login procedure for remote clients.

Step 1. Make sure the EMS environment is already configured. This assumes all steps for "Admin Console", as
explained in Chapter 4, have been completed and that devices have been added under Agents.

Step 2. Double click the 'EMS Server' icon from the server's desktop to start EMS.

Step 3. Start the EMC by double clicking the 'EMS Client' icon from the Window's desktop.

The Element Management Console will open, the client applet will popup and ask you to enter the EMS server's IP,
username and password for authentication. (This user account was set in "Admin Console" client record.) The default
super-user is 'admin' and password is '0000'. If the client is running on the EMS Server, the localhost IP address will
work.

Figure 5-1 EMC Login

Server IP Address: This is the IP address of the EMS Server. If started locally, it is the local server's IP. Clients may
also login remotely, in which case the IP address needs to be that of the EMS Server, not the local PC.

Server Service Port: This is the name service port. The default is 900 and should not need to be entered or changed.
Username: Users are created in the User Administrator of Admin Console. The system default super-user is 'admin'.
Password: A password is required for authentication. The default user ‘admin' has a password of '0000'. It can be
changed and additional users created in the Admin Console. See Chapter 4.
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5.2. Setting Up a Remote Client

5.2.1 Introduction

The normal licensed SmartView EMS supports 25 simultaneous client connections. A client could be run directly on
the same hardware as the server or clients could be run remotely. This section explains how to setup a remote client.

5.2.2 Copy Files
From the original setup media (DVD or extracted files), browse into the EMS folder, then into the EMS_EN folder.

Copy the entire EMS folder to the destination client computer. Place the folder in any convenient location, such as on
the Desktop, in My Documents or root directory, for example in C:\EMS or D:\EMS.

f = [ Bl it
@\;./" | v Computer » 32G(U:) » EMS.CD257En + IRE 2|
Organize = = Open Share with « Mew folder iz o« i l@l
-
- Favorites s Mame Date modified Type
W
',.'J- Recent Places . EMS 4/25/2016 10:36 AM  File folder
& Downloads i e 4/25/201610:36 AM  File folder
Bl Desktop . JavalRE 4/25/2016 10:36 AM  File folder
%3 Dropbox . Manual 4/25/201610:36 AM  File folder
,5QL 4/25/2016 10:37 AM  File folder
= Libraries 4| autorun.inf 7/30/201311:40 AM  Setup Informatio
=) Documents (TC EMS.ico 12/22/20091:35 PM  Icon
rJv- Music Ug EMSInstaller.exe 7/30/201310:33 AM  Application
=] Pictures Ug EMSUninstaller.exe 7/23/20135:26 PM  Application
B Videos 2 | language.ini 9/15/20155:22PM  Configuration sef]
@ Product_Support.pdf 9/15/2015 5:13 PM PDF Document
0@ Hemegroup @ SmartView_Installation_Quick_Guide pdf 9/15/2015 7:46 PM PDF Document
- 4| In 2
EMS Date modified: 4/25/2016 10:36 AM
{ File folder

Figure 5-2 EMS Installation Folder

Bl Desktop
%3 Dropbox

. Libraries
3 Documents
J“- Music
=/ Pictures

E Videos

o@ Homegroup

| EMS_EN

<

EMS_EN Date modified: 4/25/201610:36 AM

{ File folder

I

= | E [t
@Qﬂ |« 32G(U:) » EMS.CD_287En » EMS » ~ |42 |[ Search M5 ol
Organize + = Open Share with « Mew folder =~ [0 @
& Favorites - MName Date modified Type
=] Recent Places LAS (T 4/25/201610:36 AM  File folder
4 Downloads 3 4/25/2016 10:36 AM  File folder

Figure 5-3 EMS_ENGLISH Folder
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ﬂa Homegroup

@uv| J % 32G(U:) » EMS_CD_287En » EMS » EMS_EN » R4 |¢,|| Search EMS_EN o]
Organize = = Open Share with « Mew folder =+ [ @
-
- Favorites Jin Mame Date modified Type
*y
il Recent Places | | EMS I o
& Downloads | —Upgrade
B Deskt Open in new window
esktop
43 Dropbox B Add to VLC media player's Playlist
Open as Notebook in OneMote
=5 Libraries Play with VLC media player
@ Documents 7-Zip D
J’ Music V. Scan for viruses
=] Pictures ¥. Move to Quarantine
B videos
Share with 3
% Homegroup ‘*’K Unlocker
sl < B Addtoarchive... ¢
¥ EMS Date modified: 4/25/2016 10:36 AM E Add to "EMS.rar"
ket .
=~ AzinliT B Compress and email..
b g Compress to "EMS.rar” and email
Send to 3
Create shortcut
Delete
Rename
Properties
Figure 5-4 Copy EMS Folder
=)
G =) sy ~ [ %2 ][ Search ems 2|
Organize = Include in library « Share with = Mew folder == -
9 y
&
X Favorites ol MName Date modified Type
12| Recent Places . audio 4/25/201610:43 AM  File folder
& Downloads i . jreb 4/25/201610:43 AM  File folder
Bl Desktop i J lib 4/25/2016 10:4% AM  File folder
23 Dropbox . manual 4/25/2016 10:49 AM  File folder
. mibs 4/25/2016 10:49 AM  File folder
= Libraries i 4/25/201610:49 AM  File folder
[Z| Documents 4/1/2015 6:45 PM Windows Batch F
J’ Music
[E5] Pictures
E Videos

[

l 7 items

Figure 5-5 Pasted EMS Folder contents (on Desktop in this example)

Right click the "Setup" icon and select "Run as Administrator".
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The "Setup Tool" will start. DO NOT select the "Install Server and Tools" radio button. We are installing a remote
'Client’, not the 'Server'.

1. Select the "Install/Modify Client Management Tools".

2. Click the Server IP Address 'Remote’ radio button.

3. Enter the IP address for the EMS server in the parameter space labeled "Server IP Address” (172.24.1.190 in
this example).

4. If this computer has more than one Ethernet interface (such as a laptop with both LAN and WiFi interfaces),
select the Client IP Address 'Static' radio button and choose the correct LAN IP address from the pull-down menu
(10.8.0.4 VPN connection in the example).

5. If your laptop has 8GB or 16GB of memory, it is OK to increase the client 'Memory Usage' from the default of
512MB to 1024MB.
@5 Setup 3.003 - b4
1 Language English
\ Installation Option
Install Server and Tools
Instal/Modify Server Management Tools 2 3

@ Install/Modify Client Management Tools

Parameter Setting

Server IP Address O Local 172.24.1.190

Name Service Port 900 !

Client IP Address O Default I ® static (10.8.0.4 v I
Client Service Port ® Default O Static

Memory Allocation Client 1024 MB

Install Cancel

Figure 5-6 Setup Tool

6. Click 'Install’ and the "client.bat" file will be created.

Installation

2018-08-09 14:43:04: Installation option._. Install/Modify Server Management Tools.
2018-08-09 14:43:04: Installing Management tools...

2018-08-09 14:43:05: Configuration created... jenv.bat.

2018-08-09 14:43:05: Configuration created... client.bat.

2018-08-09 14:43:05: Installation succeed.

Information X

‘-ﬁ-l Installation succeed.

—

< Back Exit

Figure 5-7 EMS Client Installation Complete

Click the 'OK" button and then 'Exit'.
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If checking the client EMS folder, an extra file is created by the Setup Tool.

I [ =1 Application Tools ~ EMS - [m] X
Home Share View Manage (7]
L\"‘__I _‘ o Cut 4 i x @ 7 New item ~ \ﬂ (= open »  Hselectan
w.. Copy path T | Easy access = A4 Edit Select none
Fi ck Copy Paste [£] Paste shortaut !\:z\ie Ctt:]p'y' De\vete Rename fgleduzr Pmpfrt\es & Histary EFInvertselect\on
Clipboard Organize New Open Select
1+ » EMS v O Search EMS y-l
al Name h Date modified Type Size
3t Quick access
B Desktop audio ) PM File folder
jre File falder
¥ Downloads lib File folder
= Documents manual File folder
=] Pictures mibs File folder
~ICS =
Audio [%] client.bat : Windows Batch File TKB
— _ A »
Cubase Projects v
EMS_DOCS
@ OneDrive
[ This PC
B 3D Objects
[ Desktop
£/ Documents
Sitems  1item selected 103 bytes =

Figure 5-8 EMS Installation Folder
To start the remote client, double click the "client" icon.

Enter the username and password to login (must be valid user created within the server's Admin Console or the
admin user. Continue in this chapter with the client operation.

Legin

Server IP Address 172241190
Server Service Port |900
Username steve
Password (1 1] ]

Figure 5-9 EMS Client Login
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5.3. Introduction to the EMC GUI Interface

@ Element Management Console 3.020 ( Ugiisteve ) - o x
System Tool Help | A B

Network Alarm Trap Inventory Administration

xETsssaaEirosa 1O

root ] Rack 0 Local ,.
=-M Lab
=M Industrial
=8 Rack1 Local
1GS-16043L 4 1,208, UTP1 Link Down.
1GS4048i R 214, Power2 Off.
1GS803sl UTP1 Link Down_
1GS803s 724.1.209, UTP1 Link Down.
1GS8128M-213, 172.24.1 213, Power2 Off.
IMC1000MS, 17224 1 202, Disconnect
IMC1000MS-R, 17224 1 203, Disconnect
Generic
=M Telecom
Rack4
FRM220-Ch20, 172.24 1.191
Rack 0
Local
Remote
FRM220-Ch08, 17224 1.199
FRMZZ0-ChoO4A. 172241207
FRM220-CHO2, 172 24 1 211
FRM220A-192, 172.24.1.192
1000EAS/X-195, 17224 1 195
1000EAS/X-1-201, 172.24 1 201
GSW-1005M, 172.24.1.204
MSW4424C-212, 172.24.1.212, Power2 Off.
MSW-202, 172.24.1.196, UTP3 Link Down.
MSW-404, 172.24 1,194, Fiber1 Link Down v
< >

union

FRM220-Ch20

Alarm List

Rack 0 Remote
Time Message

-1416:41:18  Alarm1 On.

-2117:10:35 Fiber FEF On.

-14 UTP Link Down.

21

Si
: 4 FRM220-Ch20 172.24.1.191 0 Remote
Remote(A)

n.
ert Link Down.
1ber2 Link Down.

LAN3 port has no link.
Fiber Line Link Down_

Eihar nrntactinn have nn link

Memory Usage: 24 %

Figure 5-10 EMC Introduction

Location A — Pull-down Menus (System, Tool, Help)

Location B — Management Console Function Tabs (Network, Alarm, Trap, Inventory, Administration***)

Location C — Quick Icons and Management Buttons (Trees, Nodes, Alarms, Device, Multi-Device, Topology,
Performance, Network Time Protocol, Upgrading, Parameter Management)

Location D — Root, Nodes and Devices panel

Location E — Device View Panel

Location F — Real time Alarm List

*** Administration from client is a new feature since EMS version 3.016. See section 5.9.
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5.4. Organization of the Console Tree

The system administrator or users can manage their Console tree by adding different groups of objects. This Console
tree is maintained in the SQL database on the EMS server and is available to the client user from any remote client
machine by using their login username.

5.4.1 Adding Trees

The user can create and delete trees using the s% button in management area. Figure 5-12 below shows an
example of how to create a tree.

o= Element Management Console v2.87 { User Joe )

== =

System Tool Help

Network ‘ Alarm | Trap | \nvenlory|

BB 456 Hs|TAEBRAL LD

Add Tree

Mame ‘rool \
Ca\
Location

et g, Click "Add
" Tree"'Button

2. Key-in a name
and click "OK"

Memory Usage: 4 %

Figure 5-11 Creating a tree

Tree.
Once a tree is created, it can be accessed by this user of the EMS.

Nodes.

The User can add or delete nodes using buttons (Location C) in Node management area (Location D, see Figure 5-
10).

When a node is being created, the system will ask for the node type. The EMS supports two node types; "Tree" or
"Agent" type.

Tree node.

A Tree node has only a text description name. Tree nodes are useful in separating equipment by different

geographical location or by equipment types. The node names could be countries, cities, building, room names, device
types, etc.

Agent node.

An Agent node is selected from a list of products that the EMS supports and is currently polling. These will appear in
the right panel. (If no devices have been entered for polling, no agent will be available here. Refer to Chapter 4 and the
specific section 4.4 Agent (Device) Administration to add agents to EMS.)

65



Chapter 5 Using the Element Management Console

5.4.2 Adding Nodes
The user can create and delete nodes using button ‘*» in management area. Figure 5-12 below shows an example

of how to create a node.

=)

-
@ Element Management Console v2.87 { User Joe )

System Tool Help

BRFob b TAEBEAW S

roct Node Type Device List

A Froducts
- Series FOM

Series_Fiber
aqustrial

3. Select the
'‘Add Location'
radio button and
key-in text

© Add Device

D
i series_Generic

1./ First highlight
the Tree

Add ~

2. Then click
"Add Node"
button-

40
Alarm List

Time Message Tocamom

4, Click "Add"
Button

<[ 1 b

Memory Usage: 5 %

Figure 5-12 Creating a Location Node
These nodes help to make the hierarchy of a large tree more manageable and easier to navigate. They also can be
name searched, for added ease in finding equipment.

5.4.3 Adding Agent Nodes
'ﬂr Element Management Console v2.87 ( User Joe ) / d. 5e|eCt the
System Tool Help 1 = 1
Network | Alarm | Trap | Inventory| k Add DeVIce

radio button

BBKG o0 TATEAL LS

Node Type Device Lj

root

) Add Location Series_FOM

Bld-A

FMUX01A
FMUX01APIUS
i+ 3 Fuuxo4
2. Then click © Add Device =] QAUXOAE

i FMUX04E-213, 172.24.1.213
"Add Node"™ ) LR
bUtton | FMUX80

FMUX800
\\ g Series_Fiber
Series_Industrial
Series_PDH
g Series_\WDM
r S; J-M gshl |ght ) Series_Generic
the Node  ..ceee

1.

n

Location

4. Expand the Device
List and highlight the
Agent's name

5. Click
"Add"

< n b

Memory Usage: 11 %

Figure 5-13 Creating an Agent Node
When adding Agent nodes, you could also choose to add any of the intermediate product groups as nodes. However,
in the example above we directly added the network element, the FMUXO04E.
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5.4.4 Example Agent Nodes
Click the "Device View" icon to view device information in the right panel.

@ Element Management Console 3.003 ( User steve) - o X

System Tool Help

Network Alarm Trap Inventory

B84 646474

FRUWZZ0-CRZ0, 172221 197
FRM220-Ch08, 172.24.1.199
FRM220-Ch04A. 172 24 1.207

(019

FRM220-CHO2, 172.24.1.211 3 R 000EAS XL 201 : Local i
FRM220A-192, 17224 1.192 N HW Version FW Version CPLD Version FPGA Version
1000EAS/X-195, 172.24.1.105 3 1.000 1.003 0000 0.000

M 1000easx, 172.24.1.22, Disconnect Function Key

B manae - 01 . Apply Refresh Device Reset Set fo Default Remote H/W Reset

Fiber UTP Device STP 1QVLAN Counters SFP

Status
Link | FEF |RemoleP0wer ‘OAM RLB Status OAMLOOpedl SFP | D/D |

50, 17\24.1.60, Power2 is not working or not in: v inkup | off ok off off yes no
< >
Alarm List | \ Setting Link Loss Forwarding
Time Message Port Active enable - CJUTP Link Loss
— * Fiber port will be disabled.
‘OAM Channel Mode active i
Auto Laser Shutdown disable v
. Remote Loopback Test off v
The Agent node is Speca spesdioos
ad d ed an d Default Port CoS defaultPortCos0 v
connection will be Rate Limt

d f i Ingress Rate Limit (RL) Unlimited
made Tor po | ng Egress Rate Limit (ERL) uniimited
* The Rate Limit is between 64K to 990M. 0 to unlimit

< >

Memory Usage: 12 %

Figure 5-14 Example display of an Agent Node

The following is an example of display of a remote (in-band managed) 1000EAS/X-1 unit.

@ Element Management Console 3.003 ( User steve) - o X

System Tool Help

Network Alarm Trap Inventory

SR+ o beTAEBEAL SO CIC
FRWZ20-Ch20. 172 24 1 191 ~1{ Remote

FRM220-Ch08, 172.24.1.199
FRM220-Ch04A, 172.24.1.207

1000EAS/X-1-201 Remot
FRM220-CHO2, 172.24.1.211 . . i emote i
FRM220A-192, 17224 1192 erLin ¢ HW Version FW Version CPLD Version FPGA Version
1000EAS/X-195, 172.24.1.195 1.000 1.003 0000 0.000

W 1000easx, 172.24.1.22, Disconnect ; Function Key
1O00PASPE1-201, 172241 201 | Apply Refresh Device Reset | Setto Default

MSW-404, 17224 1 194, Fiber1 Link Down
GSW3208M2-216, 172 24 1 216, UTP3 Link Down_ Fiber UTP Device STP 1QVLAN Counters SFP

GSW3208M2-007, 1722417 Status
GSW-1005M, 172.24.1.204, UTP1 Link Down.
MIX210-197, 172.24.1.197, Fibert Link Down Link | FEF | Remote Power | OAM RLB Status | OAM Looped | SFP | D/D |
PHB200-60, 17224 1 60, Power2 is not working or not in: v linkUp off ok off off yes yes
< >
Alarm List Setting Link Loss Forwarding
Time Message Port Active enable CJUTP Link Loss
- | * Fiber port will be disabled
‘OAM Channel Mode passive v
Auto Laser Shutdown disable N
Remote Loopback Test off v
Speed speed1000
Default Port CoS defaultPortCoS-0
Rate Limit
Ingress Rate Limit (IRL) Unlimited
Egress Rate Limit (ERL) Unlimited
* The Rate Limit is between 64K to 990M. O to unlimit.
< >

Memory Usage: 21 %

Figure 5-15 Display example of remote OAM media converter
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The following is an example of display of a full FRM220 CH20 unit with all local and remote converters.

@5 Element Management Console 2003 ( User steve ) - o x

System Tool Help

Network Alarm Trap Inventory
B8+ ooh/TA[EBAL SO Ccrc

IGS-1604SM, 172.24.1.208, UTP3 Link Down. ~|] Rack 0 Local ~
IGSB03SM-8PH24, 172.24.1.200, UTP1 Link Down. P Rack Site.
1GSB125M-213, 172.24.1.213, Power2 Off. FRM220-Ch20 172.24.1.191 0 G
1GS4045M-214, 172.24.1.214, Power2 Off
Generic
Telecom

Local

o

FRM220-Ch04A, 17224 1 207
FRM220-CH0Z, 172.24.1.211
FRM220A-192, 172.24.
1000EAS/X-195, 17224 1.195

1000easx. 17224122

1000EAS/X-1-201, 172.24.1.201

MSW-202, 172.24.1.196, UTP3 Link Down_

MRWL_ANA 475 54 4 404 Fihart | ink Fown @

Alarm List

Time Nessage

8-08-10 14:54:00 |Alarm1 On

-08-10 09 UTP Link Down

-08-10 14:54:09 _ [Fiber Link Down

08 09 [UTP Link Down

has no link.

-08- :54.09 er Line Link Down.

09 channel CH1 port has no |
has no link.

SR SRS

8
gt
.
B

Down
Card Inactive.
09 (Card Inactive
-06- 06__UTP Link Down

'54:09  RS232 port has no link
09 LAN port has no link
09 E1/T1 signal loss.
109 Powert Off.
09 FaultOn
09
09

=
®
5=
2
3

Rack 0 Remote

Selklelsls bkl kel

P Rack Site
FRN220-Ch20 172.24.1.191 0 Remote
Remote(a)

£ gninien

50610 14
05
-08-10

UTP Link Down P: 1 4 B a 0
v o0 Emply y Emply

UTP Link Down. P

SNE

Memory Usage: 31 %

Figure 5-16 Full display example of CH20, local and remote

The following is an example of display of a full FRM220 CHO8 unit with all local and remote converters.

@5 Element Management Console 3.003 ( User steve ) - o x
System Tool Help
Network Alarm Trap Inventory

BA|+ b4 0h

TAEBALL S KO C1C

union
1GS-1604SM, 172.24.1.208, UTP3 Link Down. ~ || Rack0 Local
IGS803SM-8PH24, 172.24.1.200, UTP1 Link Down P Rack Site
1GS8125M-213, 172.24.1.213, Power2 Off. FRM220-Chog 172.24.1.199 0 Wors]
1GS4045M-214, 172.24.1.214, Power2 Off. Local
Generic
=M Telecom
FRM220-Ch20, 172.24.1.191
Il Rack 0
FRM220-CNn0s, 172.24.1
R BRack0

FRM220-Ch04A, 17224 1 207
FRM220-CHO2, 17224 1.211

FRM220A-102, 172.24.1.102 e
1000EAS/X%-195, 172.24.1.195
1NNNaasy 179 94 4 22 e
< > hacello
Alarm List
Time Nessage
201808 Fanta Off. 72.04
2018-06- n1b Off 72.24 Rack 0 Remote
2018-08- arm1 On. :172.24.  Name | e° |
Honk SR G = Name P Rack Site
2018-06-1 er Tx Fail P72 FRM220-Ch08 172.24.1.199 0 Remote
2018-08- er2 Ty Fail. P:172. Remote
2018-08- er3 Link Down. PA72.
2018-08- er4 Link Down. P:A72. i) mie g
308 ber Client Rx Power Eror. X 2 LA
-06- ber port has no link.
3-06- /T1 signal loss.
5-06-10 14:53.50 LAN port has no link.
3-06-10 14:53.50  LAN port has no link
3-08- 53.59 Coax port has no link.
2018-08- 53.50 (Coax port has no link.
< >

Memory Usage: 36 %

Figure 5-17 Full display example of CHO08, local and remote
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5.5. Monitoring and Provisioning via EMC
The following example describes how to enable bandwidth control and do control setting for 10/100i card in

FRM220 chassis. Refer to
FRM220-10/100i card.

Element Management Console v2.42 ( User admin )

the FRM220 NMC Operation Manual for details of the actual functions and settings of the

=&

System Tool Help

Metwork ‘A\arrnl Trapl Performancel PMGraphl

e ucdiin, T gl =AY

root

B city1
E ISP-1, 192.168.0.252
=] Rack 0
i Local

¥ siot 1: NMC: Alarm2 setting

1:Click the
cHassig"™=" P

graRhIISC:§rl19Jt E1 channg
orlselectefromer por np
the node list.
Example,
local slot #2.

Slot 2

HW Version CPLD Version FPGA Version

1.100

Function Key

[ appy || Refresn | | PortReset | [ RemoteHm Reset | | SettoDefaut |

ME———_ Fiber/UTP Tabs

Link |RxAclive| FEF | Remulepuwell Louphackl SFP | D/ID |

link-up off off ok off no no

Setting Rate Limt

Port Active active - IRL: Mo Limit  ERL: No le_ll

I 1 Ingress Rate Limit (IRL) no-limt ~ | Multiple (n=) * |0
Operation Mode switch hd

I 1 Egress Rate Limit (ERL) no-imit ~|  Multiple (n=) * |0

Link Fault Pass Through disable -
_— t *nx 32K, nis between 0 to 255.

Auto Laser Shutdown disable - *nx 512K, nis between 0 to 200.

Loopback Test off -

In Band Management enable hd

Settings available from easy

to use pull-down menus.

Figure 5-18 Point and Click user interface

The interface is very user friendly. Pointing, clicking to open menus, double clicking on slot graphics, "help" items
(with question mark "?") along with informational windows all aid in allowing the network administrator to quickly
configure, monitor and find faults for all active elements on the network supported by the SmartView EMS.

5.5.1 Provisioning example via EMC
The following four step example describes how to configure bandwidth control on a 10/100i media converter, for

10Mbps.

== Element Management Console v2.42 ( User admin )

System Tool Help

Network | Alarm

=l rRacko
¥ Local

W siot 1: NMC: Alarm2

¥ siot 3. 10/1001
¥ siot 4: 1011001
P siot 5: 101001
-9 Slot 6: 1011001
-8 siot 7- 1041001

Slot 8- 10/1001: LAN port ha
Slot 9: 100M: Fiber port has

2. From the pull-down
menu select "n512k"

4. Click "Apply".
CPLD Version A Version
1.100 0.000
Function Key / 3. Key in the n512k
[ apply “T| Refresh | [ PortReset | | Remote HW Reset | [ settoD{ "Rate Limit" (512k x
20=10M)

Status

Link | RxAclwel FEF | RemolePowerl Loopbackl SFP | DD |

nk-up off off ok off no no

Rate Limt

— IRL: No Limit ~ ERL: No Limit ;
I Ingress Rate Limit (IRL] n512k ~  Multiple (n=) = |20
i . g (IRL) A ple (n=)
Egress Rate Limit (ERL) ngi2k ~  Multiple (n=)* |20
2N x 32K, nis between 0 to Ano-limit
ser Shuidown disable between 0 to|n32k
Loopback Test off -
In Band Management enable -

Figure 5-19 Set the Rate Limit Mode (no-limit, 32k or 512k)

69



Chapter 5 Using the Element Management Console

5.5.2 Alarm Handling
When alarms (minor or major) are detected, the tree icons will change color. In the tree, the Green color indicates that
the device has no alarm conditions. The Yellow color is used to indicate minor alarms, while the Red color is used to
indicate major alarms. In the 'Alarm List' frame, all active alarms are listed for the selected equipment (the local
1000EAS/X in this example). In the Alarm list, no color is used to indicate a warning alarm, while Yellow is a minor
alarm and Red is a major alarm.
Alarms are defined in the Alarm Selection by clicking the <!
check boxes for each type and the 'severity' may be selected from a pull-down menu. The "Global Apply" button, will
set that alarm definition for all of the same device types (1000EAS/X in this example).

o
System Tool Help
Network Alarm Trap Inventory

icon. Types of conditions are listed, there are enable

B¢ L OR|TAEBAL SN O Crc
IGS-16048M, 172.24 1 208, UTP3 Link Down | 1000EAS/X-195
IGS803SM-8PH24, 172.24.1.209, UTP1 Link Down
1GS8125M-213, 172.24.1.213, Power2 Off. 1000EASIX-195
IGS404SM-214, 172.24.1.214, Power2 Off Selection Remote B IP

Generic

Telecom
FRM220-Ch20, 172.24.1.191
FRM220-Ch08, 172.24.1.199

o

Device: 1000EAS/X-195 (172.24.1.195)

Location: |Rack 0 System Local

~ Model: FRM220A-1000EAS/X

v Global Apply

<

FRM220-Ch04A, 172.24.1.207
FRM220-CH02, 172.24.1.211 Type Enable ‘ Severity ‘ Interface ‘ Threshoid
I FRIZZORTOZ T2 2T =
1000EAS/X-195. 172.24.1.195 Remote Power Off Major _~§ o
1 .
TP TOTaTTOUDERST - PErZ TR Down Allas DatefTi 12
¥ Remote A- 1000EAS/X: UTP3 Link Down. Setiing Fiber Link Down Major  ~
1000easx, 172.24.1.22 Local s 4
1000EAS/X-1-201, 172.24.1.201 UTP Link Down Mo
MRW_2N? 172 24 1 1GR [ITRA | ink NAwn o RemoteA
< > 1 12
M ~
Alarm List RemoteB Fiber FEF On M inor
12
Time Message Fiber Loopback Test Test ~
18-08-10 17:03:14 }Flherz Link Down ‘IP 172.241
118-08-10 17:03:14  UTP3 Link Down. IP:172.24.1, . 12 12
2018-08-10 15:42:38 |UTP3 Link Down. IP:172.24.1 Fiber Temperature Abnormal (°C) Minor  ~ a0 | [0
2018-08-10 15:42:38|UTP4 Link Down P-172.24.1 12 PR
Fiber Rx Power Low (dBm) Minor  ~ 30] [30
12 1 2
Fiber Rx Power Error (dBm) Major ~ ~ ® Sensitivity @ Sensitivity
O |-40 O [0
I oK Cancel Load Template Load Default Apply

0000

Memory Usage: 14 %

Figure 5-20 Minor alarm indication, shown in Yellow, Major in Red.

5.5.3 Alarm Templates

EMS uses Alarm Templates that are pre-defined for each device type. These templates may be customized by the

client so they are tailored exactly for each application. To view and edit templates, click th€
editor has a pull-down for each device type. Customize the template and click 'Apply'. Exit by clicking 'OK'. The 'Load
Default' button will return the template to EMS default.

Alarm Template X
Type: Standalone v  Template: FRM220A v Global Apply
Type Enable Severity Interface Threshold
12
Power Off Major ~
12
Fan Off Major ~
CPU Temperature Abnormal Critical ;v
Board Temperature Abnormal Minor ~ ~
: 12
Alarm On Minor v
21222324
UTP Link Down Warning ~
25
Fiber Link Down Warning ~
cancel Load Default Apply

Figure 5-21 Edit Alarm Templates for Devices

icon. The template
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5.5.4 Alarm Log

All major and minor alarms are recorded and kept in the database. To view these, just click the 'Alarm' tab.

The export function allows saving the alarm log externally in CSV (comma separated values).

@ Element Management Consale 3,003 { User steve)

Newml< Alarm Irrap Inventory

20160810 14:53:58
34 |+ 12018-08-10 145356
20180810 14:53:58

[+]2018-08-10 14:53:58 |FRM220A-192
'+ 20180810 14:53:58 |FRM220A-192

172.24.1.192
1172241192
172.241.192

Rack.0 Slot:5 Local
[Rack 0 Slot.5 Local
Rack:0 Slot5 Local

8
1000

E1 Alarm GFP LFD (Loss of Frame Delineation’
|E1 Channel CH1 Alarm AIS (Alarm Indication Signal).
E1 Channel CH1 Alarm LOMF (Loss of Multiframe:

Rack.0 Slot.5 Local
Rack 0 Slot.5 Local

E1 Channel CH2 Alarm AlS (Alarm Indication Sigs
E1 Channel CH2 Alarm LOMF (Loss of Multiframe’

Type: @Current  Time: | || pevice Al | severity: [an
O Historical To | || Location: | AIRacks | Alsiots v |[ausites v Ack |an
Alam List
No. Ack Time Device Address Location Message Severity
1 m| ~
1 a
2 a
4 a
Alam sefting is in alarm
Power2 is not working or not instalied
g A Fiber2 Link Down
g AA UTP3 Link Down
g 4R UTP4 Link Down
g A berd Rx Power Low.
4A bert P
A ber2 Link
A UTPS Link D
A UTP4 Link D
i
8
b
20
21
22
23
24

All Events:316  Non-Acked Events:316 &

.

Figure 5-22 Major alarms shown in Red, Minor alarms shown in Yellow, warnings White

5.5.5 Traps

G5 Element Management Console 3003 ( User steve ) - o x
System Tool Help
Network Alarm Trap Inventory
Type: O Current Time: | \D Device: | FRM220-Cn20 (172.24.1.191) v\l Ack: Al %
I ® Historical I To | | e \ Clear
Trap Log
Page : 1/4302 [Frst 7 Previous | mext | Last | Refresn
Mo, Ack - Time Device Address Message Adtor Ak Time
1 O [2018-08TTTTE.30 |[FRM220-Ch20 72.24. lineCardPlug:Chassis0, SIot20, Remote: Card IMC-1000MS Found.
2 [ 20180813 13.3229 FRM220-Ch20 72.24. lineCardUnplug:Chassis0, SIot20, Remote. Card IMIC-1000MS Disconn,
3 018-08-13 07 32 26 |FRM220-Ch20 7224 lineCardPlug Chassis0. 510103, Remole: FMC-10/100i  Found.
4 O 2018-08-13 072931 FRM220-Ch20 7224 lineCardUnplug Chassis0 Remole FMC-10/100i D
5 018-08-11 21:23.42 |FRM220-Ch20 72.24. lineCardPlug:Chassis0, Siol08, RemoteB: Card FMC-10/1001 ___Found.
5 018-08-11 21 22 46 _|FRM220-Ch20 7224 lineCardPlug ChassisD. SIol08. RemoleB Card FMC-100MS Found_
7 O |2018-08-10 092059 [FRM220-Ch20 7224 lineCardPlug Chassis0. Sl0103. Remole: FMC-10/1001 _Found.
8 O 2016-08-10 092004 FRM220-Ch20 72 24 lineCardPlug Chassis0_ Sloi04. Remole: FMC-10/1001  Found.
9 018-08-06 08:46:27 _|FRM220-Ch20 72.24. Warm Start, Chassis0, Device Reboot.
10 018-06-06 08:43 47 |FRM220-Ch20 7224 ‘Chassis0, Siofo5. Loc Link Up_
1 O [2015-08-08 08.39 41 |FRM220-Ch20 7224 Chassis. Siot05. Local Link Down
2 O 2016-08-08 06 38.08 | FRM220-Ch20 72 24 Chassis0_SIo{05, Local Link Up.
13 018-08-06 08:34:37 _|FRM220-Ch20 72.24. Chassis0, Siot05. Local Link Down.
[ 018-08-06 08 33 50 |[FRM220-Ch20 7224 ‘Chassis0_ SIot05. Local Link Up.
15 O |2018-08-08 08 3319 |FRM220-Ch20 72,24 Chassis0. Siot05. Local Link Down
1 018-08-06 08:32'42 _|FRM220-Ch20 72 24 Chassis0_Sioto Link Up_
17 [J 20180808 08:30:23 |FRM220-Ch20 72.24. Chassis0, Siot0
18 018-08-08 08 20 51 _|FRM220-Ch20 7224 Chassis0_Slot0
19 0 [2018-08-08 0 FRM220-Ch20 7294 Chassis0. Siot0
2 018-08-06 0818:06|FRM220-Ch20 72 24 Chassis0_SIotoe
21 [J 20180808 08.18.06 |FRM220-Ch20 72.24. Chassis0, Siotx:
2 018-08-08 0817 41 |FRM220-Ch20 7224 Chassis0_Slot0
2 0 |2018-08-08 08 1650 |FRM220-Ch20 7294 Chassis0. Sot:
24 018-08-06 08:16:03 |FRM220-Ch20 72.24. Chassis0. Sioto
25 [J 20180808 08.15:40 |FRM220-Ch20 72.24. Chassis0, Siot0
2 018-08-08 081517 |FRM220-Ch20 7224 Chassis0_Slot0
27 O |2018-08-08 08 1517 |FRM220-Ch20 7294 Chassis0. Sot:
28 018-08-06 08:14:55 |FRM220-Ch20 72.24. Chassis0. Sloto
29 018-08-06 08 14 35 _|FRM220-Ch20 7224 Chassis0. Sioi
30 0 |2018-08-08 08 1200 [FRM220-Ch20 7224 Chassis0._ Slot0
< >
Export clear

Figure 5-23 View of the Trap window and filters

The trap window has a number of filters that can be applied to view acknowledged traps, un-acknowledged traps,

traps by agent, traps during specific time period or traps by specific message (mask filter).

The 'Export' button will create a CSV (comma separated values) file on the local computer. This file may then be

manipulated or viewed with other software, for example, Microsoft Excel.
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5.5.6 Performance

All the performance values can be monitored and displayed on control template in real-time. However, not all
network elements have performance data. So, for those elements, there is nothing to show. Performance data is typically
limited to transmissions such as G.703 E1 or T1 (DS1) in Access Units as well as optical aggregate performance in
Fiber Optical Multiplexers and SDH Multiplexers. It is also available from RMON data from switches as well as SFP
DDMI data such as temperature and Fiber Rx power.

All the performance records are read and stored in the database at user programmable intervals of 5, 10, 15, 30
minutes or 1 hour. Performance displays are user programmable for 1, 12, 24 hours or 7, 30 days. On the Performances
page, press "Refresh™ to get the current performance records in database. Press "Export"” to get the current performance
records in database and save to files on the local disk. Three format types may be exported; an HTML formatted file
which can be opened in any browser, a simple Text formatted file with an indexed list of all performance records, or
CSV (comma separated values) format which can be opened by spreadsheet software such as Microsoft Excel. The
performance exports can be found in the 'Reports' folder in the root EMS folder.

5.5.7 Setup for Performance Monitoring

In this example, a media converter with SFP that supports DDMI will be monitored for RX power performance.

@& Element Management Console 3,003 ( User steve )

System Tool Help
Network Alarm Trap Inventory

BB+ v bh|T4h mrta:luh%@ CTC

pes— Eperdmance View}e
=3 Telecom
FRM220-Ch20, 172.24.1.191 1000EAS/X-1-201
FRM220-Ch08, 172.24 1 199
FRM220-Ch04A, 17224 1 207
FRM220-CHO2, 172 24 1 211
FRM220A-192, 17224 1192
1000EAS/X-195, 17224 1195

[P Local: 1000EAS/X: Fiber1 Link Down.
1000easx, 172 24 1 22, Disconnect
!DDUEAS/)H—ZDL 17224 1 201
Remole' 1000EAS/X-1
DeyCrr e AT TYe: U1 P3 Link Down Status
MSW-404, 17224 1 194, Fiber1 Link Down
GSW3208M2-216, 172 24 1 216, UTP3 Link Down_

AAWANAMNNT 172244 7 & linkUp oft ok off off yes yes
< >

Remote
HW Version FW Version CPLD Version FPGA Version
1.000 1.003 0.000 0.000
Function Key

Apply Refresh Device Reset | | Set to Default

Fiber UTP Device STP 1QVLAN Counters SFP

Link | FEF ‘RemulePowel OAM RLB Status DAMLDDped‘ SFP ‘ DD ‘

Alarm List Setling Link Loss Forwarding
Time Message Port Active enable CIUTP Link Loss
1 * Fiber port will be disabled.

OAM Channel Mode passive ~
Auto Laser Shutdown disable ~
Remote Loopback Test off ~
Speed speed1000

Default Port CoS defaultPortCoS-0

Rate Limit

Ingress Rate Limit (IRL) Unlimited
Egress Rate Limit (ERL) Unlimited

* The Rate Limit is between 64K to 990M. 0 to unlimit

< >

Memory Usage: 15 %

Figure 5-24 View of device window

Once highlighting the device, click on the i 'performance view icon'.
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@ Element Management Console 3,003 ( User steve - o x
System Tool Help
Network Alarm Trap Inventory
BB+ LG0T AEBANS MO CcTC
Setting x SRR
™ Generic
& M Telecom 3 . -
FRM220.Ch20, 172244 101 Poling Interva} |3 Minutes ~ el: FRM220A-1000EAS/X-1 Time: |1 Hour
FRM220-Ch08, 172.24.1.199 Thread: 2 Type: @ Graph O Record
FRM220-Ch04A, 172.24.1.207
FRM220-CH02, 172.24.1.211 B =
FRM220A-192, 172.24.1.192 54840
1000EAS/X-195, 172.24.1.195 £ 2 [
“[¥ Local: 1000EAS/X: Fibert Link Down. z
W 1000eask, 172.24.1.22, Disconnect z 7224 IFRM220A4000EAS/X
1000EAS/X-1-201, 172.24.1.201 4 O 7224
¥ Local: 1000EAS/X-1 5 72.24.1.211
B dRemote: 1000EAS/X-1 c o ; 24 g;
MSW-202, 172.24.1.196, UTP3 Link Down 5 75241191
MSW-404, 172.24.1.194, Fiber1 Link Down 9 72.241.192
GSW3208M2-216, 172.24.1.216, UTP3 Link Down. 10 O |Gsw-1008M 72.241.204
AR/INANAMINNT 472 244 7 k| GSW-3420FM-206 72.24.1.206
< 12 O |GSW-3424M1-005 722415
e 13 GSW-3424m1-008 722418 eneric
arm Lis! 14 0 |GSW3208M2-007 722417 SW-3208M2
Time Message 15 GSW3208M2-216 72241216 SW-3208M2
16 O [GSw3216M1 72.24. Gener
17 5-16045M 72241208 FS/GS-16045|
18 $404SM-214 72.24.1.214 F
19 58035 72241205
20 O [1GS803SM-8PH24 72241209
21 58125M-213 72241213
22 MC1000MS 72.24.1.202
23 0 MC1000MSR 72.24.1.203
24 O lPM-AE1-221 72241 221
25 PM-1E1-222 7224122
26 ISW-202 72.24.1.196
27 ISW-404 72.24.1.194
28 O MSW-4424A-219 7224
29 SW4424C-212 72241212
30 [MX210-197 72.24.1. v
[——
T
< >
‘ |
Memory Usage: 27 % | setting ‘ Export Previous Next Refresn

Figure 5-25 Setup device for performance monitoring

Click the 'Setting' button to get the popup. Polling interval is set to shortest, i.e., 5 minutes, the device to be polled is
selected by check box and then click 'OK'.

@5 Element Management Console 3.003 ( User steve ) - o X
System Tool Help
Network Alarm Trap Inventory

R4 Hu 0w ThEBEAKS KO CrIc
W Generic "
& Telecom Device: | 1000EAS/X-1-201 (172.241201) v | Paramete Model FRM220A-1000EAS/X-1 Time: |1 Hour -
FRM220-Chi20, 172.24.1.191
FRM220-Ch08, 172.24.1.199 Location: |[Rack 0 |[System | [Remote v| Interface:  Empty Type: ® Graph O Record

FRM220-Ch04A, 172.24.1.207
FRM220-CH02, 172.24.1.211
FRM220A-192, 172.24.1.102 2018-08-13 14:54:36 — 2018-08-13 15:54:36
1000EAS/X-195, 172.24.1.195

~[¥ Local: 1000EAS/X: Fibert Link Down
 1000easy, 172.24.1.22, Disconnect
1000EAS/X-1-201, 172.24.1.201

¥ Local: 1000EAS

- [Remote: 1000EA
MSW-202, 172241 , UTP3 Link Down
MSW-404, 17224 1.194, Fiber1 Link Down
GSW3208M2-216, 172.24. 1216, UTP3 Link Down

RRINAINAMINNT 4722447
< >

Alarm List

Time Message

No Data

< >

Memory Usage: 22 % Setting Export Previous Next Refresn

Figure 5-26 Waiting for performance data
The device is now polled every 5 minutes. We'll need to wait at least 1 hour before any data is available.

Reporting and sorting of performance is accomplished by setting a time window (from and to), by selecting agent
name, and by providing text filter and mask. If no sorting criteria are entered, the display will show all the records.

After 24 hours, we have some data.
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5.5.8 PM Records and Graphs

From the [+ performance view icon', select the device, location, parameter and time period. To view in 'record
H H H n 11
form, i.e., as a table, make sure to click the radio button to "Record".
Device: 1000EAS/X-1-201 (172.24.1.201) | Parametery Fiber Power Rx _ odel: FRM220A-1000EAS/X-1 ITlme: 24 Hour ~ I
Location: |Rack 0 System Remote v | Interface: EmpLy Type: O Graph I@ Recol I
2018-08-13 11:17:34 -- 2018-08-14 11:17:34
Mo. Device Address Type Location Time Parameters Interface l Value I
1 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot.00 Remote [2018-08-13 15.50:16 |Fiber Power Rx 1 -7
2 1000EAS/X-1-201 [172.24 1 201 |FRM220A-1000EAS/X-1__ |[Rack 00 Sloi:00 Remote |2018-08-13 16:04.16 _|Fiber Power Rx 1 -7
3 1000EAS/X-1-201 [172 24 1 201 |FRM220A-1000EAS/X-1  |[Rack00 Slot:00 Remote |2018-08-13 16:09:16 |Fiber Power Rx 1 -7
4 1000EAS/X-1-201 [172.24.1.201 |FRM220A-1000EAS/X-1  |[Rack-00 Sloi:00 Remote |2018-08-13 16:14:16 |Fiber Power Rx 1 -7
5 1000EAS/X-1-201 |172 24 1 201 FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote 16 __|Fiber Power Rx 1 -7
[} 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote [2018-08-13 16:24:16 |Fiber Power Rx 1 -7
rd 1000EAS/X-1-201 |172.24.1.201 |FRM220A-1000EAS/X-1_ |[Rack:00 Sloi:00 Remote |2018-08-13 16:29:16 _|Fiber Power Rx 1 -7
) 1000EAS/X-1-201 [172 24 1 201 |FRM220A-1000EAS/X-1 _ |[Rack00 Slot:00 Remote |2018-08-13 16:34:16 _|Fiber Power Rx 1 -7
9 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot.00 Remote [2018-08-13 16:39:16 |Fiber Power Rx 1 -7
10 1000EAS/X-1-201 [172.24 1 201 |FRM220A-1000EAS/X-1_ |[Rack 00 Sloi:00 Remote |2018-08-13 16:44:16 _|Fiber Power Rx 1 -7
11 1000EAS/X-1-201 [172 24 1 201 |FRM220A-1000EAS/X-1  |[Rack00 Slot:00 Remote |2018-08-13 16:49:16 |Fiber Power Rx 1 -7
12 1000EAS/X-1-201 [172.24.1.201 |FRM220A-1000EAS/X-1  |[Rack-00 Sloi:00 Remote |2018-08-13 16:54.16 |Fiber Power Rx 1 -7
13 1000EAS/X-1-201 |172 24 1 201 FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote Fiber Power Rx 1 -7
14 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote Fiber Power Rx 1 -7
15 1000EAS/X-1-201 |172.24.1.201 FRM220A-1000EAS/X-1 _ |Rack:00 Slot:00 Remote Fiber Power Rx 1 -7
16 1000EAS/X-1-201 |172 24 1 201 FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote Fiber Power Rx 1 -7
17 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot.00 Remote Fiber Power Rx 1 -7
18 1000EAS/MX-1-201 |172 24 1. 201 FRMZ220A-1000EAS/X-1 _ |Rack 00 Slot:00 Remote 5 Fiber Power Rx 1 -7
19 1000EAS/X-1-201 [172 24 1 201 |FRM220A-1000EAS/X-1  |[Rack00 Slot:00 Remote |2018-08-13 17:20:16 |Fiber Power Rx 1 -7
20 1000EAS/X-1-201 [172.24.1.201 |FRM220A-1000EAS/X-1  |[Rack-00 Sloi:00 Remote |2018-08-13 17:34.16 |Fiber Power Rx 1 -7
21 1000EAS/X-1-201 [172 24 1 201 |FRM220A-1000EAS/X-1_ |[Rack 00 Slot:00 Remote |2018-08-13 17:39:16 _|Fiber Power Rx 1 -7
2 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote Fiber Power Rx 1 -7
23 1000EAS/X-1-201 |172.24.1.201 FRM220A-1000EAS/X-1 _ |Rack:00 Slot:00 Remote Fiber Power Rx 1 -7
24 1000EAS/X-1-201 |172 24 1 201 FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote Fiber Power Rx 1 -7
25 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot.00 Remote Fiber Power Rx 1 -7
26 1000EAS/MX-1-201 |172 24 1. 201 FRMZ220A-1000EAS/X-1 _ |Rack 00 Slot:00 Remote Fiber Power Rx 1 -7
27 1000EAS/X-1-201 |172 24 1 201 FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote Fiber Power Rx 1 -7
28 1000EAS/X-1-201 [172.24.1.201 |FRM220A-1000EAS/X-1  |[Rack00 Sloi:00 Remote |2018-08-13 181 Fiber Power Rx 1 -7
29 1000EAS/X-1-201 [172 24 1 201 FRM220A-1000EAS/X-1_ |Rack00 Slot:00 Remote |2018-08-13 18:1 Fiber Power Rx 1 -7
30 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote [2018-08-13 18:24:16 |Fiber Power Rx 1 -7
31 1000EAS/X-1-201 |172.24.1.201 |FRM220A-1000EAS/X-1_ |[Rack:00 Sloi:00 Remote |2018-08-13 18:29:16 |Fiber Power Rx 1 -7
32 1000EAS/X-1-201 [172 24 1 201 |FRM220A-1000EAS/X-1 _ |[Rack00 Slot:00 Remote |2018-08-13 18:34:16 _|Fiber Power Rx 1 -7
33 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot.00 Remote [2018-08-13 18.39:16 |Fiber Power Rx 1 -7
34 1000EAS/X-1-201 |172.24 1 201 |FRM220A-1000EAS/X-1__ |[Rack 00 Sloi:00 Remote |2018-08-13 184416 |Fiber Power Rx 1 -7
£ ANONEAGY 4 204 479 74 4 N4 |EDMAONA ANANEACY 4 |Dack-NN Clnt-N0 Damnata DN48 N8 12 48-40-46 |Eihar Dawar D 1 2
Setting Export Previous Next Refresh

The above is an example of RX power on an 1000EAS/X-1 SFP in Port 1 over a 24 hour period and it remains at -

Figure 5-27 View of Performance Record

7dBm.
Device: |1000EAS/X-1-201 (172.24.1.201) ~ Parameler Model: FRM220A-1000EAS/X-1  Time: 24 Hour i
Location: |Rack 0 System Remote ~ |Interface:  Emply Type: O Graph
2018-08-13 12:21:40 — 2018-08-14 12:21:40
Mo, Device Address Type Location Time Parameters Int. Value
1 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1 |Rack00 Slot:00 Remote  |2018-08-14 12:19:16  |UTP RMON In__ |1 155268311045
2 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1 _ |Rack00 Slot:00 Remote  |2018-08-14 12:14:16  |UTP RMON In__ |1 155266253912
3 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 12:09:16 |[UTPRMONIn |1 |155264484397
4 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote | 2018-08-14 12:04:16 |UTP RMON In__ |1 155262719685
5 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1 _ |Rack00 Slot:00 Remote  |2018-08-14 11:59:16  |UTP RMON In__ |1 155260927973
6 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 11:54:16 |UTPRMONIn |1 155250097722
7 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1 |Rack00 Slot:00 Remote | 2018-08-14 11:49:16  |UTP RMON In__ |1 155257205809
8 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote  |2018-08-14 11:44:16 |UTP RMON In_ |1 155255521729
9 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 11:39:16 |[UTPRMONIn |1 155253745248
10 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1 |Rack00 Slot:00 Remote | 2018-08-14 11:34:16  |UTP RMON In__ |1 155251956651
i 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote  |2018-08-14 11:29:16  |UTP RMON In__ |1 155250157714
12 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 11:24:16 |UTPRMONIn |1 155248352715
13 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1 |Rack00 Slot:00 Remote | 2018-08-14 11:19:16  |UTP RMON In__ |1 155246583083
14 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote  |2018-08-14 11:14:16  |UTP RMON In__ |1 155244426482
15 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 11:09:16 |[UTPRMONIn |1 |155217400495
18 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1 |Rack00 Slot:00 Remote | 2018-08-14 11:04:16 |UTP RMON In__ |1 155217077334
17 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote  |2018-08-14 10:59:16  |UTP RMON In__ |1 155216766155
18 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 10:54:16 |[UTPRMONIn |1 155216453304
19 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote | 2018-08-14 10:49:16  |UTP RMON In__ |1 155216128880
20 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote  |2018-08-14 10:44:16  |UTP RMON In__ |1 155215809087
21 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 10:39:16 |[UTPRMONIn |1 155215490579
22 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1 |Rack00 Slot:00 Remote | 2018-08-14 10:34:16 |UTP RMON In__ |1 155215152260
23 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote  |2018-08-14 10:29:16  |UTP RMON In__ |1 155214766964
24 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 10:24:16 [UTPRMONIn |1 155214398647
25 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1 |Rack00 Slot:00 Remote  |2018-08-14 10:19:16  |UTP RMON In__ |1 155214013343
26 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote  |2018-08-14 10:14:16  |UTP RMON In__ |1 155213693156
27 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 10:09:16 |[UTPRMONIn |1 155213373627
28 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1 |Rack:00 Slot:00 Remote | 2018-08-14 10:04:16  |UTP RMON In__ |1 155213047222
29 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote  |2018-08-14 09:59:16  |UTP RMON In__ |1 155211954277
30 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 09:54:16 |[UTPRMONIn |1 155210145653
31 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1 |Rack00 Slot:00 Remote | 2018-08-14 09:49:16 |UTP RMON In__ |1 155208365580
32 1000EAS/X-1-201 |172.24 1.201 |[FRM220A-1000EAS/X-1  |Rack00 Slot:00 Remote  |2018-08-14 094416 |UTP RMON In__ |1 155206613845
33 1000EAS/X-1-201 [172.24.1.201 |[FRM220A-1000EAS/X-1  |Rack:00 Slot:00 Remote  |2018-08-14 09:39:16 |[UTPRMONIn |1 155204850763
34 1000EAS/X-1-201 [172.24 1 201 |[FRM220A-1000EAS/X-1 |Rack00 Slot:00 Remote  |2018-08-14 09:34:16  |UTP RMON In__ |1 155175477448
& 1NANNEAS/Y 4 201 179 24 1 201 |EDM220A ANANEAG 1 |Dark-N0 QIntNA Damata 12018 N8 14 NO-20-16 _|LITD DMAKIn 1 185175126018

Figure 5-28 Another view of Performance Record

This example shows the increasing ingress RMON byte counter for the UTP port.

74




Chapter 5 Using the Element Management Console

We could also display this as a graph. Simply click the ‘graph’ radio button.

Device: |1000EAS/X-1-201 (172.24.1.201) ~ | Parameters: ilUTP RMON Out :v Model: FRM220A-1000EAS/X-1 Time: | 7 Day ~
Location: |Rack 0 System Local v | Interfacez  Empty Type: ® Graph JO Record
2018-08-10 16:27:22 — 2018-08-17 16:27:22
<}
146.0]
1459
1458
1457
1456
1455]
1454,
550.06 211916 D23%06 DS0416 132416 1344l D009 D52016 104016 161416 213416 D25006 Dedplé 133006 190416 DO2416 DS44lé 110918
0313 0813 0814 0314 0314 0314 0815 0815 0815 0815 0815 0316 0316 0316 081§ 0817 0317 0317
UTP RMON Out
Setting I Export I Previous Next Refresh

Figure 5-29 RMON counter graph

Let's say we want a graph that shows throughput over time. We can export this data, which is just an increasing
counter, sampled every 5 minutes for 24 hours. We can manipulate the data in Excel to take the change of each interval,
multiply each value by 8 (change bytes to bits) and divide by 300 (300 seconds equals 5 minutes) and have data to
display bits per second over 24 hours.

= # B weple | 3 B | Normal Bad Good Neutra ] % b [R] | Aot - by O
= T Fa-
ST ElMageacom - - % o % Jj Comdions Fomst e [T 3 Note et Deite Format Sot& Find&
Formatting+ Table * - - . Clear Fifter ~ Select -
[ sutes cais esting -
i the comma-defmited (s format.To presere these fetuse,save it an xcelfeformat. | _Oomt snawagain | | Save s x
o1 B N
A s c o e ’ s ] ! ) x L w N a 3 a " s T
ime WMON Counter Interval Differance s
2 8/13/2018 15:59 155125884245 248570 6629
3 s/mmien 155126092815 2480 a5
4 shafmisies 1512633055 arase s gps
5 snymsis 155126554175 umm 6557
6 B/13/2018 16:39 155126831561 239181 6378
7 8/13/2018 16:24 155127070742 250454 6679
8 snmwies 155127321196 25315 6638 pooooo
9 8/13/2018 16:34 155127570511 241372 6437
0 s/ansiss 1551781188 28206 an
n 8/13/2018 16:44 155128051085 251997 720 0000
2 sy 1sS 155128303056 2275 674
1 s isse 155128545851 22827 an
18] 8130181659 155126788678 248501 sz 0
15 a1 155125037269 w92 6335
6 s/3/a081709 155125280861 27 PR R—
1 sjuapmsiri 155128522337 Py 6653
] 8/13/2018 1719 155129772823 250226 6673
B s 155130023049 23636 o oo
20 8/13/2018 17:29 155130266685 246630 €577
2 s 154130513325 amsas s61z )
2 8/13/2018 17:35 155130761275 242552 6468 o
] B/13/2018 17:44 155131003831 252889 674
2| 830181749 155131256720 2297 655 -
25| af13/01817:54 155131504017 248990 6630 B
% 8/13/2018 17:59 155131753007 233865 6236
F2l 8/13/2018 18:04 155131986872 236956 6319 100000
3 safmsises 154132223828 3008 6230
3 anamsIs 155132057436 w70 6313
20| 813/20181519 155132694156 24353 249 L — -
n 8/13/2018 18:24 155132928509 238348 6an SnfmELeN - i B By
32 8(13/2018 18:29 155133167457 233781 6233
3| s/msiEm 155133401198 29982 5200
3 wn/meies 155133641180 2175 6134
3 s/ s 15413387445 e e
3% any/misises 155130113405 2516 6254
pmParametsrlog 2018014124857 | (@
Aoy £ P "

Figure 5-30 Using Excel to manipulate data and build a BPS graph
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Figure 5-31 Microsoft Excel graph to show bits per second over 24 hour period

Performance monitoring is not available with all devices. However, when it is available, it can be used to monitor
throughput trends, SFP temperatures and Rx Power figures and other "performance" related data. This is a very
powerful tool and by exporting data, many different graphs can be realized.
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5.6 Upgrade View
A few products support scheduling updates, such as FRM220 NMC cards, FRM220A-1000EAS/X, All IFS/IGS
Managed Industrial Switches, MSW-4424A, MSW-202/404 and MX210.

pree

Get to the Upgrade View by clicking the Upgrade View icon. If possible, key in now the IP address for the
TFTP Server which will be used and that has the proper image files loaded on it.

@5 Element Management Console 3.003 ( User steve) - o x
System Tool Help
Network Alarm Trap Inventory
B8+ ot vn|TamBA LSO CTc
union
WMCTOUONS, 17224 1202, Disconnect Upgrade View]
W IMC1000MS-R, 172 241203, Disconnect e
W Generic Device
ER I Telecom Add Delete Delete All Up Down
-9 Rackd
- FRM220-Ch20, 172.24.1.191 No. Device Address Type Version
FRM220-Ch08, 172.24.1.199
-1 FRM220-ChO4A, 172.24.1.207
FRM220-CHO2, 172.24.1.211
FRM220A-102, 172.24.1.192
M 1000EAS/X-195, 172.24.1.195
(¥ Local: 1000EASKX: Fibert Link Down
1000EAS/X-1-201, 172.24.1.201
GSW-1005M, 172.24.1.204, UTP1 Link Down
MSW4424C-212, 172.24.1.212, Fiber26 Rx Power Emc
MSW-202, 172.24.1.196, UTP3 Link Down
MSW-404, 172.24.1.194, Fiber1 Link Down. v
< >
Alarm List
Time Nessage
ISW-202, 1
SW-404, 1
X210-107
PHB200-60, Setting
GSW3208M3
SW-4424A
| Type:  |Device ~| | TFTP Server IP:[172.24.1.254 interval (sec): |3
Location: |System | |Local TFTP Filename: Image1000x.050
I [ Scheduler: 2018-08-01 00:57-27 I
>
Memory Usage: 30 % Apply Refresh

Figure 5-32 Upgrade View Panel

5.6.1 Add Devices
Step 1. In the Setting tab, click the Add button in the Device window.

o5 fleme g - O X
System Tool Help
Network Alarm Trap Inventory
BB+ oL beTAEBALEHO Crc
WIMCI00UMS, 172.24 7202, Disconnect N -
Settin
W IMC1000MS-R, 17224 1.203, Disconnect 9 IJpgrade
W Generic. Device Add ~
E I Add |
=W Rack4
FRM220-Ch20, 172.24.1.191 No. yPe: [k MZZnASNUOEE AR Version
FRM220-Ch8, 172.24.1.199 No. Device Address Type Version
-
M FRM220-Ch04A, 172.24.1.207 PR 1000EAS/X-195 [172241195  |FRM220A-1000EASIX  [1.044
FRM220-CH02, 172.24.1.211 2| 1000easx [172.24122 |FRM220A-1000EASIX |
FRM220A192, 172.24.1.192
=M 1000EAS/X-195, 172.24.1.195
[P Local: 1000EAS/X: Fiber1 Link Down
1000EAS/X-1-201, 172.24.1 201
GSW-1005M, 172.24.1.204, UTP1 Link Down
MSW4424C-212, 172.24.1.212, Fiber26 Rx Power Errc
MSW-202, 172.24 1.196, UTP3 Link Down._
MSW-404, 172.24.1.194, Fibert Link Down v
< >
Alarm List
Message
Maijor A
MSW-404, 1
arning Alarm Mx210-197. | | | ————
Minor Alarm PHB200-60. Setting 2
arning Alarm |Gswaz08mz
arning Alarm [MSW-4424A;
Type: Devi
Location: | Syst
Scheduler
< > | L
Memory Usage: 19 % Apply [REET

Figure 5-33 Add Device

Step 2. Select the device type from the Type pulldown menu.
Step 3. Check the units that will be upgraded.
Step 4. Click OK.
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@ Element Management Console 3.003 ( User steve )

- o x
System Tool Help
Network Alarm Trap Inventory
BB+ b L0w|TABBEALT KO CIc

WTMCTO00MS, 172241202,
M IMC1000MS-R. 172 24.1.203, Disconnect

~ | Setting Upgrade

W Generic i
o. Add || Delete Delete Al wp Down
59 Rackd

FRM220-Ch20, 172.24.1.191 N. Device Address Tipe Version
FRM220-Ch08, 17224 1199 1
FRM220-Ch04A, 172.24.1.207
FRM220-CHO2, 172.24.1.211
RM220A-102, 172.24.1.102
=1 1000EAS/X-195, 172.24.1.195
Local: 1000EAS/X: Fiber1 Link Down.
1000EAS/X-1-201, 172.24.1 201
GSW-1005M, 172.24.1.204, UTP1 Link Down.
W MSW4424C-212, 172.24.1.212, Fiber26 Rx Power Errc
MSW-202, 172.24.1.196, UTP3 Link Down.
MSW-404, 172.24.1.194, Fiber1 Link Down v
< >

Alarm List

Time Message

2018-08-10 14:53:57 MinorAlarm  FRM220-ChC

aming Alarm
407 aming Alarm
406 aming Alarm

IS
@
&

- nor Alarm [ Setting
20 54:01_Warning Alarm
20 4 40 Warning Alarm
Type:  |Device v | TFTP Server IP: 172.24.1.254 Interval (sec): 3

Location: |System | |Local tFrP Filename: Image1000x.050 I

Iscnedmer 2018-08-01 09:57:27 | .. I

<

Memory Usage: 20 % I Apply I Refresh
Figure 5-34 Scheduling and filename

5.6.2 Set Scheduling

Step 5. Enter the correct filename for the firmware image located on the TFTP Server.
Step 6. Setup the Scheduler, the button will call up a popup to aid in entering the exact date and time.

% Time it
Year 08 ~ Month 01 v Day
09 ~ | Hour 57 ~  Minute 27 v~ | Second
OK Cancel

Figure 5-35 Time Entry
Step 7. Click Apply.

@ Element Management Console 3,003 ( User steve) - o x
System Tool Help
Network Alarm Trap  Inventory
BBe bt bnTAHBALERO crc
WIMCTOOOMS, 172 241207, Disconnect ~[{ setiing| Upgrade
M IMC1000MS-R, 172.24.1.203, Disconnect
™ Generic
No. Device Address Tipe Location Command Time Previous Version
&M Rackd 1 |1000EAS/X-195 172.24.1.195 |[FRM220A-1000EAS/X  |Device | | |
FRM220-Ch20, 172.24.1.191
FRM220-Cho8, 172.24.1.199
FRM220-Ch04A, 172.24.1.207
FRM220-CHO2, 172.24.1.211
FRM220A-192, 172.24.1.192
W 1000EAS/X-195, 172.24.1.195
Local: 1000EAS/X: Fiber1 Link Down
1000EAS/X-1-201, 172.24.1.201
GSW-1005M, 172.24.1.204, UTP1 Link Down.
W MSWA4424C-212, 172.24.1.212, Fiber26 Rx Power Errc
MSW-202, 172.24.1.196, UTP3 Link Down.
MSW-404, 172.24.1.194, Fibert Link Down v
< >
Alarm List
Time Message
2018-08-10 14:53:57 MinorAlarm _____________FRM220-ChC
018-08-10 14:53:57 [Waming Alarm _ [GSW-1005M
018-08-10 14°53:50 Waming Alarm __ [MSW-202, 1
018-08-10 14.54:07 Waming Alarm _ MISW-404, 1
018-08-10 14:54:06 _Warming Alarm __________ MX210-197.
2018-08-10 14:53:56 Minor Alarm _ |PHB200-60,
018-08-10 14:54:01 Waming Alarm _ [GSW3208Mz
018-08-14 10:33:40 Waming Alarm — [MSW-4424A
< >
< >
oy I Upgrade I Stop Refresh

Figure 5-36 Upgrade Window

Step 8. Click the Upgrade tab and view the devices set for upgrade.
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5.6.3 Upgrade

Step 9. Click Upgrade.

Question X

o

[ | Upgrade device firmware?

& Type: FRMZ20A-1000EAS/X Device.
Time: 2018-08-17 16:52:01.

Cancel
Figure 5-37 Confirmation Dialog Box

Sefting Upgrade

No. Device Address Type Location Command Time Previous Version Current Version Status
1 1000EAS/X-195 172.24 1 195 FRM220A-1000EAS/X Device 2018-08-17 16:562.01 1,044 Programming.25%

Figure 5-38 Programming

5.6.4 Upgrade Status
Following the upgrade, the status for all upgraded devices will be displayed. Normal status is a success. The previous
and new versions are both reported.

Setting Upgrade

No. Device Address Type Location Command Time Previous Version Current Version Status
1 1000EAS/X-195 172241195 FRM220A-1000EAS/X Device 2018-08-17 16:52.01  1.044

Figure 5-39 Upgrade Status

5.7 Parameter Management

Open the Parameter Management window by clicking on the: 44 icon. EMS is able to backup, restore and copy
configurations for the FRM220 family.

o= Element Management Console 3.003 ( User steve ) - o x
System Tool Help
Network Alarm Trap Inventory

a8+ b¢oTalnmar dup) C1c
=W MCT000MS, 172.24.1.202, Discont »
M IMC1000MS-R, 172.24.1.203, Disce . el Jresiore cons
W Generic
&1 Telecom Device: ‘FRMZZG—ChZ(] (172.24.1.191) | ILogln: Username:
Rack4
FRM220-Ch20, 172 24 1. 191
FRM220-Ch08, 17224 1199
FRM220-Ch04A, 172 24 1 207
FRM220-CHO2, 172.24.1.211 Single Device Backup Group Backup
‘M FRM220A-192, 172.241.192
=M 1000EAS/X-195, 172.24.1.195 Information
';’ Local: 1000EAS/X: Fibert Link Progress:
1000EAS/X-1-201, 172.24.1.201
~ 7 GSW-1005M, 172.24.1.204, UTP1 | plesas
MSW4424C-212, 17224 1 212, Fib
MSW-202, 172 24 1 196, UTP3 Lint
MSW-404, 172 24 1 194, Fiber1 Lir v
< >

Alarm List

Source: Rack0 ~ System ~| Local Password:

Hessage
Alarm1 On. ~
Fiber FEF On.
Fiber Link Down.
UTP Link Down.
Fiber Link Down.
P Link Down.
LAN4 port has no link.
Fiber Line Link Down.
09 E1 channel CH1 porth
09 |RS232 port has no link Clear
"09 [E1/T1 signal loss.
0 UTP Link Down.

ol

=

SBEEEERERE

BERERz=RRREBRERRRE

o

20
20
%
[

Memory Usage: 30 %

Card Inactive.
Card Inactive.
ITP Link Down.

RS232 port has no link
LAN port has no link.

2w
)]

E1/T1 signal loss.
K Powerd Off.
1410z Fault On. @

Figure 5-40 Parameter Management Backup
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5.7.1 Backup FRM220 System
A system backup includes the NMC IP address, mask, gateway, and all SNMP, SNTP and system settings. Installed
line cards may also be backed up as all cards or as single card backup.

= Element Management Console 3.003 ( User steve ) - [m) x

System Tool Help

Nelwork Alarm Trap Inventory

BB+ oL beTAEBAL WO crc

IGS8128M-213, 172.24.1.213, Pow ~ |} Backup Resiore Copy
- IMC1000MS, 172.24.1.202, Disconr

Backup
| MIMC1000MS-R, 172.24.1.203, Disce
B Generic Device: | FRM220-Cn20 (172.24.1.191) | Login: usemame:

= Telecom Source: |Rack 0 VISyslem e ILoca\ Password:
Rack4

FRM Ch20, 172.24.1.191
FRM220-Ch08, 172.24.1.199

FRM220-ChO4A, 172.24.1.207 Group Backup
FRM220-CH02, 172.24.1.211

FRM220A-102, 172.24.1.102
1000EAS/X-195, 172.24.1.195 Brodiesss
[ Local 1000EASIX: Fibert Link
1000EAS/X-1-201, 172.24.1.201
GSW-1005M, 172.24.1.204, UTP1 1

MSW4424C-212, 172241 212 Fib
MRW_IND 17994 1 40& 1ITD2 1 int ¥
>

®

2-5-@

Information

<)

o

Message: FRM220-Ch20, OK, 20180817-171001_FRM220-Ch20_System

B

<

Alarm List

Time Message

4:54:09  Alarm1 On. ~

7:07:26 |Fiber FEF On.

7:07:26 _Fiber Link Down

4:54:09 UTP Link Down.

4:54:09 |Fiber Link Down

4:54:09 |UTP Link Down_

:54:.09 LANA4 port has no link.

5409 _Fiber Line Link Down

409 1 channel CH1 porth

54:00  RS232 port has no link « Clear
>

4
4
14
14

Memory Usage: 28 %

Figure 5-41 Backup FRM220 System

5.7.2 Restore FRM220 System
Click the Restore tab and select the Device. Click the Single Device Restore. Choose the correct 'system' file and
click Open.

= Element Management Console 3.003 ( User steve ) - [m) x

System Tool Help

Network Alarm Trap Inventory
BB+ oL beTAEBALIHO Crc
1GS8128M-213, 172.24.1.213, Pow ~ Backu[I Restore I opy

- IMC1000MS, 172.24.1.202, Disconr Restore
H =M IMC1000MS-R, 172.24.1.203, Discc
M Generic
= Telecom Destination: Rack 0 System 2 Password:
Rack4

Device: | [FRM220-Ch20 (172.24.1.191) |I Login Username:

Ch20, 172.24 1191

Group Restore

FRM220-Ch08, 172.24.1.199
FRM220-ChO4A, 172.24.1.207
FRM220-CH02, 172.24.1.211 Information
FRM220A-102, 172.24.1.102 Progress’
-1 1000EASIX-195, 172 24 1 195 ) ’ . = m-
[P Local 1000EAS/X Fibert Link Viessage: Lookin: [L{ parameter '
1000EAS/X-1-201, 172.24.1.201
GSW-1005M, 172.24.1.204, UTP1 1
MSW4424C-212, 172.24.1.212 Fib
MRIALIND 172 94 4 408 1ITDR 1 int ¥
>

s Open X

<

Alarm List

Time Message
09 Alarm1 On. ~ E]

2 Fiber FEF On.

21 Fiber Link Down Documents

09 |UTP Link Down.
0 Fiber Link Down Q
08 UTP Link Down_ =

09 LANA4 port has no link. This PC
09 __Fiber Line Link Down
09 1 channel CH1 porth & .
X v @ File name: 20180817-171001_FRM220-Ch20_System
>

Network  Files of type: Al Files e

el

| P

= =

Memory Usage: 27 %

Figure 5-42 Restore FRM220 System
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= Element Management Console 3.003 ( User steve )

System Tool Help

iNetwork} Alarm Trap Inventory

HERAK SHO|

(15

B8 4 H 404t 4
H -1 1GS8128M-213, 172.24.1.213, Pow ~

- IMC1000MS, 172.24.1.202, Disconr

=M IMC1000MS-R, 172.24.1.203, Discc

W Generic

=W Telecom

Rack4

g FRM220-Ch20, 172 24 1.191

FRM220-Ch08, 172.24.1.199

FRM220-Ch04A, 172.24.1.207

FRM220-CHO02, 172.24.1.211

FRM220A-192, 172.24.1.192

1000EAS/X-195, 172.24.1.195

{#¥ Local 1000EAS/X: Fibert Link

1000EAS/X-1-201, 172 24 1 201

GSW-1005M, 172.24 1,204, UTP1 |

- MEW4424C-212, 172.24.1.212, Fib

I MRWLIND 179 54 4 10R 11ITDR 1 intl ¥

>

®

o-E--E-- -8

o

<

Backup Restore Copy
Restore

Device: ‘ FRM220-Ch20 (172 241 191)

Destination: | Rack 0 System

Login: Username:

Password:

Single Device Restore Group Restore

Progress: | I ——

Message: FRM220-Ch20, Successfully to restore the parameters!

Alarm List

Message
Alarm1 On. ~
Fiber FEF On.
Fiber Link Down
UTP Link Down.
Fiber Link Down

4

(e SSE T

i P

UTP Link Down
g LAN4 port has no link.
09 __Fiber Line Link Down
:09 E1 channel CH1 porth
09 RS232 port has no link v
>

SEEHENEE

= =

Memory Usage: 40 %

Clear

Figure 5-43 Restore Success

5.7.3 Copy Line Card Parameters (clone)

Card cloning is a very useful function when a chassis contains a large number of same type

configurations for the cards are the same.

Step 1.

Step 2.

Go to the Copy tab.

cards and the

= Element Management Console 3.003 ( User steve )

System Tool Help

iNetwork} Alarm Trap Inventory

HEEASE

(15

B8+ utbh/Ta
H -1 1GS8128M-213, 172.24.1.213, Pow ~
- IMC1000MS, 172.24.1.202, Disconr
=M IMC1000MS-R, 172.24.1.203, Discc
& M Generic
=W Telecom
Rack4
=+ FRM220-Ch20, 17224 1191
=0l Rack0

Slot 1: NMC: Alarm1 On.

lot 2: 10/100i

lot 3: 10/100i

Slot 4: 10/100i

Slot & 10/100i° Fiber FE

Slot 6 10/100i° UTP Link

Slot 7:10/100i° Fiber Lin

QUnt & 10MANIR_3 1 AkA Y
>

<

ke
Backup Restord I Par ter Management

Copy

Device: ‘ FRM220-Ch20 (172 24.1.191)

| Login: Username:

Source: Rack0 ~JSlot2 ~||Local

Destination: | Rack 0 All same Type

i Password:

Information

Progress: | I——

Message: FRM220-Ch20, There are 5 cards successfully to copy the parameters!

Alarm List

Time Message

< >

Memory Usage: 29 %

Clear

Select the device, the slot (Slot 2 in example) and the local location for the source.

Figure 5-44 Card Copy

Step 3. Select the All Same Type to clone settings to the same type card.
Step 4. Click Single Device Copy button.
Results are displayed in the Information window.
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5.8 NTP Sync
EMS is may configure a list of devices and set the NTP time server IP address for all.

5.8.1 Open NTP Sync window
Select the €% icon to open the Sync Window.

5.8.2 Setup IP of NTP Server and Apply.

Sync. Time x

NTP Server

IP Address: 17224 1 254

Apply

Figure 5-45 Set NTP Server IP

5.8.3 Edit Device's NTP Source

'Y
NTP Server

IP Address: |172.24.1.254 Apply

Device List

Device Address Mode
FRM220-CH02 172.24.1.211 Sync. with NTP Server
FRM220-Ch04A 172.241.207 Sync. with NTP Server
FRM220-Ch08 172241199 Sync_with NTP Server
FRM220-Ch20 172.24.1.191 Sync_with NTP Server
00 0
GSW3208M2-4 Server
Gswazognmz{ Mede X [server
O Disable

O Sync_ with NTP Server
O Sync. with EMS Server

Cancel

Figure 5-46 Edit and set device NTP Server source

5.8.4 Synchronize with NTP Server

Sync. Time
NTP Server
IP Address. |172.24.1.254 Apply
Device List
Device Address Mode
FRM220-CHO2 172241211 Sync. with NTP Server
FRM220-ChO4A 172.24 1207 Sync. with NTP Server
FRM220-Ch08& 172.24.1.199 Sync. with NTP Server
FRM220-Ch20 172.24.1.191 Sync. with NTP Server
GSW-100aM 172.24.1.204 Sync. with NTP Server
GSW3208M2-007 172.241.7 Sync. with NTP Server
GSW3208M2-216 172.24.1.216 Sync. with NTP Server
Refresh Edit
oK Cancel

Figure 5-47 Sync devices with NTP Server
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5.9 Administration from Client

Starting with EMS version 3.016, the ability to perform most administration tasks which previously could only be
performed from the Admin Console on the physical EMS server, are now available to any client user that has been
assigned administrator privileges.

5.9.1 Device Administration

NOTE: Only users which have been assigned the ‘administrator' role will have access to these administration features in
the EMC Client. Discovery, Poller and Polling work exactly as in the Admin Console, so please refer to Chapter 4.

Remote Administration
The graphic below is an example of an Element Manager Client with the administrative features.

@ Element Management Console 3.016.12 { User john ) - a X
System Tool Help

T
Network Alarm Trap Inventory Adm\mslral\onl
i

BB b Gbh N © § |
root Model MAC Address Software Version
= _\ab FRM220A-N 00-02-ab-12-ef-df 2.0061

:* FRM220-Ch20, 172.24.1.191

" FRM220A-192, 172.24.1.192

+ " FRM220-Ch08, 172.24.1.199

M3SW-202, 172.24 1 196, UTP3 Link Down.
FRM220-Ch04A, 17224 1.207
FRM220-CHO2, 172241 211

GSW-1005M, 172.24.1.204, UTP1 Link Down.
1000easx, 172.24.1.22, Disconnect
1000EAS/X-1-201, 17224 1 201
GSW3208M2-216, 17224 1.216
GSW3208M2-007, 172.24 1.7

PHB200-60, 172.24.1.60. Power2 is not working or ni
MX210-197, 172.24.1.197, Fiber1 Link Down.

Panel Alias Monitor Alarm Log Sysiem Port Aggregation Spanning Tree MAC Table VLANs Mirroring UPnP

Local Remote A Remote B Remote C Remote D

Local Panel

DuUTP link

T8 UTP4 speed

MSW-404, 172.24.1.194, Fiber1 Link Down. s ] Bl ! 15
i .

P e Test

gsw3424fm, 172 24 1 218, Power2 Off.
MSW4424C-212, 172.24.1.212, Power2 Off.
MSW-4424A-219, 172 24 1.219, Power2 Off
1000EAS/X-195, 172.24.1.195

IMC1000MS, 172 24 1 202, Disconnect
IMC1000MS-R, 172.24 1 203, Disconnect
IGS8035M, 172.24 1. 205, UTP1 Link Down.

00EAS-X
@ Fower

19 Fibert link
Fi

1@ Fower

B Fibert link ¢

8F,

19 Fibert tink ¢
Fi

1GS803SM-8PH24, 172.24.1.209, UTP1 Link Down

uT

IGS-1604SM, 172.24.1.208, UTP1 Link Down. : 1B ures i -
IGS404SM-214, 172.24.1.214, Power2 Off. - ‘ T 4 oo eed
1GS8125M-213, 172.24.1.213, Power2 Off. X I
< > »
Alarm List

Time Wessage
019-09-06 13:10:17 _|Power2 Off. ~

)-06 13:10:17 |[Fan1 Off.

)-06 13:10:17 Alarm1 On.

)-06 13:10:17 _|Board Temperature Abnormal

-06 13:10:17 |UTP22 Link Down.

R 131017 1ITP23 1 ink Nown v < >
>

Memory Usage: 20 % Apply Refresh Save Restart Default

Figure 5-48. Element Manager Console Remote Client Screen

In the above graphic, the SmartView user 'john' has been assigned the administrator role and now has an extra
"Administration" menu.

After clicking on the 'Administration’ tab, the window will reveal 7 sub-menus, Device, Discovery, Polling, Poller,
User, Role and Security.
@ Element Management Console 3.020 ( User steve ) — a X
System Tool Help
Network Alarm Trap Inventory] Administration,
L3553 Device: 35 Add Edit Delete Export Refresh
D\SEDVEW
Poling Name IP Address Type SNMP Version  SNMP Port Trap Port Read Community  Write Community  Trap Community ~ Max Repetitions
Poller FRM220-Ch20 172241191 FRM220 1 161 162 | public private public 10|~
User FRM220A-192 172.24.1.192 FRM220A 2 161 162 | public private public 10
Role FRM220-Ch08 172.24.1.199 FRM220 2 161 162 | public private public 10
Security IMC1000MS 172241202 IMC-1000M 1 161 162 | public private public 10
IMC1000MS-R 172241203 IMC-1000M 1 161 162 | public private public 10
1GS803SM 172241205 IFSNGS-803SM 2 161 162 | public private: public 10
1GS803SM-8PH24 172241209 IFSNGS-803SM 2 161 162 | public private: public 10
IGS-16045M 172241208 IFS/IGS-16045M 2 161 162 | public private: public 10
GSW3216M1 1722416 Generic 1 161 162 | public public public 10
MSW-202 172241196 MSW202 2 161 162 | public private private 10
FRM220-Ch04A 172241207 FRM220 2 161 162 | public private public 10
FRM220-CHO2 172241211 FRM220 2 161 162 | public private public 10
GSW-3420FM-206 172.241.206 Generic 1 161 162 | public public public 10

Figure 5-49. Administration Panel
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The device functions will list all the current devices, device ‘alias’ names, IP address, model name, SNMP version,
SNMP & SNMP trap ports, community string names, etc. A single device can be edited by highlighting and clicking the
"Edit" button. Multiple devices may also be selected by mouse dragging so that common settings can be applied to
multiple devices at the same time. Devices may be manually added, deleted and the device database can be exported to
text, CSV or html.

Edit X

Name: FRM220A-189-New
IP Address: 172241189
Type: FRM220A-N MultEdit *
SNMP Version:  SNMP v2c v LI shmP version  |SNMPVE
SNMP Port: 161 ] SNMP Port: 161

[ Trap Port: 162
Trap Port: 162

] Read Community: |public
Read Community- |public [ Write Community: |private
Write Community: |private [ Trap Community: | public
Trap Community: | public [J Max Repetitions: |10
Max Repetitions: |10

Cancel

Figure 5-50. Single Device Edit Figure 5-51. Multiple Devices

5.9.2 User
Clicking on the "User" menu item will display the User Panel.
o= Element Management Console 3.017 ( User steve )
System Tool Help
Network Alarm Trap Inventory | Administration!
Device User 13 I Add Edit Delete Export I Refresh
Discovery
Polling Username Description Division Phone Address Role
Boller admin administrator IT Dep. 1
User byron 2
ole i carlos Area 2 Admin SMB Service 555-1212 1
Security edgar POC-Claro 2
industry 2
Joe 1
John 2
kelvin 1
matt 1
steve 1
telecom 2
usert 2
user2 2

Fiber 5-52. User Panel

Four functions are available: "Add" a new user to the system; "Edit" an existing user; "Delete" a user from the
system permanently (cannot be undone); "Export" the user database to text, CSV or html.
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Add User

o5 Element Manage
System Tool Help
Network Alarm Trap Inventory Administration

|
| Device User: 13 I Add I Edit Delete Export Refresh
| Discovery
 Polling Usemame Description Division Phone Address Role
| Poller admin administrator ‘ IT Dep. | | 1
User byron ‘ | | 2
{ Role carlos Area 2 Admin Add * 1
Security
| edgar Username: |thomas 2
1 industry 2
{ Password. 00000009
{ Joe 1
‘ John Description: |Ind Network Admin 2
| Kelvin Division: SMB Service 1
| matt Phone: 555-2121 1
! steve Address: 1
| telecom I Change password at next login I 2
usert 2
user? Cancel z

Figure 5-53 Adding Users

A new user can be added to the system by clicking the "Add" button. For this new user, the check box has been
selected to force this user to change a new password when they login.

Edit User
To edit an existing user, select the user and click the "Edit" button.

System Tool Help
Network Alarm Trap Inventory Administration

1
| Device User 14 Add I I Delete Export Refresh
| Discovery
Polling Username Description Edit PSS Role
| Poller admin administrator 1
i == byron Username: | John 2
| Role carlos Area 2 Admin Password: 09990000 1
Security edgar Description: | Telco Admin 2
industry Division:  CE Group 2
L
1 Prone:  555-3434 !
John I o 2
L ress:
kel 1
matt [Jchange password at next login 1
steve [ unlock Account 1
felecom Role 2 Add Delete 2
thomas Ind Network Admin 1
Administrator
useri 2
User
user2 2

Cancel

Figure 5-54. Edit User

Administrator can Edit user, change forgotten password, force password change at next login, unlock a locked
account and assign additional roles to this user.

85



Chapter 5 Using the Element Management Console

5.9.3 Roles

Probably the most important function in EMS is the concept of 'roles’ and how they are created and assigned to users,
devices, groups of users, groups of devices and trees/nodes. Role creation and assignment requires detailed planning of
'who' will be responsible for the different networking and administrative tasks for all or groups of devices under EMS
management. Planning and creating definable roles from the start will allow devices and users to be precisely deployed
with job functions that provide secure operations.

Planning

Divide devices into logical groups; These could be by region, customer or device types. Create roles for these device
groups. This will make delegation of responsibility for device groups easy, once user roles are created. Create user
roles, such as super admins, network admins, operators and supervisory users. Then, when creating users, apply their
proper role for their level and equipment they are responsible for. A super admin is someone with all power to create
new users and roles and do any other actions. A network admin will be able to add devices to the network, to configure
and monitor, but cannot create new users or roles. An operator has been assigned equipment to 'operate’ and monitor.
The operations they can perform are those related to device configurations. A 'monitor' or 'supervisor' is someone who
has been given the rights to view device status, to look at traps and see device alarms, but they cannot change
configurations.

Planning up front will make device installation and delegation of management much easier during both deployment
stages and operational phase.

% Element Management Console 3.020 ( User steve ) - o x
System Tool Help
Network Alarm Trap Invemoryl Admlnlslral\onl
D
evice Role 11 I Add Edit Delete I Refresh
Discovery
POHIng Name Description Administration MNetwork Device Alarm User Device Tree Id
Poller al-super Admin for Area 1 O O O 1 0 1 17
a2-super Admin for Area 2 O O O 1 0 1 18
Role Administrator administrator 7 35 35 1
Security ind-adm Industrial Admin 1 3 2 6
ind-op Operator for industry O O 3 5 1 8
ind-user Industrial User O O O O 2 0 1 15
Operator read-write 1 31 33 2
tel-adm Telecom Admin 1 o 1 13
tel-op Telecom Operator O O 2 0 1 14
tel-user Telecom User O O O O 2 0 1 16
User read-only O O O O 4 34 33 3
Figure 5-55. Roles
Edit x Edit x
User Device Tree RO|DeV\Ce Tree
Name: |ind-adm User 1 Add Delete
Description: |Industrial Admin 1
thomas I
Priviege: [ Administration [ Network [ Device [ Alarm
Figure 5-56 Define Role Figure 5-57 Define User
Edit X Edit X
Role ugeree Role User Dewc
Device: 7 Add Delete Node 2 Add Delete
Name IP Address Type
Name Path
1GS-16045M 172.24.1.208 IFSAGS-16048M
1GS4048M-214 172.24.1.214 IFS/IGS-4045M root root
1G58035M 172.24.1.205 IFS/GS-3035M Industrial demo/lab/industrial
1GS8035M-8PH24 172.24.1.209 IFS1GS-803SM
1GS8123M-213 172241213 IFS1GS-8125M
IMC1000MS 172.24.1.202 IMC-1000M
IMC1000MS-R 172.24.1.203 IMC-1000M
Figure 5-58 Define Devices Figure 5-59 Define Tree

We've created the role of admin for Industrial Grade products, then we have added a user 'thomas' to this role, next
we add all the devices that will be managed under this role. Lastly we select a tree that has been designed specifically
for this role. Now the user 'thomas' can only administer the group of devices assigned to him.
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5.9.4 Security

New security features have been added for user logins. They will be highlighted below.

@= Element Management Console 3.016.12 { User john ) - [m] X
Sysiem Tool Help

Network Alarm Trap Inventory A Administration;

Device
Discovery

[ user security

Poliing Password Expiration 90 days
Poller Login Attempts 5
User Account Lockout 10 minutes.

Change password at first login

[ strong Password
Must be at least 8 characters
Must have at least 1 uppercase character
Must have at least 1 lowercase character
Must have at least 1 number character
Must have at least 1 symbol character

[ user Idle Timeout 30 minutes.

Figure 5-60. Security

User Security

To enable "User Security", click the check box. Adjust the parameters for "Password Expiration" in days. In the
example above, 90 days after applying this function, all users will be forced to reset their password.

When the number of login attempts is reached, the user will be locked out. In the above example, the count is 5. On
the fifth try, if the password is still not correctly entered, the account will be locked by the system.

Error X

'@‘ User account is temporarily locked out.

Figure 5-61. Account Locked

The "Account Lockout" setting programs the number of minutes an account will remain locked after being locked
due to exceeding the number of login attempts. This will help deter brute force login attempts.

Strong Password

By checking this check box, any new users or users forced to change their password, MUST follow the new
password rules. Those rules are listed and are the same as the default password rules for a user on a Microsoft Server.
Failure to follow the password rules will result in the following pop-up.

Error x

'8‘ Password:
Must be at least 8 characters

Must have at least 1 uppercase character
Must have at least 1 lowercase character
Must have at least 1 number character
Must have at least 1 symbol character

Figure 5-62. Password Rule Warning
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User Idle Timeout

By enabling this check box and setting a timeout in minutes, user will automatically be logged out of the EMS client
if their computer is idle (no key strokes, no mouse movement) for the entered number of minutes. The timeout depends
on the user's activity on the client's computer. If the timeout is set to 5 minutes and the computer is left idle for 5
minutes, the EMS client will automatically log out. Enabling this setting will affect ALL EMS client users.

Warning X

I Idle Logout.
A

Figure 5-63. Idle logout Pop-up
Note: This function has been removed from the EMS Server's Options and is now only available under EMC.

Example Setting

The graphic below is a typical setting example that will provide for Password Renewal every 90 days, up to 5 failed
login attempts before account locking, locking timeout of 10 minutes, forced secure passwords and an user idle timeout
of 5 minutes. Press the "Apply" button after editing this screen.

@ Element Management Consele 3.016.12 { User john ) - [m] X
System Tool Help

Network Alarm Trap Inventory | Administration;

Device

User Security
Discovery o
Poliing Password Expiration 90 days.
Poller Login Attempts 5

User Account Lockout 10 minutes

Change password at first login

Strong Password
Must be at least 8 characters
Must have at least 1 uppercase character
Must have at least 1 lowercase character
Must have at least 1 number character
Must have at least 1 symbol character

User Idle Timeout 5 minutes

Apply Refresh

Figure 5-64. Security Example
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Chapter 6 Using the Topology Feature

6.1 Introduction

The Topology feature of the EMS allows graphic maps to be loaded into the operation template. From here, network
devices may be dragged and dropped onto the map, indicating the physical locations of the ND.

The topology mapping feature is hierographic in nature. When the nodes attached to the root tree are well thought out
and executed, each intermediate node will be able to have a map assigned to it.

Map images are imported from Graphics Interchange Format (gif), Joint Photographic Experts Group (jpg) or
Portable Network Graphics (png) files and may be actual map files created from Google Maps, architectural drawings
or physical representations of floor layouts or rack space. Files imported are stored in the database and will be available
to every EMS user.

6.2 Operation

6.2.1 Topology View
Highlight the root (or whatever name has been given) node, then click the Topology View icon.

s Element Management Console 3,003 ( User steve)
System Tool Help
Network Alarm Trap Inventory

BB+ ooow|Ta|3

union

Seting || Refresh up 1 100 %

@
Industrial
M Generic Lab
=M Telecom
FRM220-Ch20, 172.24.1.191
FRM220-Cho8, 172.24.1.199
FRM220-ChO4A, 172.24.1.207
FRM220-CH02, 172.24.1.211
=9 FRM220A-192, 172.24.1.192
&{Hll Rack 0:Fiber25 Link Down
1000EAS/X-195, 172.241.195
1000easx, 172.24.1.22, Disconnect
1000EAS/X-1-201, 172241 201
MSW-202, 172.24.1.196, UTP3 Link Dc
2.24.1.194, Fibert Link D
17994 4 248 nTDAY

MSW-40.
~

Alarm List

508 37 Devi 6 ~

3-08- :33:28 Ez)ﬁ-
2018-08- 233 arning Alarm
2018-08- -33: aming Alarm
2018-08- ¥ aming Alarm

3-08- - linor Alarm

3-08-14 10:33:30 _|Minor Alarm

3-08-1 : lajor Alarm

3-08-1 4 evice disconnected. C

3-08-1 : i <

-08-10 14:53: <

5-08- = lajor Alarm

5-08- = lajor Alarm

5-08- = lajor Alarm

5-08- X lajor Alarm

5-08- 14! 7 linor Alarm

5-08- : lajor Alarm

5-08-13 14 lajor Alarm

5-08-13 13:08:4 % e disconnected. C
2018-08-10 14:53: arning Alarm v
Memory Usage: 12 %

Figure 6-1 Click the Topology Icon while highlighting the root of the EMC
6.2.2 Maps

Place the cursor within the map window and Right-Click. From the pull-down menu, select Map.

=]

Lab

Multi Select
Select All

!Cae

Add Node

Figure 6-2 Map Window Menu
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Select radio button

Map x

Name: |root

Map: ODefau\

Figure 6-3 Map

6.2.3 Adding Maps to Database
On a freshly installed system, there will be no maps in the database. In the example here, there are already 18 maps
that have been added in the database and are available to all users. To add additional map files, click the Add button.

Image X
Mo. Name Size Date
1 /Almaty.png 798,720 2018-08-16 09:33.57
2 Berlin.png 1.352.652 2018-08-16 09:34:13
3 CA.png 209,740 2018-08-16 09:34:26
4 Chicago.png 731,665 2018-08-16 09:34:44
5 iecuador-map.jpg 227,263 2016-07-26 17:18:03
6 india_png 244 646 2017-06-07 11:21:20
7 Johannesburg.png 623,840 2018-08-16 09:35:04
8 LA.png 977,769 2018-08-16 09:35:24
9 London.png 1.295.797 2018-08-16 09:35:43
10 Melbourne.png 715.714 2018-08-16 09:35:55
11 Mumbai.png 445 747 2018-08-16 09:36:07
12 Neihu.png 682,281 2018-08-16 10:43:08
13 NYC.png 700,889 2018-08-16 09:36:28
14 Paris.png 1.004,970 2018-08-16 09:36.42
15 SF.pna 548 972 2018-08-16 09:36:50
16 IToronto.png 913,847 2018-08-16 09:37:19
17 [T png 524 574 2018-08-16 09°38°24
13 [vancouver.png 798,144 2018-08-16 09:37:34
Add Delete OK Cancel

Figure 6-4 Adding Map Files

o Open X
Look in: | [£] Documents v 2EE-
e Ozilla
&
=
Recent 001
ltems 002
003
7 sl 004
Deskiop 120
220
2 2208
| & 301-1ix
Documents| | - »o07¢atalog
n 2008catalog
2000¢atalog
This PC
>
Pr—
Network  Files of type: | All Flles ~ Cancel

Figure 6-5 Browsing Window

Browse to find the graphic file and then click Open. The image will be imported into the database.

90



Chapter 6 Using the Topology Feature

6.2.4 Adding a Map to Topology View
Right-Click in the Topology View window.

Map x

Name: |root

Map: ODefauI
Figure 6-6 Map

Cancel

Click the radio button to open the Image list

715,714 2018-08-16 09:35°55
4 00,

Neihu.

Image X
No MName Size Date
1 Almaty_png 798,720 2018-08-16 09:33:57
2 Berlin.png 1,352,652 2018-08-16 09.34:13
3 CA png 299,740 2018-08-16 09:34:26
4 Chicago.png 731,665 2018-08-16 09:34.44
g ecuador-map.jpg 1227 263 2016-07-26 17:18:03
[} india.png 1244 646 2017-06-07 11:21:20
7 Johanneshurg.png 623,840 2018-08-16 09:35:04
8 LA png 1977769 2018-08-16 09:35:24
9 London.png 1,295,797 2018-08-16 09:35:43
10 Melbourne.png

14 Paris.png 1.004.970 2018-08-16 09:36:42
15 SF.png 548,972 2018-08-16 09:36.50
16 Toronto_png 913,847 2018-08-16 09:37:19
17 TX.png 524,574 2018-08-16 09:38.24
18 Vancouver. png 798,144 2018-08-16 09:37:34
Add Delete Cancel

Figure 6-7 Add an image to Topology View
6.2.5 Drag and Drop Node Icons

Drag and drop the node icon to the desired location on the map or image.

@5 Element Management Console 3.003 ( User steve )

System Tool Help

Network Alarm Trap Inventory

Ta|mRAk S 3|

(15

LY

&M Lab

Location: root

Setting Refresh Up 1 100 %

&l

=M Industrial
M Rack1
1GS-1604SM. 172 24 1 208. UTP3 Lin|
1GS4045M-214, 172.24.1.214, Power2|
1GS8035M, 172 24 1 205, UTP1 Link D
IGS803SM-8PH24, 172.24.1.200, UTP
1GS8125M-213, 172.24.1.213, Powerz|
W IMC1000MS, 172.24.1.202, Disconnec! Lo,
W IMC1000MS-R, 172.24.1.203, Disconn:
eneric
Telecom

L
Jinmiaoshan Trail
FEUSE

ey

Mg

il

Alarm List

Time Message
33.23 arning Alarm

.30 Minor Alarm

42 arning Alarm
3328 arning Alarm
33:38_Minor Alarm

=
Hotel T

08

Jiannan

SR

\Dra g & Drop
o E‘ﬂﬂ‘r!;

No. 60, Zhouzi Street, Neihu District
Taipei City, 114

Mirarna]
=

Lequn 2nd Road .
% T
Hid Yon P R E LD
2 Trg,
2018-08-10 14:53:57 "8 8oy,
©ary
L
2 TRy
Weiti
Riverside Park -
ELEEA]

018-08-10 14:53.57

018-08-10 14:53:50 Warning Alarm
2018-08-10 14:54:07_Warning Alarm
54:06 |Warning Alarm

By

<

) Yingfeng

Memory Usage: 71 % <

Eb D)

Bihu Park-
2R

~
Bishanyan Kaizhang Yuanjue Falls
Shengwang Temple A

L ek

?

LS e

hu Trail
B‘g.:wr;:' Dagotxi Waterfron
ABEIKLE

Tri-Service General
Hospit: Hu

ch

National v
>

Figure 6-8 Drag & Drop Node Icon(s)
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6.2.6 Drag and Drop Agents

For the Rackl node, a Map image has already been imported and selected for this node. All the agent devices under
this node will be 'stacked' in the upper-left hand corner. Drag and drop each device individually and place them in their

proper location.

1GS-1604SM, 172.24.1.208, UTP3 Link Down
1GS4045M-214, 172.24.1.214, Power2 Off.
1GS803SM, 172.24.1.205, UTP1 Link Down.
1GS803SM-8PH24, 172.24.1.209, UTP1 Link Down.
1GS8128M-213, 172.24.1.213, Power2 Off.

1 IMC1000MS, 172.24.1.202, Disconnect

M IMC1000MS-R, 172.24.1.203, Disconnect

@ Element Management Console 3,003 ( User steve) - o X
System Tool Help
Network Alarm Trap Inventory
B8+ bobu|TalERALSHO| crc
™ root Location: Rack1 Seting || Refresh Up 1 100 %
=¥ Lab "
=M Industrial

- Generic
- Telecom

<

Alarm List

Time Message
2018-08-14 10:33:23 _\Warning Alarm

|GS-1604SM, 172.24.1.208

Location

[2018-08-1410:33:30 _ Minor Alarm
| Warning Alarm

IG!

IGSA04SM-214, 172.24.1.214.
172.24.1.205.

IGS803SM-8PH24, 172.24 1.200.

5018—0544 10.33:28 Warning Alarm
riuuw&u 10:33:38_Minor Alarm IGS8125M-213, 172.24.1.213.

Memory Usage: 53 %

b

6.2.7 Troubleshooting Alarms

Figure 6-9 Drag & Drop Agent Icon(s)

If any Agent experiences an alarm condition, the agent's icon color will change from "Green" to "Yellow" or
"Red". Yellow indicates a minor alarm while Red indicates a major alarm. Click on one of the device icons. It will
then have a green background color, and the device will be highlighted in the EMC tree with the alarm condition
(Device disconnected in this example) will be listed in the Alarm List. Use the mouse and Right-click the device node
in the tree list. The pull-down menu will appear as below. Ping is one of the tools available to help troubleshoot device
problems. It is also possible to directly access the device by Telnet or HTTP.

@ Element Management Console 3,003 ( User steve )

System Tool Help

Network Alarm Trap Inventory

BB+ 6L HH[TA

EEAE S i O| (91

™ root

=8 Lab

= M Industrial

=M Rack1
1GS-1604SM, 172.24.1.208, UTP3 Link Down.
1GS404SM-214, 172.24.1.214, Power2 Off.
IGSB03SM, 172.24.1.205, UTP1 Link Down
IGS803SM-8PH24, 172.24.1.209, UTP1 Link Down.
G88426M-243. 172.24.1.213, Power2 Off.
|MC1000MS. 172.24.1.202, Disco)

etopoma-k, 172241203, Diy Lot hame

=M Generic

M Telecom Edit Alias

HTTP

<

Edit Role Access

T

Location: Rack1 Setting || Refresh up | 100 %

Alarm List

T TESTaE ToCaToTT

r"ZI :
GsaozsisrHzs [ 1GsaTzeN-212
172261208 122iizr s
™
] ‘

172241214

Memory Usage: 48 %
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Click Ping

® Ping 172.24.1.202 - o x

Figure 6-11 Ping indicates device cannot be reached

Troubleshoot another device with alarm.

1GS-1604SM, 172.24.1.208, UTP3 Link Down.
1GS404SM-214, 172.24.1.214, Power2 Off.
IGS803SM, 172.24.1.205, UTP1 Link Down
IGS803SM-8PH24, 172.24.1.209, UTP1 Link Down.
1GS812SM-213, 172.24.1.213, Power2 Off.

IMC1000MS-R, 172.24.1.203. [ iscol
o mle Edit Name

Edit Role Access

&M Telecom
HTTP
LS ! Ping I 2
Alarm List
Time Message Location

2018-08-14 10:33:28  Devic Conne... 1P:172.24.1.203, Device. |

Memory Usage: 78 %

@ Element Management Console 3.003 ( User steve ) o X
System Tool Help
Network Alarm Trap  Inventory
BRI+ HLORTAEES O
| union
{
root " Location: Rack1 Setting Refresh Up 100 %
Lab | -
= M Industrial |
Rack1

Click Ping

B Ping 172.24.1.203 - o *

Figure 6-12 Device can ping but is disconnected from EMS (SNMP problem)
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6.2.8 Connect with HTTP
Troubleshooting can be done in the main EMC console or directly in the agent by HTTP or Telnet. The following is

an example of using HTTP, connecting to the Agent and observing and correcting the alarm condition.

Fen Link lidpd » i @ fenc s Con

System Information

Local Setting
IP Configuration
Password Setting SNMP Trap IP Address
Converter n
Configuration Read Community
Port Configuration
MIB Counter
SNMP Configuration )
VLAN
Management VLAN
Alarm Configuration

Trap mode

Write Community [pm\.rate

802.3ah Functions
802 3ah Configuration
Loopback Test
802.3ah Status

Tools

logout

Figure 6-13 Via HTTP, setup the device's SNMP
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Chapter 7 Using the Inventory Feature

7.1 Introduction
The inventory management feature integrated into SmartView EMS is a new feature being introduced in version
2.54 specifically for the FRM220/FRM220A series platform. Currently there are only a small number of newer line
cards which support reading a factory programmed serial number specific for each line card. Additionally, the cards are
only programmed with serial number upon request.

@ Element Management Console 3.003 ( User steve ) - o x
System Tool Help
Network Alarm Tral Inventory I
Type. ® Inventory.  Time: .| Device: |Al ~| Status: Al ~ | Serial Number Identity:
To ..., Location: AllRacks ~ | |AllSlots ~ |Local | Type: Alias: Remark: Clear
Inventory
Page:1/2 — First Previous Next Last Refresh
No. Device Address Location Trpe HW Version  FW Version Serial Number AHlias Status Date Identity Remark
FRM220-Ch20  [172.24. ack0 Siot1 Local  |NMC 1 .35 F1114V50100LABG0001 Online -05-10 09:05:09
FRM220-Ch20  [172.24. ack0 Slof:2 Loca 00i 28 None: Online X 7:07
FRM220-Ch20  [172.24. ack0 Slot:3 Loca 00i 28 None: Online 7:07
FRM220-Ch20  [172.24. ack0 Slot:4 Loca 00i .28 None: Online :27:07
FRM220-Ch20  [172.24. ack:0 Slot'5 Loca 00i 28 None: Online :27:07
FRM220-Ch20  [172.24. ack0 Slot'6 Loca 00i .28 None: Online :27:07
FRM220-Ch20 172,24 ack:0 Slot7 Loca 00i 28 None: Online 03 20:27:07
8 FRM220-Ch20  [172.24. ack0 Slot:6 Loca 00152 .00 None- Online 10 10:21:17
9 FRM220-Ch20  [172.24. ack0 Slot:9 Local |FXO-4 006 None- Online -0115:39:00
10 |FRM220-Ch20 [172.24. ack0 Slot:10 Local |10G-SXX 1 023 None- Online 3 20:27:07
11 |FRM220-Ch20 17204 ack0 Slot:11 Local |Eoel/G 1 032 None: Offline 3-01-16 09:12:07
12 |Fi 4 ack0 Slot12 Local _[1000D: 00! None: Offline 41204 13:41:56
13 |Fl 4 ack0 Slot13 Local [1000EAS/X-A 012 Offline 5-05-10 09:05
14 |FI 4 ack0 Slot:14 Local |4G-35 X None: Offline - 7
15 5 ack0 Slot-16 Local |FOMO4 1 07 None- Online E
16| n: 4. ack0 Slot:17 Local _|1000MS. 102 None: Offline 3- 1
17 - 5 ack0 Siot-18 Local |E1/T: 14 None- Online 3 E
18 ¥ 4 ack:0 Slot:19 Local |FXO/FXS .04 None: Online 3 q
19 - 5 ack:0 Siot:20 Local S 1 None- Online X E
20 |Fi A- 4. ack0 Slot:1 Local _|SE1ET100T 06 None: Offline 6-12-02 11:20:
21 | A- . ack:0 Siot-10 Local EASX 044 None: Offline 6-12-05 0909
22 i A- . ack:0 Siot:11 Local EASX 044 None: lentiza por favor-03_|Offline 6-11-10 01:40-
23 | A- . ack0 Slot:12 Local EASX 044 None: MAMAAAAAAAAAAAA _[Offline -05-18 18 49
24 A- 7R ack0 Slot:13 Local |FSW103 o1 None: Online -05-18 18:49:
25 A 5 ack0 Siot-14 Local |FSW103 0 None- Online 5 X
FRM220A-102 1192 _|Rack0 Siot:15 Local ASX X None- DDDDDDDDDDDD... [Offline -05-18 18:48-
FRM220A-102 (172241192 |Rack0 Siot-16 Local ASX X None- EEEEEEEEEEEEEE _|Offline 7-01-18 0025
FRM220A-102 (172241192 |Rack0 Siot:17 Local ASX X None- FEFFFFFFFFEEFF_(Offine 7-05-18 1349
FRM220A-102 172241192 |Rack0 Siot:18 Local ASX X None- GGGGGGGGGGG... Offline 7-05-18 1354
FRM220A-102 172241192 |Rack0 Slot:19 Local ASX X None: IHHHHHHHHHHHHHH.__|Offline: 6-09-26 15:01:06
I Export I Edit Delete

Figure 7-1 Inventory Panel

The above screen capture shows the preliminary functions of the inventory feature. This tool has search and sorting
functions as well as the ability to export results in CSV for further manipulation in MS Excel.

When searching, the "Time' parameter indicates when the type of equipment was first recognized as being in the
managed system. From this point, the equipment type will be either 'On Line' or 'Disabled'. Disabled means the system
is not able to find the equipment because it has been removed.

Other search criteria include selecting device types, rack numbers, slot numbers, local or remote devices as well as
user keyed in Alias, Identity and remarks.

Each device can have user configured 'ldentity’ and 'Remark’ attributes that will become locked to this type's serial
number. (Serial numbers are factory set during manufacturing.) A common usage of the 'ldentity’ field could be to place
your ‘asset number' used for your own internal inventory tracking. The 'Remark’ field could include purchase details
such a PO, date of purchase, warrantee status, card location or connected client information. Just be aware that if the
card is moved to a different slot or different chassis, these remarks will ‘follow the physical card'.

Edit X

Device |FRM220-Ch20
P 172.24.1.191
Location |Rack:0 Slot:1 Local
Identity
Remark

Figure 7-2 Edit
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7.2 Export

The inventory collected by SmartView EMS can be exported in a number of common, usable formats. The exported
files are found in the 'report’ folder, inside the EMS installed folder.

Export *

Type: [IHTML  [JTEXT

Cancel

Figure 7-3 Export Inventory

HTML (Hyper Text Markup Language) can be viewed across many different platforms (Windows, Linux, Unix,
0SX, i0S, or Android) by using a web browser.

Link lidpd = i n n d inventor invent: X
C @ = file:///Ci/Users/steve.CTCU/Desktop/finventoryListByServer_201 | | Q Search N @ =

I___-_-_--_--
[1 |[FRM220-Ch20 |172.24.1.191|Rack:0 Slot:1 Local 101 535 F1114VS0100LABGO001 |  |Online|2018-05-10 09:05:09

2 |[FRM220-Ch20 |17224.1.191|Rack:0 Slot:2 Local |10/100i 1300 1281 [None Online 2013-12-03 20:27:07

3 |FRM220-Ch20 |172.24.1.191|Rack:0 Slot:3 Local |10/100i 1.100 1281 Nene Online|2013-12-03 20:27:07

4 |FRM220-Ch20 |172.24.1.191 |Rack:0 Slot:4 Local |10/100i 1.100 1281 Nene Online|2013-12-03 20:27:07

5 |FRM220-Ch20 |172.24.1.191|Rack:0 Slot:5 Local |10/100i 1.300 1281 None Online|2013-12-03 20:27:07

6 |FRM220-Ch20 |172.24.1191 |Rack:0 Slot:6 Local |10/100i 1.300 1281 None Online 2013-12-03 20:27:07

7 |FRM220-Ch20 |172.24.1.191|Rack:0 Slot:7 Local |10/100i 1.600 1281 None Online [2013-12-03 20:27:07

8 |FRM220-Ch20 |172.24.1.191 |Rack:0 Slot:8 Local [10/1001S-2 (1.100 2.000 None Online |2013-12-10 10:21:17

9 |FRM220-Ch20 |172.24.1.191|Rack:0 Slot:9 Local |FXO-4 1.000 1.006 None Online 2015-04-01 15:39:09

10 [FRM220-Ch20 |172.24.1.191|Rack:0 Slot:10 Local |10G-SXX |1.100 2023 [None Online 2013-12-03 20:27:07

11 [FRM220-Ch20 |172.24.1191|Rack:0 Slot:16 Local [FOM04  |1.100 1.070 None Online 2013-12-03 20:27:07

12 [FRM220-Ch20 |172.24.1.191|Rack:0 Slot:18 Local [E1/T1 1.000 1.140 [None Online 2013-12-03 20:27:07

13 |FRM220-Ch20 |172.24.1.191|Rack:0 Slot:19 Local FXO/FXS |1.000 3.040 Nene Online|2013-12-03 20:27:07

14 |FRM220-Ch20 |172.24.1.191|Rack:0 Slot:20 Local [1000MS 1.000 1102 None Online|2013-12-03 20:27:07

15 |FRMZ220A-192 |172.24.1.192|Rack:0 Slot:3 Local [SE1IET100T|1.200 1.061 None Online|2013-12-03 20:27:33

16 [FRM220A-192 |172.24.1.192|Rack:0 Slot:9 Local |1000EASX |1.300 1.050 None Online 2014-12-02 10:29:00

17 [FRM220A-192 |172.24.1.192|Rack:0 Slot:13 Local [FSW103  |1.000 1.010 None Online 2017-05-18 18:49:25

18 [FRM220A-192 |172.24.1.192|Rack:0 Slot:14 Local [FSW103  |1.000 1.000 None Online 2017-05-18 18:49:07

19 [FRM220-Ch08 |172.24.1.199|Rack:0 Slot:1 Local [NMC 101 527 000000 Online 2018-05-10 09:04:52

20 [FRM220-ChO8 |172.24.1.199|Rack:0 Slot:2 Local [16G-3R  |1.000 0.001 [None Online 2013-12-03 20:27:26

21 |FRM220-ChO8 |17224.1.199|Rack:0 Slot:3 Local |Serial 1.100 1.010 None Online 2013-12-10 11:21:55

22 |FRM220-Ch08 |172.24.1.199 Rack:0 Slot:4 Local [10G-SS 1.100 2014 Nene Online|2013-12-03 20:27:26

23 |FRM220-Ch08 |172.24.1.199|Rack:0 Slot:5 Local [FOMO1 1.000 1400 None bacello|Online (2013-12-03 20:27:26

24 |FRM220-Ch08 |172.24.1.199|Rack:0 Slot:6 Local |1000MS 1.000 1102 None Online |2013-12-03 20:27:26

25 |FRM220-Ch08 |17224.1.199|Rack:0 Slot:7 Local |Eoel 1.000 1.006 None Online [2014-01-06 08:52:38

26 [FRM220-Ch08 |17224.1.199|Rack:0 Slot:8 Local [DS3/E3 1.000 1.003 None Online 2014-12-24 13:42:07

27 |FRM220-Ch04A[172.24.1.207|Rack:0 Slot:1 Local [NMC 1.01 535 000000 Online [2018-05-10 09:04:59 v

Figure 7-4 Exported Inventory, viewed in Firefox

Text exports can be viewed in any text viewers.

7] inventoryListByServer_20180817-154833.b¢t - Notepad - o X
File Edit Format View Help

No. Device Address Location Type Hil Version FW Version Serial Number Al
1 FRM228-Ch20 172.24.1.191 Rack:@ Slot:1 Local NMC 1.@ 5.3 F1114V58100LABGEOS1

2 FRM220-Ch28 172.24.1.181 Rack:@ Slot:2 Local 10/100i 1.300 1.281 None

3 FRM228-Ch20 172.24.1.191 Rack:@ Slot:3 Local 1a/1001 1.100 1.281 None

4 FRM220-Ch28 172.24.1.181 Rack:@ Slot:4 Local 10/100i 1.100 1.281 None

5 FRM228-Ch20 172.24.1.191 Rack:@ Slot:5 Local 1a/1001 1.300 1.281 None

6 FRM220-Ch28 172.24.1.181 Rack:@ Slot:6 Local 10/100i 1.300 1.281 None

7 FRM2208-Ch20 172.24.1.191 Rack:@ Slot:7 Local 18/100i 1.600 1.281 None

8 FRM220-Ch28 172.24.1.181 Rack:@ Slot:8 Local 10/10015-2 1.100 2.000 None

9 FRM2208-Ch20 172.24.1.191 Rack:@ 5lot:9 Local FX0-4 1.000 1.006 None

10 FRM220-Ch28 172.24.1.181 Rack:@ Slot:1@ Local 186-5XX 1.100 2.023 None

11 FRM2208-Ch20 172.24.1.191 Rack:@ 5lot:16 Local FOMO4 1.100 1.070 None

12 FRM220-Ch28 172.24.1.181 Rack:@ Slot:18 Local E1/T1 1.000 1.148 None

13 FRM2208-Ch20 172.24.1.191 Rack:@ 5lot:19 Local FXO/FXS 1.000 3.040 None

14 FRM220-Ch28 172.24.1.181 Rack:@ Slot:2@ Local 1000M5 1.000 1.162 None

15 FRM220A-192 172.24.1.192 Rack:@ 5lot:5> Local BE1ET100T 1.200 1.061 None

16 FRM220A-192 172.24.1.192 Rack:@ Slot:9 Local 180BEASX 1.300 1.850 None

17 FRM220A-192 172.24.1.192 Rack:@ 5lot:13 Local Fslie3 1.000 1.010 None

18 FRM220A-192 172.24.1.192 Rack:@ Slot:14 Local Fsi1e3 1.000 1.000 None

19 FRM220-Cheg 172.24.1.199 Rack:@ 5Slot:1 Local NMC 1.e1 5.27 000000

20 FRM220-Ches 172.24.1.199 Rack:@ Slot:2 Local 16G-3R 1.000 0.601 None

21 FRM220-Ches 172.24.1.199 Rack:@ Slot:3 Local Serial 1.100 1.018 None

22 FRM228-Ches 172.24.1.199 Rack:@ Slot:4 Local 186-55 1.100 2.014 None

23 FRM220-Ches 172.24.1.199 Rack:@ Slot:5 Local FOMO1 1.000 1.480 None bac
24 FRM228-Ches 172.24.1.199 Rack:@ Slot:6 Local 1aeeMs 1.000 1.182 None

25 FRM220-Ches 172.24.1.199 Rack:@ Slot:7 Local Eoel 1.000 1.886 None

26 FRM228-Ches 172.24.1.199 Rack:@ Slot:8 Local DS3/E3 1.000 1.ee3 None

27 FRM220-ChB4A 172.24.1.207 Rack:@ Slot:1 Local nMc 1.01 5.35 000000

28 FRM228-Che4A 172.24.1.207 Rack:@ Slot:2 Local 1.100 1.044 D4242V10918110LABGOOBS

29 FRM220-CHO2 172.24.1.211 Rack:@ Slot:1 Local 1.00 3.88 None

< >

Figure 7-5 Exported Inventory, viewed in Notepad

96



Chapter 7 Using the Inventory Feature

CSV stands for ‘comma separated values'. This type of format can be used directly by MS-Excel and could also be
used to create a table in MS-Word. CSV format can also be used as a conversion format between different database
platforms. This means it is possible to export the inventory from EMS and use this data to import into Oracle, MySQL
or other database platforms.

inventoryListByServer_20180817-155056.csv - Excel CTCFAE/ Steve-Fleth &

Insert  Pagelayout  Formulas  Data  Review  View  Help O Tell mewhat you want

o Caliori noela e = v WiapTet General - B [ &= Bx @ 2 Autosum - Agp ,O
B Copy - bl < 0 o R - z
N TR ugetiConter ~ | § + % 2 % 4f | Condional Formatas Col | It Dete Format| S Sond: Fnd &
. ormatting Table~ Stlesw v - - Filter~ Select~
Clipboard e Font n Alignment il Number i) Styles Cells Editing ~
a1 - % | No. G
A 8 c ) £ F G H I J K L % N ° 3 Q R s T u -
ilve ] Device Address Location Type HW Version FW Version Serial Number  Alias Status Date
2 1 FRM220-Ch20 172041191 Rackio Slot:1 Local  NMIC 101 5.35 F1114V50100LABGO001 online 5/10/2018 9:05
3 2 FRM220-Ch20 172241151 Racki0Slot:2 Local  10/100i 13 1281 None Online 12/3/2013 20227
4 3 FRM220-Ch20 172241151 Racki0 Slot:3 Local  10/1001 11 1281 None Online 12/3/2013 20227
5 4 FRM220-Ch20 172,041,191 Rackio Slot:d Local  10/100i 11 1281 None online 12/3/2013 20227
5 5 FRM220-Ch20 172.24.1.191 Racki0 Slot:5 Local  10/100i 13 1281 None Online 12/3/2013 20227
7 5 FRM220-Ch20 172241191 Racki0 Slot:6 Local  10/100i 13 1281 None online 12/3/2013 20:27
8 7 FRM220-Ch20 172.24.1.191 Rackio Slot:7 Local  10/100i 16 1281 None online 12/3/2013 20227
5 8 FRM220-Ch20 172241151 Racki0 Slot:8 Local  10/10015-2 11 2 None Online 12/10/2013 10:21
10 9 FRM220-Ch20 172241091 Rackio Slot: Local  FX0-4 1 1.006 None online 4/1/2015 15:29
1 10 FRM220-Ch20 172.24.1.191 Racki0 Slot:10 Local | 10G-XX 11 2023 None Online 12/3/2013 20227
12 1n FRM220-Ch20 172041151 Racki0 Slot:16 Local FOMOA 11 107 None Online 12/2/2013 20227
13 12 FRM220-Ch20 172.24.1.191 Rackio Slot:18 Local E1/TL 1 114 None Online 12/3/2013 20227
14 13 FRM220-Ch20 172.04.1.151 Racki0 Slot:19 Local FXO/FXS 1 3.04 None Online 12/3/2013 20227
13 1 FRM220-Ch20 172041191 Racki0 Sloti20 Local 1000Ms 1 1102 None online 12/3/2012 20227
16 15 FRM220A-192 172241152 Racki0 Slot:5 Local  SELET100T 12 1061 None Online 12/3/2013 20227
17 16 FRM220A-192 172041190 Racki0Slot:3 Local  1000EASX 13 105 None Online 12/2/2014 10:29
18 1 FRM220A-192 172041192 Rackio Slot:13 Local FSW103 1 101 None online 5/18/2017 18:49
19 18 FRM220A-192 172241192 Racki0 Slot:14 Local FSW103 1 1 None Online 5/18/2017 18:49
20 19 FRM220-Chog 172.24.1.199 Racki0 Slot:1 Local  NMC 101 527 0 online 5/10/2018 9:04
21 20 FRM220-Chog 172.04.1.199 RackioSlot2 Local  166-3R 1 0.001 None online 12/3/2013 20227
2 2n FRM220-Chog 172.24.1.158 Racki0Slot:3 Local  Serial 11 101 None Online 12/10/2013 11:21
2 2 FRM220-Chos 172.04.1.199 Rackio Slotid Local  106-55 11 2014 None online 12/3/2012 20227
2 2 FRM220-Chog 172.24.1.1% Racki0Slot:5 Local  FOMOL 1 14 None bacello Online 12/3/20132027 |
inventoryListByServer_20180817- ® « y
Ready i m - 1 + 100%

Figure 7-6 Exported Inventory, viewed in MS-Excel

As the inventory feature is a new function in SmartView EMS, our engineers will continue to fine tune and add
valuable features in later releases. In addition, the number of line cards that can support the embedded serial number
will be slowly increased as time allows.
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Chapter 8 Troubleshooting

8.1 Post Installation
If you see these error messages pop up, chances are the permissions are not right for the EMS folder.

Language English

Upgrade Path

Error X

&¥a cConfiguration save failed!
" File: system.conf.

EMS Installation Path

c\program files (x86)\¢ (.4
@Y File: upgrade.og.

File create failed!

Notice: OR
* Close all EMS applic

* Backup the existing EMS SySIEm [USTIN Case the upgrade Taned.

Server service will be stopped in seconds... 49 s.

8.1.1 Take Permission of EMS Folder

Microsoft Vista, Windows 7, Windows 8, Windows 8.1 and Windows 10 all introduce permission settings on system
files, such as those located in the windows and program files folders. Unless the administrator account has been enabled
and the user is using administrator to log into the system, any attempt to update the EMS will fail due to write access
denied.

A simple fix here is to have the logged in user take full permission of the EMS folder. Here is how to change the
permissions for all normal logged in users.

Step 1. Browse to the Program Files folder and "right-click" on the EMS folder. Select 'Properties'.

(e = | Program Files - m} x
Home Share View 9
J - [ Ao E —
5y & cut B x = cncas | FHselectan
|E| _1
S B Copy path * 1 Opes Select none
Pin to Quick Co Paste Move Co Delete Rena
access P #] Paste shortcut to+ topvy - 1 Upeniohienirhpdon DDInvert selection
Clipboard Organize . P (OTE rses Select
& Add to VLC media player's Playlist
« S )IThis PC 5 Local Disk (C:) » Program Files I L : . Search Program Files yel
& Play with VLC media player
20180811 A Name 7-Zip > Size ~
EM5_DOCS 7-Zip CRC SHA >
Ver_3.36 CamStudio 2.7 I Fu Scanfor viruses
Ver_5.38 Celemony Wa Check reputation in KSN
& OneDrive EU:”'"”U” Files W. Kaspersky Application Advisor
e
1 Give access to
[ This PC EMS >
. Restore previous versions
J 3D Objects FTP Client
I Deskiop FreeFileSync Include in library >
GIMP 2 Pin to Start
|| Documents inte>a
HandBrake Send to N
¥ Downloads HHD Software
J’) Music Inkscape Cut
=] Pictures Intel Copy
B Videos internet explorer Create shorteut
2, Local Disk (C) Java Delete
== PublicFelder (\\¢ Kyocera Rename
Logitech
= Dep.folder (\ctc , Mivemonts e I Properties I e
50iterns 1 itern selected =
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Step 2. Select the "Security" tab.

EMS Properties *

General  Sharinfl Securty WBrevious Versions  Customize

EMS

Type: File folder

Location: C:\Program Files

Size: 188 MB (157,391,332 bytes)
Size on disk: 189 MB (198,221,824 bytes)

Cortains: 666 Files, 43 Folders

Created: Thursday, August 5, 2018, 5:22:27 PM

Atributes: [m]Ee

ortly, (Only appli
[ Hidden Advanced...

Step 3. Under the 'Security' tab, click the "Edit" button.

EMS Properties *
General Sharng Securty  Previous Versions  Customize
Object name:  C:\Program Files"\EMS

Group or uger names:
[F5 ALL APPLICATION PA

[EJALL RESTRICTED APPLICATION PACKAGES

HR.CREATOR OWNER
G cveTEM

To change pemissions, click Edit Edit

Pemissions for ALL
APPLICATION PACKAGES Allow Deny
Full control

Modify

Read & execute

List folder contents

Read

Write h

For special permissions or advanced settings, Advanced
click Advanced. -

Cancel Boply
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Step 4. Select the "Users™ group for this computer.
Step 5. Click the "Full control™ and "Modify" permissions for users (all will be checked).
Step 6. Click "OK".

Permissions for EMS X
Security
Object name:  C:\Program Filesh\EMS

Group or user names:

H& CREATOR OWNER ~
HR SYSTEM

w
£ >
Add Bemave
P ions for Users Deny
Full control o o~
Modify |
Read & execute O
List folder contents O
Read O )

G| [ o

Step 7. Click "OK".

EMS Properties *

General Sharng Securty  Previous Versions Customize
Object name:  C:\Program Files"\EMS

Group or user names

(-5 ALL RESTRICTED APPLICATION PACKAGES
SR CREATOR OWNER

SR SYSTEM

S8 Adminictratare (S TEVE.] EMOWO Adminictrataret
< >

To change permissions, click Edit. Edit._.

Pemissions for ALL

RESTRICTED APPLICATION Allow Deny

Full control 2
Modify

Read & execute

List folder contents

Read

Write hd

For special permissions or advanced settings, GirErEe
click Advanced. -

Cancel Soply

Now that all users have full permission for the EMS folder, the update patches can be applied without any error
messages regarding file access rights.
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8.1.2. Enable Administrator Account

By default, the administrator account is disabled in Windows 7, 8, 8.1 and 10. For a Windows 7 machine dedicated to
running EMS, the administrator account can be enabled and used as the default login to the server. The EMS can then
be installed and upgraded at any time without any problem with file permissions.

Note: Only Professional or Enterprise versions of Windows can support enabling the administrator user. In addition,
this may cause a security issue if someone has physical access to the machine or if it should become compromised. For
better security, it is still recommended to use a normal user account and follow the instructions in 8.1 Take Permission
of EMS Folder. However, we have included the procedure to enable the administrator account.

Windows 7 Starter, Windows 7 Basic, and Windows 7~10 Home Premium do not have an administrator account.
Therefore, to run EMS on these flavors of Windows, it is best to place the EMS installation folder into a writeable user
location rather than in 'Program Files'.

8.1.3 Enable Administrator using Command
This is the quickest way to enable the administrator account on Windows 7.

Step 1. Click the Start button, click All Programs, click Accessories, then Right-Click Command Prompt and choose

Run as administrator. Click Yes.
s i ™
B8 Command i

@3 Connect to
B Conmectto ™' Run as administrater
w

*| Getting 5t

& Mathinput| @l Scan with AVG
| Notepad Pin to Taskbar
&2l Paint
% Remote Deg
5] Run Restore previous versions
SR Snipping Te
1 Scund Recg
Sticky Note] cut

Pin to Start Menu

Send to »

Copy
el
Delete

Ease of Acc| Rename Printers
System Tos|

Tablet PC HepE=

rams

1 Back

Help and Support

In Windows 8, 8.1, 10, use Windows Key +s (search), key in cmd and when Command Prompt shows, right-click it
and select Run as administrator. Click Yes on the UAC (user access control) prompt.

0 52 Filters v/
Best match

rgm  Command Prompt

Deski -
L3 Run as administrator

[l Open file location
s& Unpin from taskbar

-5 Pin to Start

£ emd

g @) engine. £ Admini..
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Step 2. In the command window type in the command exactly as below.

net user administrator /active:yes

Step 3. Exit and logoff. Then login as administrator and set password.

8.1.4 Enable Administrator Account Using Control Panel

Step 1. Use Windows Key + r (Run) and key in control. Double click Administrative Tools.

All Control Panel ltems — O X
T » Control Panel » All Control Panel tems » | O Search Control Panel pel
Adjust your computer’s settings View by:  Small icons ~
EiiAdministrative Tool [ AutoPlay @ Backup and Restore (Windows 7)
2 BitLocker Drive Encryption Kl Color Management Credential Manager
j Date and Time FEIDefau\t Programs #h Device Manager
s Devices and Printers @ Ease of Access Center =] File Explorer Options
£ File History Flash Player (32-bit) A Fonts
&= Indexing Options E Infrared Q Intel ® Graphics Settings
Internet Options | Java Keyboard
@ Lenove - Update and Drivers (32-bit) \3 Mail (Microsoft Outlook 2016) 0 Mouse
5 Network and Sharing Center MNVIDIA Centrol Panel [ Phone and Modem
5 Power Options E Programs and Features & Realtek HD Audio Manager
& Recovery 9 Region 3 RemoteApp and Desktop Connections
P Security and Maintenance iy Sound lé Speech Recognition
= Storage Spaces nc Center =4l System
£ storage Sp Syne C B sy
Taskbar and Navigation [ Troubleshooting 82, User Accounts
indows Defender Firewa indows Mobility Center iS5 Windows To Go
& Wind Defender Fi Il Wind Mobility C =
[ Work Folders
Step 2. Double click Computer Management.
b= A = | Administrative Tools — m| X
Home Share View 9
* u gy Cut x Mew item Open E Select all
Wl Capy path fj Easy access ~ Edit Select none
Pin to Quick Copy Pas Move Copy Delete Rename rop
access [7] Paste shorteut 1o to . i History 28 Invert selection
Clipboard QOrganize New Open Select
4 fé_—j » Control Panel » All Control Panel tems » Administrative Tools | O Search Administrative Tools yel
~  Name Date modified Type Size Lol
3 Quick access N
= i 4/12/2018 7:34 AM  Shortcut 2KB
[ Desktop * ;
omputer Management 47127200 Shortcut 2KB
! Downloads 2 ragment and Uptimize Drives 47127201 Shortcut 2KB
] Documents ¢ 25 Disk Cleanup 4/12/201 Shortcut 2KB
& Pictures -+ 43 Event Viewer 47127201 Shortcut 2KB
20180811 €4, i5CS! Initiator 47127201 Shortcut 2KB
EMS._DOCS ,55 Local Security Policy 47127200 Shortcut 2KB
Ver 536 E ODBC Data Sources (32-bit) 41127201 Shortcut 2KB
5 ODBC Data Sources (64-bit) 47127201 Shortcut 2KB
Ver_5.38 . ;
,\) Performance Monitor 47127201 Shortcut 2KB
¢@ OneDrive "2:5 Print Management 47127201 Shortcut 2KB
Recovery Drive 471272018 Shortcut 2KB
I This PC iy v )
- .9 Resource Menitor 47127200 Shortcut 2KB
- 30 Objects 2§, Services 127200 Shortcut KB
[ Desktop 53 System Configuration 4127201 Shortcut 2KB
\‘_j Documents 5 system Information 47127201 Shortcut 2KB
* Downloads ‘:9 Task Scheduler 47127201 Shortcut 2KB
- 2 indows ender Firewall witl vanc... 4/12/20 ortcut 2
B Music A Wind Defender F Il with Ad 471220 Sh 2KB
. ~ 78 Windows Memary Diagnostic 471272018 Shortcut 2KB ~
12 items =
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Step 3. Open up the "Local Users and Groups" and select "Users".

;E' Computer Management - O X
File  Action Miew Help
pale dEa]EalHEREY
;&' FomputerManagement (Local | Name Full Name Description Actions
v [l System Tools &Adm\nistrator Built-in account for administering... Users o~
@ Task Scheduler !jDef A, A ¢ d by th
] Event Viewer 4 Defaulthcco user account managed by thes... More Actions »
- &Guest Built-in account for guest accesst...
v ¥ Local Users and Group &;teve .
Bl &,WDAGUtlIltym A user account managed and use..,
T Groups
(%) Performance
;.l._ Device Manager
w 23 Storage
= Disk Management
:ﬂ_;} Services and Applications
< >
Step 4. Right-click on the user Administrator and click Properties.
& Computer Management - m] X
File Action View Help
o 2E XE =]
- ;umputer Management (Local| Name Full Mame Description Actions
v i %ﬂ:kaSoul"\sd ' = Built-in account for admi e Users -
ask acheduler Set Password...
[ Event Viewer &De‘fau A user account managed by the s... More Actions >
- &jGUESt All Task: » Built-in account for guest access t...
@] Shared Folders e B Administrator -
v #8 Local Users and Groups Sreve
= &jWDAC Delete A user account managed and use... More Actions
| Users
] Groups Rﬂme
@ Performance Properties
& Device Manager
v {53 storage Help

i+ Disk Management
i; Services and Applications

< >

Opens the properties dialog box for the current selection.
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Step 5. Uncheck the "Account is disabled" check box and click OK.

Administrator Properties ? *

General Member Of Profile

&f Administrator
L/

Full name: |

Description: Built-in account for administering the ‘

computer/domain

User must change password at next logon

[[] User cannot change password

Cancel Apply Help

Step 6. Right-click the Administrator again and this time select Set Password.

A Computer Management
File Action View Help
e 2E XEE

& Computer Management (Local | Name Full Name Description
v [} System Tools
@ Task Scheduler
2] Event Viewer .
- &Guest Uilt-in account for guest accesst...
| Shared Folders B sreve e -
v {8 Local Users and Groups Delete
| Users
| Groups
@ Performance Properties
& Device Manager

Actions

-in account for admin Users -

ser account managed by the s, More Actions N

& user account managed and use... More Actions

. WDAGUtility.

Rename

Help

~ =3 Storage
== Disk Management

Services and Applications

< >

Set the user's password.

Step 7. Ignore the warning and click Proceed.

Set Password for Administrator x

. Rasetting this password might cause ireversible loss of information for this user accourt
y l: For security reasons, Windows protects certain information by making it impossible to
“  access if the user's password is reset.

This data loss will occur the next time the user logs off.

‘You should use this command only if a user has forgotten his or her password and does
not have a password reset disk. I this user has created a password reset disk, then he or
she should use that disk to set the password

i the user knows the password and wants to change &, he or she should log in, then
press CTRL=ALT+DELETE and click Change Password.

For additional information, click Help.

Cancel Help

105



Chapter 8 Troubleshooting

Step 8. Enter a secure password twice and click OK.

Set Password for Administrator

Mew password:

Corfirm password:

rEERREE

renensl

QCCur.

1, I you click OK, the following will occur:

This user account will immediately lose access to all of its encrypted
files, stored passwords, and personal security cerdificates.

i you click Cancel, the password will not be changed and no data loss wil

T

Cancel ]

Now logout and log back in with the now activated administrator account.

8.1.5 Open Firewall for SNMP Traps

Both Windows 10 and Windows Server 2016 have SNMP Traps blocked by default. The EMS server will not show

any traps until the Firewall is opened for SNMP Traps.

Step 1. Use the Windows Key + r (Run) and key in control. This will open the Control Panel.

[ZE] All Control Panel ltems

i Administrative Tools

%gl BitLocker Drive Encryption
£ Date and Time

s Devices and Printers

& File History

&= Indexing Options

Internet Options

@ Lenove - Update and Drivers (32-bit)
¥ Metwork and Sharing Center

3 Power Options

& Recovery

F’ Security and Maintenance

S Storage Spaces

L7 ool RN

ﬂ Windows Defender Firewall

I :':urE FD :ers

Adjust your computer’s settings

4+ [E2 » Control Panel » All Control Panel ltems

=g AutoPlay

L3 Color Management

'751 Default Programs

'@' Ease of Access Center
Flash Player (32-bit)

f Infrared

| £ Java

3 Mail (Microsoft Outlook 2016)
NVIDIA Control Panel

[ Programs and Features
:9 Region

iy Sound

@ Sync Center

[ Troubleshooting
Windows Mohility Center

v O Search Control Panel

View by:

\7@ Backup and Restore (Windows 7)
@ Credential Manager

& Device Manager

& File Explorer Options

A Fonts

@ Intel® Graphics Settings
Keyboard

@ Mouse

] Phone and Modem

& Realtek HD Audic Manager

% RemoteApp and Desktop Connections
@ Speech Recognition

A systern

H2, User Accounts

25 Windows To Go

Smallicons ~

[}

Step 2. Double click the Windows Defender Firewall
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Step 3. Click the Allow an app or feature.

& Windows Defender Firewall - ] o
« v 4 ﬂ » Control Panel » All Control Panel ltems » Windows Defender Firewall v @ Search Control Panel pel

Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Internet or a network,
through Windows Defender
Firewsll o For your security, some settings are managed by your system administrator.

& Change notification settings
@) Turn Windows Defender l ° Domain networks Connected

Firewall on or off

) Restore defaults Metworks at a workplace that are attached to a domain
9 Advanced settings
Windows Defender Firewall state: On
Troubleshoot my network
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active domain networks: L:E cteu.comatw
Metification state: Motify me when Windows Defender Firewall blocks a
new app
l 9 Private networks Not connected ()
. ° Guest or public networks Not connected (~)
Seealso
Security and Maintenance
MNetwork and Sharing Center
Step 4. Click Change settings
& Allowed apps - [m} x
« « 4 @ > Control Panel > All Control Panel ltems » Windows Defender Firewall » Allowed apps ~ 0 Search Control Panel R

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the ricks of allowing an app to communicate? GChmg& settings

o For your security, some settings are managed by your system administrator.

Allowed apps and features:

Name Domain  Private  Public  Group Policy *

BrokerPlugin

]
@{Microsoft.BingWeather_4.18.36.0_x64_ Bwekyh... O No
@{Microsoft.Messaging_3.26.24002.0_64_Bweky... MNo
@{Microsoft.Messaging_3.37.23004.0_x64_Bweky... Mo
@{Microsoft.Microsoft3DViewer_1.1702.21039.0 x... No
@{Microsoft.MicrosoftEdge_40.15062.0.0_neutral_... [m] No
@{Microsoft.MicrosoftOfficeHub_17.8010.5826.0_... [m] No
@{Microsoft.M5Paint_1.1702.28017.0_x64_ 8weky... [m] No
@{Microsoft.OneConnect_2.1701.277.0_x64_ Bwek... ] No
@{Microsoft.PPIProjection_10.0.15063.0_neutral_n... ] ] No
@{Microsoft.PPIProjection_10.0.15063.0_neutral_n... No
M @{Microsoft.SkypeApp 11.8.204.0 %64 kefBoxf38... O No s
Details... Remove

Allow another app...

oK Cancel
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Step 5. Pull down and find SNMP Trap, then enable the check box. Finally, click OK.

@ Allowed apps

&« v 4 @ > Control Panel 5> All Control Panel ltems > Windows Defender Firewall > Allowed apps

Allow apps to communicate through Windows Defender Firewall

To add, change, or remave allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

@ For your security, some settings are managed by your system administrator.

Allowed apps and features:

&) Change settings

v 0

MName Domain  Private  Public  Group Policy *
[ Routing and Remote Access ] O ] No
[ Secure Socket Tunneling Protocol O [} O No
[ Shell Input Application Mo

iy = = .

- |
e e T o = = o T
[ Store Purchase App Ne
M studic One 4 No
[ Studio One 4 Plug-in Scanner No
M sway Ne
[ Take a Test No
[ tftpd32.exe O No v
Details... Remove

Allow another app...

oK Cancel

Search Control Panel

SNMP traps will then be received by Smartview.
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8.1.6 Telnet Won't Open when Right Clicking Device
Have you been presented with the following pop up window?

telnet.exe X
()

e Windows cannot find 'telnet.exe’. Make sure you typed the name correctly, and then try
again.

We have found that the Telnet client is NOT active by default for either Windows 10 or for Windows Server 2016.

Step 1. Open up Control Panel by using Windows Key +r and keying in control.

Run X

Type the name of a program, folder, document, or Intenet
resource, and Windows will open it for you.

goen v

= e

Step 2. Double click Programs and Features. Click Turn Windows features on or off.

o]
<« v I Control Panel » All Control Panel ltems > Programs and Features I ~+ O Search Programs and Features @
| ContrelPancl Home Uninstall or =
i [ Windows Features - O X
To uninstall a pr
@ T;me Windows features on or Turn Windows features on or off (2]
o - =
Install 5 th Sl To turn a feature on, select its check box. To turn a feature off, clearits o o
| oy gram frem e Name check box. Afilled box means that only part of the feature istumed on.  koyion  size Version -
[E82] 7-Zip 18.05 (x64) Remote Differential Compression APl Support ~ | |272018 433MB 1203
Tiewes 2 Audi [J | RIP Listener 2/2018 V3.7 Rev 001
igasic @ [ | Services for NFS 2/2018 214
Saud 222 = [ | Simple Netwark Management Protocal (SNMP) 2018 S25ME 222
€ h2210 [ | Simple TCPIP services (i.e. echo, daytime etc] /2018 2210
Fr cradio274 | | @ SME 1.0/CIFS File Sharing Support 2018 06ME 274
JCam® dio Loss! il 2/2018 15
EC .o FreeH Telnet Client 22012
@l I — 272018
E?D “\ :odv.e ;;{ [0 = Windows Dsl Allows you to connect to other computers remotely. [2D1E 953MB  0.8276
o Aude [0 Windows Hypervisor Platform o : .
®E| Do USE(VY | Windaws dentite Faundation 3 v |7 7106
-- a 2/2018 189MB 7.0
[~ s Client 33 Cancel 0/2018 263MB 3351
Bir  crontend Ty /2018 173ME 211
Foxit Re der Foxit Software Inc. 8/2/2018 209 MB  9.2.0.9297
o Freefue., 101 FreeFileSync.org 7/53/2018 43.0MB 101
ot e The GIMP Team 7/3/2018 BS0MB 2102
WHe drake 11 71272018 111
S3HHL .. -are Free Hex Editor Neo 6.31 HHD Software, Ltd. 7/12/2018 53.7MB  6.31.0.5980 v
e Currently installed programs Total size:  6.50 GB
ly prog
[} 79 programs installed

Step 3. In the pop up window, pull down until finding Telnet Client. Enable the check box and click OK.

If you feel confident using the command prompt, it is possible to enable this feature with elevated privileges:
dism /online /Enable-Feature /FeatureName:TelnetClient

@ Administrator; Command Prompt - o b
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8.1.7 Server Startup Error

This is an error that normally only happens on an EMS server that is not in a fixed installation. If installing EMS on a
laptop for demonstration purposes, it is possible to get the following error message when starting the EMS Server
Console.

Error x

,-@, Server connection failed.
@ ORBInitialHost: 127.0.0.1
ORBlInitialPort :900

Server service will be stopped in seconds._ 48 5.

This error message occurs if the IP address has changed. Fix this issue by following the section 8.4 by either re-
running the setup or by manually modifying the configuration (text) file.

8.2 Remote Client Issues

Most client login problems can be traced to one of two issues:
A) Incorrect client version that doesn't match the server.
B) Firewall not opening for JAVA processes

8.2.1 Version Incompatibility

To correct A, use the EMS folder of either the DVD used to install Smartview, or from the last used Upgrade Tool
and re-run the setup for client. Placing the EMS folder on the desktop is a good way to always quickly find the client
folder to start the EMC (Element Management Console) and to quickly overwrite with new versions.

8.2.2 Firewall Issues
To correct B, firewall issues, JAVA SE and Tnameservice need to be allowed through the firewall.

When first starting the SmartView client, there should be two pop-up windows from the Firewall asking if the Java
SE and the Java Tnameservice should be allowed.

0 Windows Security Alert X

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of Java{TM) Platform SE binary on all
public, private and domain networks.

m MName: Java(TM) Platform SE binary
Publisher: Oracle Corporation

I Path: C:\program files\ems'jre\bin\tnameserv, exe I

Allow Javal{TM) Platform SE binary to communicate on these networks:
Domain networks, such as a workplace network

[1Private networks, such as my home or work network:

[ Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

Ggllow access Cancel

The above pop up window from Windows Defender Firewall (Windows 10 or Windows Server 2016) is with
regards to the 'name service' required by the CORBA connection between EMS Server and EMS Client. By default,
we recommend that the two check boxes for Domain networks and Private networks both be checked. If the client
will connect remotely, and for remote connection we highly recommend using VPN, then the Public networks should
also be checked. Failure to do so will result in the following message pop up.
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User login failed.

Bidirectional connecticn failed.

*

ﬂ Windows Security Alert

Windows Defender Firewall has blocked some features of this

app

public, private and domain networks.

Windows Defender Firewall has blocked some features of Java(TM) Platform SE binary on all

& Mame: Java(TM) Platform SE binary
=
— Publisher: Oracle Corporation
I Path: Ci\program files\emsijretbinjavaw.exe I

[#]Domain netwarks, such as a workplace network

[ Private networks, such as my home or work network:

Allow Java(TM) Platform SE binary to communicate on these networks:

because these netwarks often have litte or no security)

What are the rigks of sllowing an app through a firewall?

[CPublic netwarks, such as those in airports and coffee shops (not recommended

Gﬁllow BCCess Cancel

The above pop-up window from Windows Defender Firewall (Windows 10 or Windows Server 2016) is with
regards to the Java SE (javaw.exe) required by the EMS Client. By default, we recommend that the two check boxes
for Domain networks and Private networks both be checked. If the client will connect remotely, and for remote
connection we highly recommend using VPN, then the Public networks should also be checked.

8.2.3 Modifying Firewall

If the Firewall permissions were never granted or if they need to be modified, here is the procedure for Windows

Defender Firewall (in Windows 10 and Windows Server 2016).

From Windows Defender Firewall, under Control Panel;
Step 1. Click 'Allow an app or feature...'

ﬂ ‘Windows Defender Firewall
« « 4 @ > Control Panel » All Control Panel ltems > Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Control Panel Home

Allow an app or feature through the Internet or a network.
through Windows Defender

Firewall

) Change notification settings

) Tumn Windows Defender
Firewall on or off

G Restore defaults

. ° Domain networks

Metworks at a workplace that are attached to a domain
G Advanced settings
Windows Defender Firewall state: On
Troubleshoot my network
Incoming cennections:
of allowed apps

Active domain networks: [ S —

Motification state:

. u Private networks

. ° Guest or public networks

new app

See also
Security and Maintenance

Metwork and Sharing Center

Windows Defender Firewall can help prevent hackers er malicious seftware from gaining access to your PC

@ Foryour security, some settings are managed by your system administrator.

Block all connections to apps that are not on the list

Motify me when Windows Defender Firewall blocks a

- O x

~ @ | Search Control Panel »

Connected (*)

Mot connected ( '_

Not connected (~)
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Step 2. Click the Change settings button.

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and poerts, click Change settings.

What are the risks of allowing an app to communicate?

Qchaﬂge settings

Step 3. Scroll down and find and highlight the app labeled Java™ Platform SE binary. Click the Details button.

A 1 a _ O
- v 4 ﬂ » Control Panel » All Control Panel ltems » Windows Defender Firewall » Allowed apps v Search Control Panel yel
Allow apps to communicate through Windows Defender Firewall
To add, change, or remoy Edit an app »®
What are the risks of allo ge settings
You can allow communication with this app from any computer, induding
those on the Internet or just from computers on your netwark, -
@ Foryour security, s
MName: [#=] 3ava(T™) Platform SE binary L
Allowed apps and feat . N — |
Path: | C:'program filesems\jrelpinltnamesery.exe |I
i A
Mame What are the risks of unblocking an app? gty
v
Holographic Itemn You can choose which network types to add this app to. i
O HomeGroup o
HP Smart Netwaork types... Cancel o
LLisCal Send o
I [ Java(TM) Platform SE binary O I No
aval atrorm SE mW [Cal | ) No
| [# Java(TM) Platform SE binary No |
[# Java(TM] Platform SE binary O No
java.exe O MNo
javaw MNo
[ Key Management Service O O O No
KYOCERA Print Center No N
Remove
Allow another app...
oK Cancel

Step 4. The pop up has identified the name server app used by both EMS Server and EMS Clients. Click OK and adjust
the communications (Domain, Private, Public) accordingly.

Step 5. Do this for both the ems\jre\bin\tnameserv.exe and for ems\jre\bin\javaw.exe applications.

Step 6. For client access, find those binaries located in your client installation folder (example here is on the Desktop).
_ﬂ Allowed apps - - — m} -
I « S ﬂ » Control Panel * All Control Panel ltems + Windows Defender Firewall »  Allowed apps v O Search Control Panel el

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.
What are the | Editan app x gchangasettingz
You can allow communication with this app from any computer, induding
o Foryoun those on the Internet or just from computers on your network.
Allowed ap| MName: (1] 1ava(TM) Plztﬁ:rm SE hiﬁry
Mame Path: I | C:\zers\steve. CTCU\Desktop \EMS \jrebin\tnamesery. ex _i( Group Policy *
i Helegrs what are the Lol o] o] g]e =g =] o Mo
! LlHomeG You can choose which network types to add this app to. No
HP Sm No
[0isCsiSe | Network types... Cancel No
[ Java(TNi PratroTrT sE mirary =T =T Mo
i I] [¥] [l No
[ Java(TM) Platform SE binary |
aval attorm Inary || ] LI No
java.exe O No
javaw No
[ Key Management Service O O O No
KYOCERA Print Center No e

Remove

Allow another app...

oK Cancel
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8.2.4 Adding App to Firewall

If a normal installation has been performed, it should not be necessary to add the applications to the list
it is found that the Java binaries are NOT in the list, they can be manually added using this procedure.

Step 1. Click 'Allow an app or feature...'

. However, if

0 Windows Defender Firewall — O ®
« « 4 @ > Control Panel » All Control Panel ltems > Windows Defender Firewall ~ 0 Search Control Panel R
Control Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers er malicious seftware from gaining access to your PC
Allow an app or feature through the Internet or a network.
through Windows Defender
Frewall @ For your security, some settings are managed by your system administrator.
) Change notification settings
& Tum Windows Defender . ° Domain networks Connected ()
Firewall on or off
) Restore defaults Metworks at a workplace that are attached to a domain
!;‘ Advanced settings
Windows Defender Firewall state: On
Troubleshoot my network
Incoming cennections: Block all connections to apps that are nat on the list
of allowed apps
Active domain networks: BE  ctew.comtw
Motification state: Notify me when Windows Defender Firewall blocks a
new app
. u Private networks Not connected |
. ° Guest or public networks Not connected (~)
See also
Security and Maintenance
Metwork and Sharing Center
Step 2. Click the Change settings button.
Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.
What are the risks of allowing an app to communicate? GChagge settings
Step 3. Click the Allow another app button.
A - O
« v A Q » Control Panel s All Control Panel ltems » Windows Defender Firewall » Allowed apps w & Search Control Panel »
Allow apjl add an app *
To add, cha
Select the app you want to add, or dick Browse to find one thatis not .
What are thy jisted, and then dick OK. !;'Change settings
o For yor Apps:
Allowed a
Name c Group Policy ™
@{Mi No
@{Mi No
@{Mi No
@{Mi Mo
®{Mi No
@{Mi No
@{Mi T Mo
@{Mi{ Path: I Browse... No
@{Mi No
{ _| What are the risks of unblocking an app?
@{Mi No
@M You can choose which network types to add this app to. No
@{Mi Network types. .. Cancel L Ne v
[ Détails... Remove
Allow another
oK Cancel
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Step 4. Click the Browse button.

P Browse X
N »ITI’H;P[ > Desktop > EMS > jre > bin > I v|® | Searchbin r
Organize v New folder = 1 @
1 This pe A Name Date modified Type Size @
. &) javaw.exe 3/13/20 Application 126 KB
“J 2D Objects = e X
(2] jovaws.exe 3 Application 313KE
B8] Desktop [&] jp2launcher.exe 3 Application 97KB
=/ Decuments [5 keytool.exe 3 Application 16 KB
J Downloads [ kinit.exe 3 Application 16 KB
B Music [ Klist.oe 3 Application 16 KE
= Pictures [ ktab.exe 3 Application 16 KB
3 A 7K
B Videos [ orbd.oe 3 Application 1TKE
[&] pack200.exe 3 Application 16 KB
% Local Disk (C3) ) ! 6 K1
[ policytool.ae 3 Application 16 KE
S PublicFolder (W« [ rmid.exe 3 Application 16 KB
= Depfolder (\ictc [&] rmiregistry.exe 3 Application 16 KB
= Marketing (\\ctc [ servertool.exc 3 Application 16 KE
= Application (Wt 3 Application 64 KB
= Network Scan Di 31 Application 1TKE
v L& unpack200.exe 3/13/201811:45AM  Application 120 KB )
File name: [tnameserv.exe | Applications [".exe;".com:"icd)
I Open I Cancel

Step 5. Locate your client folder (example here is Desktop\EMS) and find the binary file to open. Do this for both the
javaw.exe file and the thnameserv.exe files.

Allo - O pad
« ~ /4 @ > Control Panel » All Control Panel ltems 5> Windows Defender Firewall > Allowed apps ~v| @ | Search Control Panel o
Allow apj add an app x
To add, chal
Select the app you want to add, or dick Browse to find one that is not h
What are the jigted, and then dick OK. E;Change settings
o For yor - |
7| | [l 1ava(m™) Platform SE binary I =
Allowed a
MName c  Group Policy ™
@{Mi Ne
@{Mi No
@{Mi MNo
@{Mi No
@{Mi No
@{Mi No
@Mi{ — peeeeee————— No
@(Mi Path: C:i\Users\steve, CTCU\Desktop\EMS \jre'\bin it Browse... Mo
L)
M I
Mal I What are the risks of unblodking an app? °
@{Mi No

@M ‘You can choose which netwark types to add thi No
@{Mid Metwork types... Cancel - No hd
I DelaE Remove

oK Cancel

Step 6. Confirm the java binary was found, the path relates to your client location and click Add.

Step 7. Follow the previous example to edit the firewall settings for this app.

EMS Java Client Edit an 3pp X
(client on Desktop)

You can allow communication with this app from any computer, including
those on the Internet or just from computers on your network.

Mame: | &fjavaw
Path: | C:lusers\steve. choudesktop\ems\jre\bin \javaw. exe

What are the risks of unblocking an app?

‘fou can choose which network types to add this app to.

Network types... Cancel
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8.3 Database and Connection Issues

Most problems that arise with EMS installations are related to the MS-SQL database installation and configuration
(or lack of).

CTC Union support engineers are resolving SQL connectivity issues all the time, but usually the problems are caused
by not following the SQL server installation instructions. Here is some help on how to resolve connectivity issues.

8.3.1 Connection Failure List
Basically, when Smartview fails to connect to your SQL Server, the issue could be:

1) Network issue. (Assuming the SQL Server is not on the same machine as Smartview server)
2). SQL not installed with "Default Instance” and/or "Mixed Mode™ Authentication.

3) SQL Server configuration issue.

4) Firewall issue.

5) Client driver issue.

6) Application configuration issue.

7) Authentication and logon issue.

8.3.2 Network Issue

If SQL Server is running on the same machine as the EMS Server, the network is NOT an issue. EMS Server should
always be able to make local connection without a working network, if localhost was chosen during Smartview EMS
installation. In our EMS installation, we rely on a localhost connection (127.0.0.1), as it provides the best performance
when the SQL Server and EMS Server are located on the same machine. For remote connections, a stable network is
required. The first thing to troubleshoot SQL connectivity issues is to make sure the network we rely on is workable and
stable. Please run the following commands:
Hint: Windows Key + r cmd and OK

ping -a <your_target_machine>
ping -a <Your_remote_IPAddress>
nslookup (type your local and remote machine name and IP address multiple times)

Be careful to see any mismatch on the returned results. If you are not able to ping your target machine, there is a high
chance that either the network is broken or the target machine is not running. It's possible the target machine is behind a
firewall and the firewall blocks the packets sent by ping. (See Step 4) The correctness of DNS configuration on the
network is vital to SQL connection if connecting by name. Wrong DNS entry could cause of all sorts of connectivity
issue later.

8.3.3 No "'Default Instance" or no ""Mixed Mode"" Setup During Install

SmartView EMS uses a Java DBC connection to the default instance of SQL Server. If during a manual installation
of SQL Server, all the default settings were clicked with the user just clicking 'Next' repeatedly, then EMS will NOT be
able to connect to the database server. During installation, we must select the "Default Instance" option and for
authentication, "Mixed Mode" must be selected and the SA account password defined.
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The best way to install MS-SQL is to use the EMSinstaller and select the MS-SQL Express installation. This will
choose the best SQL version for installation (Windows 7 will install SQL-Server Express 2008 R2 while Windows 10
or Windows Server 2016 will install SQL-Server Express 2014 SP2). In addition, the installation will be performed in
unattended mode so that the correct Default Instance and Mixed Mode settings are established.

There is NO WAY to correct an installation which did not create a Default Instance. The only way we have found to
correct this mistake is to completely uninstall SQL Server from the machine, reboot, manually delete the installed folder,
edit the windows registry to remove the keys for MS SQL, reboot again, then do a fresh install following the procedure
outlined in the appropriate Appendix. (This is confirmed from Microsoft.) Again, we still recommend letting our
EMSinstaller do the MS-SQL Express installation to avoid these pitfalls.

8.3.4 Must Restart EMSinstaller

When installing SQL Server through our EMSinstaller the installer must exit and be restarted before installing EMS.
The reason is that when MS-SQL is installed, the 'sqlcmd' command is added to the environment path. While
EMSinstaller is running, its path information is not updated. Exit EMSinstaller, then run EMSinstaller again and
Smartview will be installed successfully every time.

8.3.5 SQL Server Configuration Issues

It is important to make sure the target SQL Server is running and is listening on appropriate protocols. You can use
SQL Server Configuration Manager (SCM) to enable protocols on the server machine. SQL Server supports Shared
Memory, Named Pipes, and TCP protocols (and VIA which needs special hardware and is rarely used). But for CTC
Union's EMS, we only require that TCP/IP protocol be enabled. For both local and remote connections, TCP protocols
must be enabled. Once you enabled protocols in SCM, please make sure restart the SQL Server. Details for Network
Configuration of MS-SQL is given in the appendices of the EMS User Manual for SQL 2008, 2012 and 2014.

Here is an example screen for the SQL Server Configuration Manager for Server 2014.

]
File Action View Help
«=(2850
@ SOL Server Configuration Manager (Local) Protocel Mame Status
E SOL Server Services ) _ || & Shared Memory Enabled TCP/IP Properties ? bt
_E S0L Server Metwork Configuration (32bit] N d i Dicabled
i i 1 ian (32t Iraec Tpes CE Protocol [P Addresses
] TCR/IP Enabled
~ M SOL Server Network Configuration Sl S
B Protocols for MSSOLSERVER Active o
e T Enabled No
IF Address 192.168.0.165
TCP Dynamic Ports
TCP Port 1433
B P11
Eip12]
IP13
IP14
IP15
ELipi6
Active Yes
Enabled Mo
IP Address 127.0.01
TCP Dynamic Ports
TCP Port 1433
el hd
P12
Cancel Apply Help

< >

Find the Protocols for MSSQLSERVER under SQL Server Network Configuration. This will display the three
protocols in the right window. TCP/IP must be enabled. Select it and right-click to then select Properties. The TCP/IP
Properties pop up will appear. Go to the IP Addresses tab and make sure there are both localhost (127.0.0.1) and your
server's IP (this example is 192.168.0.165) configured. Make sure they are 'Active' and using Port 1433.

You must restart the SQL Server after making any changes here.
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8.3.6 SQL and Firewalls

A firewall on the SQL Server machine (or anywhere between client and server) could block SQL connection request.
An easy way to isolate if this is a firewall issue is to turn off firewall for a short time if you can. Long term solution is to
put exception for SQL Server and SQL Browser.

For TCP protocol, you need put the TCP port on which the SQL Server listens on into exception.

For SQL server, the listening port is 1433.
For SQL Browser, please put UDP port 1434 into exception. (Not required for EMS.)

Meanwhile, you can put sglservr.exe and sqlbrowser.exe into exception as well, but this is not recommended. IPSec

between machines that we are not trusted could also block some packets.

8.3.7 Connection Tests

At this stage, you can test your connection using some tools. The tests need to be done on a client machine.
First try:
telnet <your_target_machine> <TCP_Port>
You should be able to telnet to the SQL server TCP port (1433) if TCP is enabled. Then, use SQLCMD and/or SQL
Management Studio to test SQL connections. If you don't have those tools, please download SQL Express from
Microsoft and you can get those tools for free. Another way to quickly troubleshoot is by using CLI. If you did a Telnet

to your target's TCP port, the command window will wait for commands.

sglemd -?

ER Command Prompt - m} x

Command Line Tool

riables [and
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sglemd -S <your_target_machine>
In the example here, the SQL Server is running on the same machine as the EMS Server. So, we can connect by
using the localhost IP address, 127.0.0.1.

BN SQLCMD - [m| X

oductversion’)

Example for finding your SQL Server version.

There will be many lines of 'dashed’ output but the version will be displayed. (9.xx for MS-SQL Server 2005, 10.xx
for MS-SQL Server 2008, 11.xx for MS-SQL Server 2012 and 12.xx for MS-SQL Server 2014)

EX SOLCMD - a x

Hint: Scroll back some to reveal this info.
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Quit the command by entering 'exit'

ES Command Prompt - O x

SQLCMD (shipped with SQL Server 2005 & 2008) uses SNAC OLEDB.

SQL Management Studio (shipped with SQL Server 2005 & 2008) uses SQLClient.

8.3.8 Application Issue

If you succeed with steps 8.3.1~8.3.7 but still see failure in your EMSapplication, it's likely a configuration issue in
your application. Think about couple of possible issues here.

a) Is your application running under the same account with the account you did tests in step 4? If not, you might want to
try testing under that account or change to a workable service account for your application if possible.

8.3.9 Authentication and logon issue

This is probably the most difficult part for SQL connectivity issues. It's often related to the configuration on your
network, your OS and your SQL Server database. There is no simple solution for this, and we have to solve it case by
case. There are already several blogs in SQL protocols talking about some special cases and you can check them to see
if any of them apply to your case. Apart from that, things to keep in mind:

SmartView EMS uses SQL Auth, therefore mixed authentication must be enabled. Check this page for reference
http://msdn.microsoft.com/en-us/library/ms188670.aspx.

In our EMS User Manual, the appendix for installing MS-SQL specifically shows how we deviate from normal
install and choose "Mixed Mode™ for authentication.

If you didn't choose this mode, it is probably best to uninstall and re-install MS-SQL and follow the procedure
outlined in the appendices of the EMS User Manual. Better yet, use the EMSinstaller to install MS-SQL Server.
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8.3.10 Forgot EMS Admin Password
The default admin password for EMS Server Console and Admin Console is 0000 (four zeros). If the password for
admin is ever changed and forgotten, it can be shown in plain text by doing a database query.

B Command Prompt - O *

iord FROM client WHERE name='admin'"

Copy and Paste this entire command into the Command Prompt window.
SQLCMD -Q "USE ems; SELECT password FROM client WHERE name='admin'"

By substituting any EMS username for admin in this example, the password may be recovered for any EMS user.
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8.4 Changing Server IP Address
There may come a time when the EMS Server must have an IP address change. This is especially true if EMS is
being demoed and the IP address needs changing.

8.4.1 Changing IP Through Setup
The quickest way to setup EMS for a new IP is to re-run the setup.

Step 1. Make sure EMC, Admin Console, and Server Console are closed.
Step 2. Browse to the EMS installation folder (default is c:\Program Files\EMS).
Step 3. Right click on the Setup(.bat) file and choose Run as administrator.

o5 Setup 3.003 - e

Language English ~
Installation Option
O Install Server and Tools
I @® Install/Modify Server Management Tools I
O Install/Modify Client Management Tools

Parameter Setting

Database Server P ®Local O Remote

Database User

Username sa

Password @@ ®®

Database Name ems
Server IP Address O Default | @ Static |192.168.0.51 v
Server Service Port @ Default O Static
Name Service Port 900
Memaory Allocation Server |1024 MB Client 1024 MB
Install Cancel

Step 4. Only select the Install/Modify Server Management Tools.
Step 5. Change the Static IP address and click Install.
The configuration will be modified.

8.4.2 Manually Changing IP address
We are placing this here as it may also help in troubleshooting issues. Do this only if you feel comfortable editing
configuration files. The best and quickest way to change IP is still by re-running Setup.

Find and edit the system.conf file located in the EMS\scripts\config folder.

A < | confi - o X
g
Home Share View 2]
y / T o o
BO h Cut Y ] x -—ﬁ T} New item .ﬂ |3 open ~ [ select all
W= Copy path ] Easy access ¥ Edit Select none
Copy Paste N Move Copy Delete Rename  New Properties
7] Paste shorteut  go- S folder S o £ invert selection
Clipboard Organize New Open Select
« .4 »[This PC > Local Disk () » Program Files » EMS » scripts » config | v|& | Search config )
[& Documents # A Name Date modified Type Size
=) Pictures P CD_nstall_System.properties Properties Source ... 1B
20180811 T client pronerie Properties Source ... 1KB
EMS_DOCS CONF File 1KB
Ver_5.36
Ver_5.38
7@ OneDrive
[ This PC
3D Objects
I Deskiop
% Documents
- Downloads
D Music
&) Pictures
[ videos
i, Local Disk(C)
3items 1 item selected 516 bytes =
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Edit the line serverORBHost with the new IP address and save.

File Edit Format View Help

H## 2018-88-09 17:26:27 updated.
checkDuplicatedSN=false
clientORBHost=default
clientORBInitialHost=127.8.8.1
clientORBInitialPort=9068
clientORBPort=default
clientXmx=1824
dbPara=0365727d8273660430353a3f
dbServer=127.8.8.1
installDate=20818/88/89 17:23:14
installPath=c:\\program files\\ems
language=EN
serverORBHost=192.168.8.51 *
serverORBInitialHost=127.8.8.1
serverORBInitialPort=960
server0ORBPort=default
serverXmx=1824

sy s1=VUwnCDuAkKyMy1TesGldpw==
sys2=cD+dlnBeuTeaCkEsUvPH5g==
version=3.083

Be sure to use the new IP address from EMS Client when logging in. It is also convenient to use the localhost IP
(127.0.0.1) when the client is running on the EMS server. The local client will always be able to connect via localhost.

8.6 Complete EMS System and Database Backup
It may be prudent to do occasional EMS System backup from time to time and move the backup off server. If is also

recommended that a complete backup be made before doing EMS upgrade so that in case of trouble, the previously
working system may be restored.

Backup:

Step 1. Logout and close any EMS client, Admin Console and Server Console.

Step 2. Browse to and copy the entire EMS folder (located at c:\Program Files\), save the copy.

Step 3. Browse to and copy the two ems database files (ems.mdf and ems_log.ldf) and save the copies.
(c:\Program Files\Microsoft SQL Server\MSSQL12.MSSQLSERVER\MSSQL\DATA\ems.mdf and ems_log.ldf)

Now that the EMS folder and the Database files have been backed up, they may be used to 'recover' back to this
version in the event of some problem with a newer upgrade version EMS.

These files may also be used to clone the EMS server on to a new server, after doing a normal installation of course.
Recovery:

Copy over the database files, with administrator rights. Delete the contents of Program FilesS\EMS and copy the old
contents into the EMS folder. Have all users take permission of the new EMS folder.

A new SN.txt license is required to run on new hardware, unless the MAC was from a NIC (network interface card)
that can be moved to the new hardware.
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Appendix A Installing MS-SQL 2008 R2 Express

A.1l Introduction

This chapter will detail the installation and configuration steps for the Free Edition of MS-SQL, Microsoft SQL
Server 2008 R2 Express Edition. Server Express is a powerful and reliable data management product that delivers rich
features, data protection, and performance for embedded application clients, light Web applications, and local data
stores. SQL 2008 R2 Express can be installed on Windows Server 2008, Windows Server 2008 R2, Windows XP,
Windows Vista, or Windows 7. (SQL 2008 R2 is not compatible with Windows 8.1 or Windows 10.)

Note:

SQL Server 2008 R2 SP2 Express Edition is differentiated from the rest of the SQL Server 2008 editions only by
the following:

Lack of enterprise features support

Limited to one CPU socket or 4 CPU cores

One GB memory limit for the SQL Server Engine
Databases have a 10 GB maximum size

A.2 SQL Express Software Installation
In the following example, the step-by-step procedure is given for the free version of Microsoft® SQL Server
2008 R2 SP2. The free version may be downloaded from Microsoft's Download Center website and is a good choice for
demonstrating or for evaluating the EMS in a non-production environment. For production use, please have your
purchased version of MS-SQL Server 2008 and CD-Key from your Certificate of Authenticity (COA) and follow
through the Microsoft documentation for installation.

Find the location of your download files on the local disk and double-click into the ' SQLEXPR_x86 ENU.EXE'
icon.

The downloaded file is a self-executable compressed file. First the files will be extracted to your system.

-

Extracting Files @

Edracting File:  _sfx_0156._p
To Directony: c?6e1524b3al0d44cfeabd 2aed 7ORIF

SQL Server 2008 R2

Flease wait while SOL Server 2008 B2 Setup processes the current operation.

The 'SQL Server Installation Center' will be the starting point for either a fresh SQL Server installation or for
upgrading from a previous SQL Server version.
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14 SQL ServerInstallation Center EI@

Planning jl Mew installation cr add features te an existing installaticn,

Launch a wizard to install SQL Server 2008 B2 in 2 non-clustered environment or to add

Installati
en features to an existing SOL Server 2008 R2 instance.

Maintenance

Taal ﬁ Upgrade frem SOL Server 2000, SQL Server 2005 or SQL Server 2008
ools
Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to SQL
Rescurces Server 2008 R2.
(EEE = Search for preduct updates
Options Search Microsoft Update for SQL Server 2008 R2 product updates.

\‘:;Q\ Micresoft*
#~ SQL Server2o08r2

Double click the 'New SQL Server' to launch the installation wizard.

4 50L Server 2008 R2 Setup EI@

License Terms

To install SQL Server 2008 R2, you must accept the Microsoft Software License Terms.

License Terms -
MICROSOFT SOFTWARE LICENSE TERMS
Setup Suppert Files

m

MICROSOFT SQL SERVER 2008 R2 EXPRESS
These license terms are an agreement between Microsoft Corporation (or based on where
you live, one of its affiliates) and you. Please read them. They apply to the software named

above, which includes the media on which you received it, if any. The terms also apply to any
Microsoft

« updates,
e supplements,

+ Internet-based services, and

B S

Copy  Print

*  support services

1 accept the license terms.

Send feature usage data to Microscft. Feature usage data includes information about your
hardware configuration and how you use SQL Servegand its components.
See the SOL Server 2008 R2 Privacy Statement for Wo%jon.

< Back MNext » ‘ l Cancel

Check the "I accept the license terms." check-box and click the "Next" button.
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The following screen indicates the setup files installation status. Click "Install” when finished.

14 SQL Server 2008 R2 Setup EI@
Setup Support Files

Click Install to install Setup Suppeort files. To install or update SQL Server 2008 R2, these files are required.

License Terms The following components are required for SQL Server Setup:
SIS Feature Mame Status
m Setup Support Files In Progress

ExecuteStandardTimingsWorkflow

< Back Install

The following screen is for feature selection. Make sure all features are checked, then click "Next".

14 SQL Server 2008 R2 Setup EI@
Feature Selection

Select the Express features to install.

Setup Suppert Rules Features: Description:
Feature Selecti -
eature selection Server features are instance-aware and have
Installation Rules Database Engine Services their own registry hives, They support
) gIstry Y supp
Instance Configuration 0L Server Replication multiple instances cn 2 computer,

Shared Features
SQL Client Connectivity SDK
Redistributable Features

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installaticn Cenfiguration Rules
Installaticn Progress

Complete

Select Al ” Unselect Al ]

Shared feature directory: Ch\Progiag Files\Microsoft SQL Servert E

[ < Back ] Next > H ] ” Help ]

SQL Server 2008 requires MS Visual C++ 2008 Shell and if not on your system it will be installed from the installation
files. SQL Server also requires .NET Framework 4.0 (on Windows 7). Make sure you have Internet access and this will
also be installed automatically.

125



Appendix A Installing MS-SQL 2008 R2 Express

This screen shows the Instance Configuration. IMPORTANT!! Change the selection to "Default instance"” then
click "Next".

4 50L Server 2008 R2 Setup EI@

Instance Cogfiguration

Specify the name andMzstance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Setup Support Rules @ Default instance
e et ) Mamed instance: SQLExpress
Installaticn Rules
Instance Configuration
Disk Space Requirements Instance ID: MSSQLSERVER
Server Configuration —
Biess B Sanfaei Instance root directony:  C\Program Files\Microsoft SQL Server
Error Reporting
IStz CaniTgire o SQL Server directory:  C:\Program Files\Microsoft SQL Server\MSSQL10_50.MSSQLSERVER
Installaticn Progress
Complete Installed instances:
Instance Name Instance ID Features Editicn Versicn

< Back “‘ Next > H G “ Help

Here is the Server Configuration page. Check the "Collation" tab.

4 50L Server 2008 R2 Setup EI@

Server Configuration

Specify the service accounts and collaticn cenfiguration.

i Collati0n|

Microscft recommends that you use a separate account for each SQL Server service.

Setup Support Rules i Service Account:

Feature Selection

Installaticn Rules

Instance Configuration Service Account MName Password Startup Type
Disk Space Requirements SQL Server Database Engine NT AUTHORITYAMETW... I;i\utomatic -
Server Configuration SOL Server Browser NT AUTHORITY\LOCA... IDisabIed -

Database Engine Configuration

Error Reporting -
Use the same account for all SQL Server services

Installaticn Cenfiguration Rules
Installaticn Progress

Complete

< Back “ Next > H G “ Help
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By default use the Latin1-General collation. Leave it for you OS detected language.

4 50L Server 2008 R2 Setup EI@

Server Configuration

Specify the service accounts and collation cenfiguration.

Setup Support Rules ‘ Service Account

Feature Selection

Installaticn Rules DalaBasl fane

Instance Cenfiguration SQL_Latinl_General_CP1_CI_AS
Disk Space Requirements Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
Server Configuration insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for

Database Engine Configuration wan=lATErs 205

Error Reporting
Installaticn Configuration Rules
Installaticn Progress

Complete

N

[ < Back ] Next > H Fored ” Help ]

The following is the Database Engine Configuration. IMPORTANT!! switch to "Mixed Mode" and enter the sa
password twice. (throughout our examples we use a password of '0000' (four zeros). Check the "User Instances" tab.

7% SQL Server 2008 R2 Setup =n =
Database Engine Configuration

Specify Database Engine authentication security mode, administrato™sgnd data directories.

Setup Support Rules Account Provisioning | Data Directories | User Instances | FILESTREAM

Feature Selection

. Specify the authentication mode and administrators for the Database Engine.
Installation Rules

Instance Cenfiguration Authentication Mode
EEEpaccequis e () Windows authentication mode
Server Configuration

Database Engine Conf{

@ Mixed Mode [SQL Server authentication and Windows authentication)

Error Reporting Specify the password for the SQL Server system administrator (sa) account.

Installaticn Configuration Rules Enter password: sase

Installaticn Progress
T Confirm password:  ewee

Specify SQL Server administrators

SQL Server

administrators have
unrestricted access to
the Database Engine.

Add Current User ] I Add... ] I Bemove ]

[ < Back ” Next > H Fored ” Help
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Make sure the check box is checked under "User Instances”, then click "Next".

4 SQL Server 2008 R2 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Suppoert Rules

Feature Selection

Installation Rules

Instance Cenfiguration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installaticn Configuration Rules
Installation Progress

Complete

Account Provisioning | Data Directories |;

Specify if users who do not have administrative permission can run a separate instance of the
Database Engine.

Users are allowed to run a separate instance of the Database Engine.

< Back Mext > ‘ l Cancel ‘ l Help

No need to check Error Reporting. Just click "Next".

74 SQL Server 2008 R2 Setup

Error Reporting

Setup Suppoert Rules

Feature Selection

Installation Rules

Instance Cenfiguration

Disk Space Requirements
Server Configuration

Databasze Engine Configuration
Error Reporting

Installaticn Configuration Rules
Installaticn Progress

Complete

Help Microsoft improve SQL Server features and services.

Specify the information that you would like to automatically send to Microsoft to improve future
releases of SQL Server. These settings are opticnal. Microsoft treats this informaticn as confidential.
Microsoft may provide updates through Microscoft Update to moedify feature usage data. These
updates might be downloaded and installed on your machine automatically, depending on your
Automatic Update settings.

See the SQL Server 2008 R2 Privacy Staternent for more information.

Read more about Microsoft Update and Automatic Update.

Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This
setting only applies to services that run without user interaction.

< Back Next > ‘ l Cancel ‘ l Help
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Now observe the Installation Progress. If any errors occur, click "OK™ and "Retry"

14 SQL Server 2008 R2 Setup EI@

Installation Progress

Setup Suppert Rules
Feature Selection |

Installation Rules Creating servicing cache folder.

Instance Cenfiguration

Disk Space Requirements
Server Configuration

Database Engine Cenfiguration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Next = Cancel | | Help

The application has now been installed. Click "Close".

14 SQL Server 2008 R2 Setup EI@

Complete

Your SQL Server 2008 R2 installation completed successfully.

Setup Suppert Rules Summary log file has been saved to the following location:

Feature Selection C\Program Files\Microsoft SQL Servert100\Setup Bootstrapilogh20120521 132454
‘Summary 9flabw? 20120521 132454t

Installation Rules

I ETvEs SEniTgRrEiEn Information about the Setup cperation or possible next steps:
Disk Space Requirements - -
X i L;/) Your SQL Server 2008 R2 installation completed successfully.
Server Configuration

Database Engine Cenfiguration

Error Reporting

Installation Configuration Rules

Installation Progress

Complete

Supplemental Information:

The following notes apply to this release of SQL Server only.

m

Microseft Update

For information about how to use Microseft Update to identify updates for SQL Server 2008 R2, see
the Microsoft Update Web site at http://go.microsoft.com/fwlink/?Linkld=108403.

Samples

Close | | Help
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Close the Installation Center window. IMPORTANT : Don't forget your password for the *sa* master account.

4 SQL Server Installation Center EI

Planning h Mew installation or add features to an existing installaticn. Elo:

. Launch a wizard to install SQL Server 2008 B2 in a non-clustered envircnment or to acd
Installation - .
features to an existing SQL Server 2008 R2 instance,

IMaintenance

Upgrade frem SQL Server 2000, SQL Server 2005 or SQL Server 2008

A

Tools
Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to 5QL
Rescurces Server 2008 R2.
CeiEnE H E‘ Search for product updates
Options Search Microsoft Update for SQL Server 2008 R2 product updates,

Vi, Micoor
4~ SQL Server2008r2
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Now we recommend rebooting the machine. After rebooting, open the "SQL Configuration Manager" by clicking
"Start > All Programs > Microsoft SQL Server 2008 R2 > Configuration Tools > SQL Server Configuration
Manager”. Find the "Protocols for MSSQLSERVER", under "SQL Server Network Configuration. Right-click on
TCP/IP and select 'Properties'.

Sgl Server Configuration Manager El@

File Action View Help

5| zE=H

‘@ 5QL Server Configuration Manager (Local) Protocel Mame Status
E SQL Server Services .
a— S S et e Tenfigrestion 3 Shared Memory Enabled
- : B ¥ Mamed Pipes Disabled

E‘F Protocels for MSSQLSERVER
> 5. 2L Mative Client I0.0 Configuration

Enable
Disable

Properties

Help

4 m | P

First, under the "Protocol” tab, make sure TCP/IP is enabled.
Next, under the "IP Address" tab, make sure the LAN port and Local Host connections are 'Active' and 'Enabled' and
that the TCP Port is 1433.

TCP/IP Properties @
|IF Addresses
Active Yes 4 -
Enabled fes il
IP Address 192.1658.0.142
TCP Dynamic Ports b
TCP Port 143z
B 1p3 E
Active fes
Enabled Mo 3
IP Address s
TCP Dynamic Parts
TCP Port 1433
O 1p4
Active Yes /
Enabled Yes /
IP Address 127.00.1
TCP Dynamic Parts ol
Enabled
Enable ar disable the IP address
oK Cancel || feply || Help

Click "OK"
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Restart the server after any configuration change. Highlight the SQL Server, Right-click and select "Restart™ or just
click the "Restart" icon.

ﬁ Sql Server Configuration Manager E@
File Action View Help
e2205000 ()
‘@ SQL Server Configuration Manager (Ll:ncalr Mame State Start Mode
E SQL Server Services "
s E_ S0L Server Metwork Configuration ) Start .
. B 5QL Native Client 10.0 Configuration %igt iz: Stop g::z ::ZZ
Pause
Resume
Restart
Properties
Help
] 1 F
Restart (stop and then start) selected service,

This finishes the installation of MS-SQL 2008 R2 Express.
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Appendix B Installing MS-SQL 2012 Express

B.1 Introduction

This chapter will detail the installation and configuration steps for the Free Edition of MS-SQL, Microsoft SQL
Server 2012 Express Edition. Server Express is a powerful and reliable data management product that delivers rich
features, data protection, and performance for embedded application clients, light Web applications, and local data
stores. SQL Server 2012 is designed to run on Windows 7, Windows 8, Windows 8.1, Windows 10, Windows Server
2008 R2, Windows Server 2008 Service Pack 2, or Windows Vista Service Pack 2. SQL Server 2012 Express cannot be
installed on Windows XP.

Note:

SQL Server 2012 Express Edition is differentiated from the rest of the SQL Server 2012 editions only by the
following:

Lack of enterprise features support

Limited to one socket or 4 CPU cores

One GB memory limit for the SQL Server Engine
Databases have a 10 GB maximum size

B.2 SQL Express Software Installation
In the following example, the step-by-step procedure is given for the free version of Microsoft® SQL Server
2012. The free version may be downloaded from Microsoft's Download Center website and is a good choice for
demonstrating or for evaluating the EMS in a non-production environment. For production use, please have your
purchased version of MS-SQL Server 2012 and CD-Key from your Certificate of Authenticity (COA) and follow
through the Microsoft documentation for installation.

Find the location of your download files on the local disk and double-click into the ' SQLEXPR_x86 ENU.EXE'
icon.

The downloaded file is a self-executable compressed file. First the files will be extracted to your system.

-

Extracting Files @

Exdracting File: 1033 _enu_lp*«BE setuptsgl_engine_core_inst_
Ta Directory: c:\Bodf405052:215d 3eb H55305

0L Server 2012

Please wait while Microsoft SQL Server 2012 Setup processes the current operation.

The 'SQL Server Installation Center' will be the starting point for either a fresh SQL Server installation or for
upgrading from a previous SQL Server version.
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3 SQL Server Installation Center E'@

Planning % Mew S0L Server stand-alone
h installaticn cr add features tc an
Installation existing installaticn
Maintenance Launch a wizard to install SOQL
Server 2012 in a non-clustered
Tools envircnment or to add features to
an existing S0L Server 2012
Rescurces instance.

Al Upgrade frem 5QL Server 2005,
ﬁ SQL Server 2008 or SQL Server
2008 R2
Launch a wizard to upgrade SQL
Server 2005, SQL Server 2008 or
SQL Server 2008 R2 to SQL Server
2012,

Vi, Micrasoft

SQL Server2012

Double click the 'New SQL Server' to launch the installation wizard.

3 SQL Server 2012 Setup EI@
License Terms

To install SQL Server 2012, you must accept the Microsoft Software License Terms.

License Terms PROFITS, SPECIAL, INDIRECT OR INCIDENTAL DAMAGES. -

Product Updates A :
This limitation applies to

Install Setup Files

e anything related to the software, services, content (including code) on third party
Internet sites, or third party programs, and

s claims for breach of contract, breach of warranty, guarantee or condition, strict liability,
negligence, or other tort to the extent permitted by applicable lav.

It also applies even if Microsoft knew or should have known about the possibility of the damages.
The above limitation or exclusion may not apply te you because your country may net allow the
exclusion or limitation of incidental, consequential or other damages.

a9

Copy  Print

L accept the license terms.

(& Send feature usage data to Microsoft. Feature usage data includes information about your hardware
configuration and how you use SQL Server and its components.

See the Microsoft SQL Server 2012 Privacy Statement for more informasign.

< Back l Next > ‘ l Cancel

Check the "I accept the license terms." check-box and click the "Next" button.

134



Appendix B Installing MS-SQL 2012 Express

The following screen indicates the setup files installation status. Click "Install" when finished.

45 SQL Server 2012 Setup o ===
Install Setup Files
SQL Server Setup will now be installed. If an update for SQL Server Setup is found and specified to be included, the
update will also be installed.
License Terms
Product Updates - _ T -
SQL Server Setup files are being installed on the system.
Install Setup Files
Task Status
Scan for product updates Completed
Download Setup files Skipped
Extract Setup files Skipped
Install Setup files In Progress
< Back Install Cancel

The following screen is for feature selection. Make sure all features are checked, then click "Next".

4 SQL Server 2012 Setup EI@

Feature Selection

Select the Express features to install.

Setup Support Rules Features:

Feature descripticn:

Feature Selection The cenfiguration and cperation of each

Installation Rules

Instance Cenfiguraticn

Disk Space Requirements
Server Configuration

Database Engine Configuration

Error Reporting

Installation Progress

Complete

Installation Configuration Rules

Database Engine Services
SQL Server Replication
Shared Features
SQL Client Connectivity SDK
Redistributable Features

instance feature of a SQL Server instance is
izolated from other SQL Server instances,
SQL Server instances can operate side-by-
side on the same computer.

Prerequisites for selected features:

Already installed:
ndows PowerShell 2.0
i Microsoft MET Framework 3.5
To be installed frem media:
. Microsoft Visual Studic 2010 Shell
To be installed from internet:
. Microsoft MET Framewark 4.0

Select All || Unselect All

Shared feature directory: C\Program Files?

lcrosoft SOL Servert, _

SQL Server 2012 requires MS Visual Studio 2010 Shell and if not on your system it will be installed from the

installation files. SQL Server also requires .NET Framework 4.0. Make sure you have Internet access and this will also
be installed automatically.
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This screen shows the Instance Configuration. IMPORTANT!! Change the selection to "Default instance” then
click "Next".

3 SQL Server 2012 Setup EI@

Instance Ggnfiguration

Specify the name an_instance ID for the instance of SQL Server. Instance ID becomes part of the installaticn path.

Setup Suppoert Rules @ Default instance
EEStzSERechion Named instance: | IMSSOLSERVER
Installaticn Rules
Instance Configuration
Disk Space Requirements Instance ID: MSSQLSERVER
Server Configuration —
Bifess Breive Sanfareien Instance root directony:  C\Program Files\Microsoft SQL Server\
Error Reporting
Installation Configuration Rules SQL Server directory:  C:\Program Files\Microsoft SQL Server\MSSQLL1.MSSQLSERVER
Installaticn Progress
Complete Installed instances:
Instance Name Instance ID Features Editicn Versicn

< Back | | MNext = | | Cancel | | Help

Here is the Server Configuration page. Check the "Collation™ tab and use the default automatically found for you OS
language.

3 SQL Server 2012 Setup EI@

Server Configuration

Specify the service accounts and collation cx{iguration.

Setup Support Rules Service Accounts |}

Feature Selection

Installaticn Rules Balab ek als

Instance Cenfiguration SQL_Latinl_General_CP1_CI_AS Customize...

Disk Space Requirements Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
Server Configuration insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for non-
Database Engine Configuration Unrzz=(baE
Error Reporting

Installaticn Configuration Rules
Installaticn Progress

Complete

< Back | | MNext = | | Cancel | | Help

136



Appendix B Installing MS-SQL 2012 Express

The following is the Database Engine Configuration. IMPORTANT!! switch to "Mixed Mode" and enter the sa
password twice. (throughout our examples we use a password of '0000" (four zeros). Check the "User Instances" tab.

%5 SQL Server 2012 Setup =n =
Database Engine Configuration

Specify Database Engine authentication security mode, administrate™gnd data directories.

Setup Support Rules Server Configuration | Data Directories | User Instances | FILESTREAM

Feature Selection

. Specify the authentication mede and administrators for the Database Engine.
Installation Rules

Instance Cenfiguration Authentication Mode
Disk Space Requirements () Windows authentication mode

Server Configuration S - - S
@ Mixed Mode (SQL Server authentication and Windows authentication)

Database Engine Configuraxgn
Error Reperting Specify the password for the SQL Server system administrator (sa) account.

Installation Cenfiguration Ru \Enter password: aes
Installaticn Progress

i . wese
Complete \anflrm password:

Specify SQL Server administrators

Sflabwifae (fae) SQL Server administrators

have unrestricted access
to the Database Engine.

Add Current User ] I Add... ] I Bemove ]

[ < Back ” Next > H Fored ” Help

Make sure the check box is checked under "User Instances", then click "Next".

%5 SQL Server 2012 Setup =n =
Database Engine Configuration

Specify Database Engine authentication security mode, administraters and data directories.

Setup Support Rul Server Configuration | Data Directories

Feature Selection

Specify if users who do not have administrative permissicn can run a separate instance of the

Installation Rules .
Database Engine.

Instance Configuration
Disk Space Requirements Users are allowed to run a separate instance of the Database Engine.
Server Configuration

Database Engine Configuration
Error Reporting

Installaticn Configuration Rules
Installaticn Progress

Complete

[ < Back ” Next > H Fored ” Help
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No need to check Error Reporting. Just click "Next".

4 SQL Server 2012 Setup

Error Reporting

Setup Support Rules

Feature Selection

Installation Rules

Instance Cenfiguration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Help Microsoft improve SQL Server features and services.

Specify the informaticn that you would like to automatically send to Microsoft to improve future releases
of SQL Server. These settings are opticnal. Microsoft treats this information as confidential. Microsoft
may provide updates through Microsoft Update to modify feature usage data. These updates might be
downloaded and installed on your machine automatically, depending on your Automatic Update
settings.

See the Microsoft SOL Server 2012 Privacy Statement for more informaticn.

Read more about Microsoft Update and Automatic Update,

Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This setting
only applies to services that run without user interacticn.

< Back | | Mext = | | Cancel | | Help

Now observe the Installation Progress. If any errors occur, click "OK" and "Retry"

4 SQL Server 2012 Setup

Setup Support Rules
Feature Selection
Installation Rules
Instance Cenfiguration
Disk Space Requirements

Server Configuration

Error Reporting

Installation Progress

Complete

Installation Progress

Database Engine Configuration

Installation Configuration Rules

(=] O s

Install_DotNetCore_Cpu32_Action

Next > Cancel | | Help
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The application has now been installed. Click "Close".

1 SQL Server 2012 Setup EI@
Complete

Your SQL Server 2012 installation completed successfully with product updates.

S ST Information about the Setup cperation or possible next steps:

Feature Selection

- Feature Status -
Installation Rules
S & Database Engine Services Succeeded
- g ] @ SQL Server Replication Succeeded L
Disk Space Requirements @ SQL Browser Succeeded 3
Server Configuration @ SQL Writer Succeeded
Database Engine Configuration @SQL Client Connectivity Succeeded
. (% 501 Client ©annectivite SOK Sucreeded S
Error Reporting
Installation Configuration Rules
Installation Progress Details:
Complete Viewing Product Documentation for SQL Server -

Only the compenents that you use to view and manage the documentation for SQL Server have
been installed. By default. the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download decumentation to
vour local computer. For more information, see Use Microsoft Books Online for SQAL Server
<http://go.microsoft. com/fwlink/?LinklD=224683> (http://go.microsoft. com/fwlink/?LinklD=
224RA

Summary log file has been saved to the following location:

CA\Program Files\Microsoft SQL Server\110\Setup Boofstra
ASurnmary 9flabw? 20120503 151438 txt

Close ] I Help

Close the Installation Center window. IMPORTANT: Don't forget your password for the 'sa’ master account.

15 5QL Server Installation Center EI

Planning LE Mew 5QL Server stand-zalone
installation or add features to an

Installation existing installaticn

Maintenance Launch a wizard to install SQL
Server 2012 in a non-clustered

Tocls envirenment or to add features to
an existing QL Server 2012

Resources instance.

Sriiens Upgrade from SQL Server 2005,

ﬁ SGQL Server 2008 or SQL Server

2008 R2

Launch a wizard to upgrade SQL
Server 2005, SQL Server 2008 or
SQL Server 2008 R2 to SQL Server
2012,

B, Microsoft

\'5“ SQL Server2012
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Now we recommend rebooting the machine. After rebooting, open the "SQL Configuration Manager" by clicking
"Start > All Programs > Microsoft SQL Server 2012 > Configuration Tools > SQL Server Configuration Manager".
Find the "Protocols for SQLEXPRESS". Right-click on TCP/IP and select 'Properties'.

Sql Server Configuration Manager EI@

File  Action View Help

€= z|E=H

‘g SQL Server Configuration Manager (Local) Protocol Name Status
B SQL Server Senvices . ) - Shared Memory Enabled
- * Y hlamed Dipes Disabled
EF Protocols for MSSQLSERVER e TCR/TP Disabled
. . . . : | isable

First, under the "Protocol” tab, make sure TCP/IP is enabled.
Next, under the "IP Address" tab, make sure the LAN port and Local Host connections are 'Active' and 'Enabled' and
that the TCP Port is 1433.

P

TCP/IP Properties <=
IP Addresses
B 1 -
Active Yes
Enabled Mo
IP Address fed0:ul1fcadad:Sadad26%:17 3
TCP Dynamic Ports I
TCP Port 1433
B 1p2 4
Active Ves 4—
Enabled ves &— =
IP Address 192.163.0.142
TCP Dynamic Paorts
TCP Port iz
B 1p3
Active Yes
Enabled Mo
IP Address ul
TCP Dynamic Ports
TrD DAt 14322 i
Enabled
Enable or disable the IP address
[ QK ] [ Cancel ] [ Apply ] [ Help

Click "OK"
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Restart the server after any configuration change. Highlight the SQL server, right-click and select Restart or just click
the "Restart" icon.

i

ﬁ Sql Server Configuration Manager E@
File  Action View Help
&= | E=HI® 0@
‘@ S0QL Server Configuraticn Manager (Local) Mame State Start Mad:
o SQL Server Services Fay SO Sencer Browser Stopped Other (Bo
4 SQL Server Metwork Configuration . R
E'EE Protocols for MSSQLSIEJF“JEF‘ =iy SOL Server (M55...  Running Automatig
& . o [Tm 50L Server Agent.. Stopped Other (Bor
s .. S0L Mative Client 11.0 Cenfiguraticn
o r
5QL Server Configuration Manager @

Starting service...

The SQL Server will restart and run with the new configuration.

This completes the installation of SQL2012 Express.
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Appendix C Installing MS-SQL 2014 Express

C.1 Introduction

This chapter will detail the installation and configuration steps for the Free Edition of MS-SQL, Microsoft SQL
Server 2014 Express Edition. Server Express is a powerful and reliable data management product that delivers rich
features, data protection, and performance for embedded application clients, light Web applications, and local data
stores. SQL Server 2014 is designed to run on Windows 8.1, Windows 10, Windows Server 2008 R2, Windows Server
2008 R2 Service Pack 1, Windows Server 2012, or Windows Server 2012 R2. SQL Server 2014 Express cannot be
installed on Windows XP, Vista Windows 7 or Windows 8.

Note:
SQL Server 2014 Express Edition is differentiated from the rest of the SQL Server 2014 editions only by the
following:

Lack of enterprise features support

Limited to one socket or 4 CPU cores

One GB memory limit for the SQL Server Engine
Databases have a 10 GB maximum size

C.2 SQL Express Software Installation
In the following example, the step-by-step procedure is given for the free version of Microsoft® SQL Server
2014. The free version may be downloaded from Microsoft's Download Center website and is a good choice for
demonstrating or for evaluating the EMS in a non-production environment. For production use, please have your
purchased version of MS-SQL Server 2014 and CD-Key from your Certificate of Authenticity (COA) and follow
through the Microsoft documentation for installation.

Find the location of your download files on the local disk and double-click into the ' SQLEXPR_x86 ENU.EXE'
icon.

Choose Directory For Extracted Files b4

Choose Directory For Extracted Files
s\ems'\MS-SQL\2014 sp\SQLEXPR2014 xB6 EHU\

Cancel Browse...

Starting with SQL Server 2014 an extraction directory can be manually selected. If the downloaded file is on a
writable media with enough space, just click "OK".

The downloaded file is a self-executable compressed file. First the files will be extracted to your system.

Microsoft SQL Server 2014 Express 5P2 X

f  Cancel

SOL Server 2014

Please wait while Microsoft SQL Server 2014 Setup processes the current operation.

The 'SQL Server Installation Center' will be the starting point for either a fresh SQL Server installation or for
upgrading from a previous SQL Server version.
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T SOL Server Installation Center

Planning
Installation
Maintenance
Tools

Resources

Options

Microsoft SQL Server2014

- O X

LH MNew SOL Server stand-alone installation or add features to an existing installation

Launch a wizard to install SOL Server 2014 in a non-clustered environment or to add
features to an existing 5CL Server 2014 instance.

ﬁ Upgrade from SQL Server 2003, SOL Server 2008, SOL Server 2008 R2 or SOL Server 2012

Launch a wizard to upgrade SOL Server 2005, 5QL Server 2008, 50L Server 2008 R2 or 50L
Server 2012 to SOL Server 2014,

Double click the 'New

SQL Server' to launch the installation wizard.

M SOL Server 2014 Setup

License Terms

To install SOL Server 2014, you must accept the Microsoft Software License Terms.

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progre!

Complete

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT SQL SERVER 2014 EXPRESS
These license terms are an agreement between Microsoft Corporation (or based on where you

live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any Microsoft

» updates,
* supplements, v
a o9
Copy  Print

| accept the license terms.

Turn on Customer Experience Improvement Program (“CEIP*) and Error Reporting to help improve the
quality, reliability and performance of Microsoft SOL Server 2014,

See the Microsoft SQL Server 2014 Privacy Statement for more information.

* Microsoft SQL Server 2014 also includes a Visual Studio compon®sg that will have CEIP settings tumed
off by default. If Visual Studio is installed, this component will use the K settings for Visual Studio.

= Back Cancel

Check the "I accept the license terms." check-box and click the "Next" button.
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The following screen indicates the setup files installation status. Click "Install” when finished.

T SOL Server 2014 Setup — O

Install Setup Files

If an update for SQL Server Setup is found and specified to be included, the update will be installed.
" I
Global Rules
Product Updates Task Status
Install Setup Files Scan for product updates Completed
Install Rules Download Setup files Skipped
Feature Selection Extract Setup files Skipped
Feature Rules Install Setup files Mot started
Feature Configuration Rules
Installation Progress
Complete
< Back Next > Cancel

The following screen is for feature selection. Make sure all features are checked, then click "Next".

% SOL Server 2014 Setup - O x

Feature Selection

Select the Express features to install.

License Terms Features: Feature description:
Global Rules Instance Features The configuration and operation of each ~
Product Updates [] Database Engine Services instance feature of a SOL Server instance is
Install Setup Files SOL Server Replication isolated from other SOL Server instances. SOL

Shared Features Server instances can operate side-by-sideon v
Install Rules

SOL Client Connectivity SDK Prerequisites for selected features:

Feature Selection

Redistributable Features

Feature Rules A:Ireadylnstalled: -
. . i Windows PowerShell 2.0
nEErEs Lan e i Micrnsnft .NFT Framewnrk 3.5 v
Server Configuration & 2
Database Engine Configuration Disk Space Requirements
EeatusEoni iU nl=: Drive C: 988 MB required, 414568 MB available
Installation Progress
Complete
Select All Unselect All
Instance root directory: |C:\Prngram Files (xBE)\Microsoft SOL Server', |
Shared feature directory: |C:\PQgram Files\Microsoft SQL Server, |

N\
Shared feature directory (x86): |C:\PrograW5 (xB6)\Microsoft SOL Server, |

@a e |[ i

SQL Server 2014 requires MS Visual Studio 2010 Shell and if not on your system it will be installed from the
installation files. SQL Server also requires .NET Framework 4.0. Make sure you have Internet access and this will also
be installed automatically.
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This screen shows the Instance Configuration. IMPORTANT!! Change the selection to "Default instance” then
click "Next".

4 SOL Server 2014 Setup - O X

Instance Configuration

Specify the name instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

License Terms
Global Rules
Product Updates
Install Setup Files

(®) Default instance

(O Mamed instance:  MSSCOLSERVER

Install Rules Instance |D: MSSOLSERVER
Feature Selection

Feature Rules
Instance Configuration SQL Serverdirectory:  C:\Program Files (x86)\Microsoft SOL Server\MS5QL12.MSSQLSERVER
Server Configuration

. ) . Installed instances:
Database Engine Configuration
Feature Configuration Rules Instance Name Instance ID Features Edition Version
Installation Progress

Complete

< Back Cancel Help

The following is the Database Engine Configuration. IMPORTANT!! switch to "Mixed Mode" and enter the sa
password twice. (throughout our examples we use a password of '0000' (four zeros). Be sure to "Add Current User" as a
specific SQL Server administrator. Check the "User Instances" tab.

T SQL Server 2014 Setup — [m] X

Database Engine Configuration

Specify Database Engine authentication security mode, administratorsand data directories.

License Terms Data Directories  User Instances

Global Rules

Product Updates Specify the authentication mode and administrators for the Database Engine.
Install Setup Files Authentication Mode

Install Rules

(O Windows authentication mode
Feature Selection s e : s

(® Mixed Mode (SQL Server authentication and Windows authentication)
Feature Rules

Instance Configuration Specify the password for the SQL Server system administrator (sa) account.

Server Configuration Enter password: loono ‘

Database Engine C

1 o eeee
Feature Configuration Rules Contium password: ‘ ‘

Installation Progress Specify SQL Server administrators
|
Complete SQL Server administrators
have unrestricted access
to the Database Engine.
Add Current User Add... Remove

< Back Next > Cancel Help
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Make sure the check box is checked under "User Instances”, then click "Next".

T SQL Server 2014 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

License Terms Server Configuration  Data Directories |
Global Rules
Product Updates

Database Engine.
Install Setup Files

Install Rules Users are allowed to run a separate instance of the Database Engine.
Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine C

Feature Configuration Rules
Installation Progress

Complete

< Back Cancel

Specify if users who do not have administrative permission can run a separate instance of the

Help

Now observe the Installation Progress. If any errors occur, click "OK" and "Retry"

T4 SOL Server 2014 Setup

Installation Progress

License Terms

Product Updates Install_SqlWriter_Cpub4_Action : SelfRegModules. Registering modules
Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Installation Progress
Complete

Next = Cancel

Help
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The application has now been installed. Click "Close".

T SOL Server 2014 Setup — O X
Complete

Your SQOL Server 2014 installation completed successfully with product updates.

LEnER s Information about the Setup operation or possible next steps:

Global Rules
~

Product Updates Feature Status
Install Setup Fil & Database Engine Services Succeeded
nsta up hies @SQLSeNerReplicatinn Succeeded
Install Rules @ SOL Browser Succeeded
Feature Selection @ SOL Writer Succeeded
Feature Rules @ SQOL Client Connectivity Succeeded

) (74 SO Client Cannectiihe SNK Surreadad v
Instance Configuration
Server Configuration
Database Engine Configuration Details:
Feature Configuration Rules Viewing Product Documentation for SQL Server ~
Installation Progress
Gompieee Only the components that you use to view and manage the documentation for SQL Server have

been installed. By default, the Help Viewer component uses the online library. After installing
SQAL Server, you can use the Help Library Manager component to download documentation to
your local computer. For more information, see Use Microsoft Books Online for SQL Sewver
(zhttp://go. microsoft. com/fwlink/?LinklD=299578:>).

Summary leg file has been saved to the fellowing lecation:

C\Program Files (x86)\Microsoft SOL Servert1204Setup BoodS{rapilogh20160921 095258\Summary 1567
-050079 20160921 095258.6¢

Close Help

Close the Installation Center window. IMPORTANT: Don't forget your password for the 'sa’ master account.

T8 SQL Server Installation Center - O ‘X
Planning LH MNew SOL Server stand-alone installation or add features to an existing installation
Installation Launch a wizard.to.install SOL Server 2Q14 in a non-clustered environment or to add

features to an existing 5CL Server 2014 instance.
Maintenance
el ﬁ Upgrade from SQL Server 2003, SOL Server 2008, SOL Server 2008 R2 or SOL Server 2012
ools
Launch a wizard to upgrade SOL Server 2005, 5QL Server 2008, 50L Server 2008 R2 or 50L
Resources Server 2012 to SOL Server 2014,
Options
Microsoft SQL Server 2014
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Now reboot the machine. After rebooting, open the "SQL Configuration Manager" by clicking "Start > All Apps >
Microsoft SQL Server 2012 > SQL Server Configuration Manager". Find the "Protocols for SQLEXPRESS". Right-
click on TCP/IP and select 'Properties'.

Sgl Server Configuration Manager - O X
File Action View Help
L IEANEIEY

‘@ SCL Server Configuration Manager (Local)
B SQL Server Services

| EY it
2= Protocols for MSSQLSERVER

E SQL Native Client 11.0 Configuration (321

Status
Enabled

Protocol Name
%~ Shared Memory

L9 TCP/IP Disabled

First, under the "Protocol" tab, make sure TCP/IP is enabled.
Next, under the "IP Address" tab, make sure the LAN port and Local Host connections are 'Active' and 'Enabled’ and
that the TCP Port is 1433.

TCP/IP Properties ? * TCP/IP Properties ? *
Protocol  Ip Addresses Protocol P Addresses
Bl General B 1py A
Yes/ - Active Yes
Keep Alive 30000 mw;/ -
Listen All Yes IP Address 192.168.0.49
TCP Dynamic Ports
TCP Port 14334/
B ip10
Active Yes
Enabled Mo
IP Address fed0:5efe:192.168.0.49%9
TCP Dynamic Ports
TCP Port 1433
B 11
Active Yes
Enabled Mo
IP Address fedl:5efe:192.168.56.1%11
TCP Dynamic Ports
TD Dort 1433
Enabled Enabled
Enable or disable TCF/IP protocol for this server instance Enable or disable the IP address
Cancel Apply Help Cancel Apply Help

Click "OK"
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Restart the server after any configuration change. Highlight the SQL server, right-click and select Restart or just click
the "Restart" icon.

Sql Server Configuration Manager - m] X

File Action View Help
o2 @5 @ @@@
“} 0 oo Manager (Local) SQL Server (MSSQLSERVER)

sm 2UL Server Browser
" SOL Server Network Configuratien (32bit| (R S0 Server Agent (MSSOLSERVER)
[2~ Protocols for MSSQLSERVER
% SCL Mative Client 11.0 Configuration (320

5QL Server Configuration Manager et

Starting service...

E  Close ¢

The SQL Server will restart and run with the new configuration.

This completes the installation of SQL2014 Express.
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